R-Conversion method as a new generation of  cryptography systems.
THEODORE DATRI, TELMAN ASKEROV, SERGUEI LEBEDEV, ARIF ASKEROV

Research and Development Department

ADL Security Systems, Inc.

33 Briarcliff Lane, Holliston, MA , USA

UNITED STATES OF AMERICA

aaskerov@encryptsmart.com    http://www.encryptsmart.com
Abstract: - The R-Conversion Encryption Method is the universal symmetric cryptography algorithm. This algorithm is based on the conception of self-defined data. It is rather simple in realization and does not contain complex mathematics. But despite this, it is a very powerful algorithm meeting all modern requirements of information security..
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1   Problem Formulation

Tremendous popularity of applications like electronic mail, electronic payments systems, on-line banking and others has called for the development of new, more powerful and flexible security solutions. If in the beginning of the 90th the main purpose of security systems was to protect information from hackers who do it for fun, then today the goal is to prevent commercial information from being stolen and used by criminals. The quality of security systems has been constantly improving, but it has always lagged behind dedication of attackers.  In the light of the latest advancements in Internet technologies and, of course, increased security concerns among both business and government executives, the current level of security systems does not meet modern requirements. 

2  Problem Solution
Being involved in research and development of compression and encryption technologies, ADL Security Systems has put its resources to develop a drastically new cryptography method that can take on the task of protecting information reliably and cost-effectively.  The result is a method based on the concept of self-defined data.  It is simple in realization and does not contain complex mathematics yet it is a very powerful algorithm meeting all modern requirements for data security.

Its simplicity and flexibility allows you to build security systems with any desired level of strength and complexity. This method can be applied to any form of electronic information because it works with its binary representation.  It can protect sensitive information from an unauthorized party on all stages from creation to transmission to storage.  The method has proven to be a reliable way of protecting data communicated over public networks.

The algorithm’s flexibility allows it to be used in electronic payment systems, on-line banking, and other financial applications.  It can also power smart card security allowing the system to be double protected: with user passwords and information stored on the cards themselves.

3 The essence of structure file transformation
Terms:

1. File – any binary sequence.

2. R – the process of structure file transformation.

3. Logical scale (LS) – fixes the positions of situating of the concrete quant (letters) or quant’s group in the initial file.

.

The essence of transformation is based on the concept of self-defined data.

Self-defined data is presented as follows:
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A “tag” contains all information for simple reverse transformation
· Bit “depth” – shows if the current step is not the last

· Parameters of internal identifier (ID) – length and shift

· Quantisation step m

· The length of the first logical scale

· Bit, indicating the removal of the ID

· Letters (quants)

· Other parameters depending on specific software architecture
Transformed file – consists of a sequence of logical scales that are placed in a certain way.
Quantization step is automatically selected:

· Stochastically.
· If current transformation step should be made to meet some conditions, then m is selected to meet these conditions.
Any quantisation step is implemented as follows:
1. File is quantisited in accordance with m, during this process letters (quants) and their frequencies are defined.
2. LS and tag are formed.

3. LS is placed after tag.

4. The parameters of ID (length and shift) are stochastically defined.
5. ID is scrambled.

6. A part of the tag is coded with a scrambled ID.

7. If it is necessary to remove the ID, it is removed and the scrambled ID is saved in ID file – FID.
8. The remaining part of the tag is coded with an external key.
The main features:

· Iterational (multi step) conversion structuring of any binary sequence utilizing the concept of self-defined data;

· The number of iterations is stochastic in value;

· Stochastic selection of the alphabet for the conversion;

· Stochastic selection of the algorithm for the conversion from a multitude of algorithms.  Their quantity is being constantly enlarged;

· Internal forming of keys for each step of transformation.  Done by cutting them from a converted binary sequence (initial position and length of a key are stochastic values for each step);

· Forming a separate converted file of internal keys for separate transmission to a recipient;

· Use of external keys (only one for each step and, if needed, a file of external keys);

· Each internal and external key is used for conversion of separate parts of the tag;

· Scrambling at each step (prior to tag conversion).  Selection of the scrambling function is stochastic and is constantly changed.  The scrambling matrix is a long-term internal key.

· All files containing keys and converted binary sequences are separately sent to the recipient;

· The method’s strength is powered by the length of all keys, quantity of iterations, algorithms, alphabets and scrambling functions (more then 2300000).
As a result:

· R – Conversion has no weak keys

· It is not vulnerable to any kind of crypts-analysis

· It is powerful

· It has an unlimited range of keys

· The content of the transformed sequence does not depend on a key

· Simple in use and realization

· Flexible

· Meets “bit criteria” requirements

· Capable of protecting systems with different security levels
Powerful

The only way to “crack” this algorithm is using “brute force”.  At the present time, there are no other known ways to crack the algorithm. Let’s estimate the amount of time one would need to crack the algorithm.  In accordance with the current government restrictions, maximum key length cannot be more then 128 bits (16 bytes) so we’ll use it in our example.  The number of possible variations (password only) is equal to:

1. 28 letters in lower case + 28 upper case  + 10 numbers + 28 special symbols = 94 variants per one symbol (bytes in ANSI coding).

2. Total number of variants is equal to 9416 ( 3,7*1031.  

3. Decrypting speed of one step is about 1 MB per    second using P-III/800MHz/256K.  Let’s assume that we can decrypt at the speed 1,000,000(!) times faster than this and the encrypting depth is 100 steps. Then the cracking speed of 100 Kbytes file (common MS Word document) will be 100000 keys per second.  Average cracking time will be about 1,2*1026 seconds or 2,3*1020 days.  It is eternity in fact.  This is the variant with minimum security.  If we will use internal identifiers and scrambling functions then cracking this algorithm becomes practically impossible.  One of the algorithm’s advantages is that “sniffing” on communication lines (for example tapping to a Wireless LAN channel) will not yield any results since the content and the structure of the transformed information do not depend on keys.  Also due to many stochastic parameters even the same initial sequence will be transformed in very different sequences.

Flexibility

· R-Conversion has about 10 parameters that can be dynamically changed in accordance with a system task.
· Allows to custom design security systems with different levels of protection and access rules.

· Turnkey solution for many non-standard applications.   
· As an example: 

1. User authentication system where user passwords are not stored.

2. Voice Applications – since the same initial sequence is transformed into different sequences, the algorithm is suitable for securing Voice over IP communications.  Even when words are not spoken (interlocutors are silent) there will be various noises in the data transfer channel, thus making it difficult to even distinguish voice from data communications.       

Simplicity

The algorithm is very simple in use and implementation.  To implement the algorithm, one doesn’t need to have any specific knowledge in mathematics.  The implementation can be made on a variety of processor architectures, from 8 to 128 bits and in any programming language.  At the present, an average transformation speed is about 8 megabits per second and allows the algorithm to be used in Internet and 10baseT Ethernet applications.  The transformation speed can be increased 5 to 8 times by using SSE and SSE2 instructions.  With that, the real possible software transformation speed is about 40 to 64 megabits per second.
Applications
· File Encryption Software

· Database Security

· Full hard drive encryption

· E-mail, Chat and Instant Messaging Encryption

· Virtual Private Network Security

· Web Services Security - e-commerce, on-line banking

· Protection of evaluation and trial software products

· File compression and security of music, video and images 

· Digital phone and signal wave security

· Firewall technology

· Authentication systems
· Hardware appliances and modules

4. Authentication Systems

The main problem in security is not solely the weakness of a crypto algorithm, but the possibility of guessing, computing or intercepting the key and, as a result, the rendering of previous security measures useless.  ADL can offer a solution to this problem.  Assume that we have a database server and a client wants to get some information from this server.  A client has its login and password.  The client sends a request to the server.  The content of the request is encrypted with the client’s password.  At the beginning of the request there is a client login.  The server, having received the request, gets from its database the client’s password and decrypts the request.  The server will be able to decrypt the request only if the passwords in the server database and client's password are the same.  Then the server executes the request, encrypts the result with the client’s password and sends it to the client.  The client decrypts the result.  In the same way the server and the client can change the service information, for example, changing the password.  This can be performed after every request or at designated time intervals (every minute for example).  So, we can see that in this scheme a “pure” password is not transferred anywhere.  Therefore, analyzing traffic cannot detect a password or it’s change because it is impossible to distinguish even a common request from service information.  Additionally, the problem of spoofing is also solved, because when the hacker gets a server reply he will need the password to decrypt it, and he can do nothing without the password.  In conclusion we can say that only R-Conversion allows the implementation of this scheme thanks its unique features. 

5 R-Conversion and Electronic Payment Systems

Here we should emphasize one more algorithm feature  - any transformed message in fact becomes digitally signed, because it meets both requirements:

1. The message cannot be changed or replaced during a transfer.

2. No one, except the legal sender, can send the message.

In case even one bit of the message is changed it becomes totally impossible to decrypt.  It is also impossible to change the decrypted message in such a way that a decrypted version is a readable text.  Decrypting is possible only if both passwords are the same and the decrypted message has not been changed. With the help of R-conversion it is also possible to implement a reliable authentication system to be used in credit card and on-line transactions.  For example, in an e-commerce application a client gets a password (code) and a binary sequence that can be already imprinted on any form of media (for example a flash card) or sent to the client for his own records (this sequence will become necessary in the future).  To make a transaction, the client should have a carrier with the sequence and a password.  The carrier alone has no value and if stolen or lost it is replaced with a new sequence.  A password without information stored on media is obviously also useless.  The sequences can be automatically changed for higher security.

6   Conclusion
At the present time, ADL  Security System has prepared a few demo products that show the main features of the algorithm in different area of applications.  We have also developed a commercially ready product, ADL Office, that is currently available for purchase.
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