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Abstract: - ANE (Active Network Environment) is a new environment to active networks programs execution. ANE has a lot of security items. For example, the hostile hosts issue. But a very interesting issue of ANE is the chosen method to void the certificate transport. In other platforms certificates spend an important space of network packets.
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1   Introduction

ANE (Active Networks Environment) is an execution environment to active networks programs. In this area, one of the great issues that worry researches all over the world is the security for transported programs and data and for hosts that receive the programs and execute them.

     Inside this issue, the identification of the principals involved in a specific task that uses active networks is very important. This function has been done with digital certificates presentation. X.509 is one of the most used standard for this kind of certificates.

     Depending on the target hosts, it is possible we have situations where we will need to send more than one certificate in the same packet. In this case, the space needed may be very important.

2   Active Networks

Active networks are a new proposition of application development based on computer networks. Its principal purpose is to program the networks dynamically. This function is achieved transporting special programs in network packets. These programs can arrive in other computers in the network where they are installed to do their jobs. After the installation, the programs can work on the local network environment; they can modify the environment behavior; they also can collect data to the user.

     Obviously, a new paradigm brings new problems. Basically, there are 2 great issues for active networks security: a hostile code can cause damage and steal information; and a hostile host can attack the active programs causing bad functioning. They also can steal, modify and destroy the transported data [5].

     The research on hostile code has more possibilities. There are a lot of related projects. We can point the area of safe interpreters, as the extensions to Java and JVM [3] and PLAN (Hicks, 1998).

     Other research area is related to fault isolation. A specific case is the technique called fault domain (sometimes called "sandbox"). The active code is loaded in its own address space and only in this space it can interfere [2]. In this case, we can void that active programs can interfere with each others. The programs can not damage the rest of the environment too. The system calls are deviated to arbitration codes. They verify the security issues to use shared resources.

     At last an interesting technique is the code verification. It consists to add to the active code a prove of its security policy [6]. The prove is generated by the sender host. It is also necessary to identify that host using digital certificates.

     In the other side, the research area on hostile hosts has much more difficulties. The reason is that the host has total control over the installed program: the host processes its instructions; it attends the program requisitions; the code and data are kept in the host memory; the host has total control over the communication lines. Even in this situation, there is people working to give security to the transported code. The principal method is to void that the hosts can use the collected data from previous hosts. In this case, the solution is cryptography. Unhappily it can not void that the host can destroy the collected data before sending the code to the next target.
3 ANE

In this context, we projected a new environment to active networks. ANE has some propositions to guarantee the transported code and its origin. At the same time, the possibility to find hostile hosts in the path is verified. For a better description about ANE architecture, the reader can see [8].

     A special protocol was projected to transport the active programs. ANTP (Active Network Transport Protocol) has a maximum packet size of 64 KB. Each host needs a pair of keys: a public one and its corresponding private. The ANTP packet format can be seen in figure 1.


Fig. 1. ANTP packet format.

     ANE has a lot of security issues. Some of them we will cite here. First, each active program is associated with 2 different checksums. They are produced with different algorithms and ciphered with the secret key of the sender. This method voids the code modification in the path. But only the original sender can inject the program. So, ANTP has a special region to keep the collected data. The code can be ciphered by the sender. It forces the target to use the sender public key to install the active program.

     All the pieces of data generated in the path must be ciphered with the sender public key before the transmission of the packet to the next address. In this way, the data can not be read in the path.

     We created the figure of an authentication center. ANAC (Active Networks Authentication Center) has a lot of functions in the relation with ANE. The principal one is to furnish the public and private keys. ANAC also helps the users to detect hostile hosts.

     After the local execution of an active program, the host produces a special packet to be sent to ANAC, the Verification Capsule. Its function is to monitor the good hosts in the path. A bad one will produce a non coherent capsule (or even will not produce it). It will make possible to detect this problem. The composition of the capsule is showed here:

· Verification Capsule number;

· Original host identification;

· Host digital signature;

· Hop number;

· INFORMATION filed size in this host;

· Partnership optional information.

     ANE has a very interesting resource to the users. The sender can communicate to ANAC a list of partners. They are special hosts with the same privileges as the sender. They may ask the sender private key to ANAC. With that key, a partner host can examine the collected information. It can modify them and even delete them.

     Of course, to guarantee the identification of the partner ANAC will demand a digital certificate.

4 Digital Certificates and Active Networks

The Smart Packet team [7] wanted to use their project for network management. They had a special worry about the active networks packet size. It must be restricted to 1.5 KB to void fragmentation when crossing different networks. They needed to transport digital certificates to identify the related components. In some cases, it was necessary to transport more than one certificate because some of them may be not accepted by some hosts.

     In that conditions, the team produced a very good work as they developed 2 languages to write the active programs. The generated code was very reduced.

     But the certificates issue remains. The Smart Packet team was expecting some results with public key simple certificates of reduced sizes. Today that research continues and they already have some established standards, but its use is not so significant [1].

     This situation is a very important difficult to the development of active networks. The sender identification is very important to void environment damages.

     The ANE project also considered the certificates transport. Even with a great maximum size (and considering fragmentation as a fact) the cost in space was exceeding. ANE could have the same problem as Smart Packet to transport more than one certificate.

     We consider our solution very interesting. We decide don't transport certificates in ANE packets. If necessary, the related elements need to communicate previously with ANAC. They send the certificates to ANAC and so they can ask keys. In the right moment the host can use the key to install an active program, to inspect the generated data after the execution and even the previously collected data.

     This technique result is a very interesting reduction of space in the active packet. The certificates are presented yet but in other moments. The keys are used as an identification method. If the hosts owns a key, it shows it have presented its certificate to ANAC.

5   Conclusion

ANE is a new environment to active networks. It was projected as a general use tool to allow that the users can inject programs from any machine of the network. ANE allows to write any kind of application. Its only difficult is to produce reduced code sizes.

     The hostile host is treated by the sender identification, by a closed environment to the active programs (a sandbox, not showed in this paper - the reader can see a better explain in [8]), and by the manipulation of the system state through a requisition server.

     The hostile host issue is attacked by using public and private keys. The active code is protected by cryptography and checksums. They void code modifications through the path. The generated data is protected with the sender public key. All hosts must send verification capsules to ANAC.

     The keys exchange void the certificate transport in the active packets. They are presented yet but in a previous moment. With a correct validation, ANAC returns the keys the host asked as it has the rights to receive them.

     Of course there are a lot of problems to be solved yet. But we believe our solution to the space problem in active networks packets is satisfactory.
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