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Abstract: When evaluating today business environment, it is noticed that e-business technologies are being outlined as fundamental pieces to strengthen the value chain of traditional business activities. Furthermore, the growth of e-business technologies in the global market depends on several factors and transactions' reliability is one of them. This article presents an alternative to obtain and measure trust relationships on virtual activity of negotiation, proposing a trust model for evaluation of the reliability level assigned to a given transaction. Also it is described how the model is being implemented and how to apply it.
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1. Introduction

E-Trust is not a direct evaluation of  “face-to-face” relationships anymore. It becomes an evaluation of logical bits, breaking a concept of common sense. Most of the potential users of e-business still prefer the conventional means of commercialization/negotiation to provide a credit card number in the Internet. This happens, mainly, because of an uncertain concept of trust and its treatment in the virtual negotiation environment. It is necessary, therefore, to make very clear the trust concept and its advantages and costs.

Electronic transactions, in general, introduce questions such as: “Do you trust in the Internet sufficiently to send electronically the economies of your life to your business partner?", “How much are you confident to take a risk?”, “Are you confident about the company's or person's identity in the other side of the line?”, “Are you right that will receive the product and/or service required on time?”, “Are you right that can be rewarded by faulty product and/or service supplied?”, “Do you really believe that private information reported in the transaction will be maintained in safety?”. For e-business succeeds the participants should be confident about the answers of these questions.

What can be made for e-business to hold a continuous growth? Risk limitation has been a typical solution to compensate the lack of reliability on transactions. An example is the monetary limitation on credit cards or still delinquent checklists. This solution, however, imposes also limitations to e-business growth like "a car traveling with its hand brake pulled". How to do to release the “hand brake” and to move up e-business technologies to better conditions? Trust is the key word. If there is a relation between the risk degree of a transaction and its trust, then as greater as the trust level less the e-business transactions' participants will suffer with risk limitations, affecting directly the growth of this negotiation style.

It is still necessary, however, that buyer trusts in the seller's honesty and competence to delivery-qualified product or service and the privacy of information. On the other hand, sellers should trust that the buyer really wants to carry out settled terms, such as product or service payment and its correct use according to the rights owned by the buyer. The evaluation of these factors becomes more complex when the transaction happens electronically. Considering off-line businesses, the trust is based on a combination of decisions and opinions achieved by "face-to-face" dialogues and "handshake" among the parts, or still based on friends, business partners, and colleagues' recommendations. To establish and measure the trust on electronic transactions is necessary, however, a formalized approach based on trust metrics and models.

Intending to support trust requirements noticed in the new business environment, as described in [1], it becomes necessary the specification of a trust model that be able to evaluate three main components of e-business systems – (a) Transactional Entities, (b) Infrastructure and (c) Information – and, based on this evaluation, measure the trust of each action being carried out related to some purpose. 


The number and diversity of transactional entities involved in an e-business transaction doesn't differ a lot regarding the traditional commerce. The main difference is in the role played by the intermediaries. The need of formal models to specify trust on virtual transactions requires the creation of more flexible and powerful intermediary entities in order to facilitate this trust arrangement. The intermediary is not a simple supervisor of signatures, such as the notary public case in traditional commerce. It is a trust analyst, verifying information about other transactional entities, reviewing security and privacy politics performed by transactional entities, or still identifying entities' certifications.

Transactional entities that typically handle on-line negotiation environments as well as theirs relationships with the proposed trust model are being illustrated in the figure 2. "Consumer" and "seller" are boundary entities within an e-business transaction. These two entities maintain a relationship with a kind of "Certification Authority", entity that controls and validate digital certificates; and with a "Trust Authority", entity that maintain the trust model and is able to measure the reliability of a given transaction. 

The "Certification Authority" is a kind of intermediary widely accredited, reliable, independent and, secure, that generates trust through certification delivery. It can sign and emit digital certificates to affirm certain information of the certificate's proprietor. "Trust authority" is also an entity widely accredited, reliable, independent and secure, that generates trust through the information verification of others transactional entities [3].

2. The Treatment of Guaranty on e-Business Transactions 

One key question at this point is "how to formalize and measure, in the new business environment, mutual trust on on-line transactions?" This section organizes and specifies metrics to support trust mensuration and critical actions to be encapsulated in the proposed trust model.

2.1 Trust Categories 

For measuring trust of transactions it is necessary, firstly, to organize the aspects of a transaction that can be verified in order to reach at a trust degree according to some reference metric.

While organizing critical aspects for trust measuring and specification, five categories are defined: (1) Entities' credentials - a set of information that allow to identify the transaction's participants and the truthfulness of the credential; (2) Quality of product or service - a set of information such as brand name and recognized market's certifications that allow to evaluate the qualification of the product or service being negotiated; (3) Product's availability - a set of information, based on previous transactions of the vendor, that allow  to evaluate the probability of the product to be delivered on time; and (4) Security level of  private information - information about the configuration of technologies utilized within an e-business system, that allow the verification of entity safety level.

2.2 Trust Metrics

The task of quantifying transaction trust requires the definition of metrics according to trust concept already discussed in the section 1. Although no single unit of measure is suitable to the definition of trust, several dependent variables can be applied to define it. Such variables in turn may influence metrics that are applied to evaluate trust and are defined as follows:

Transaction value: The value of goods and/or services treated by a transaction. That can be just one sum or the total amount involved in n single microtransactions. Such value is classified as (1) low, (2) medium, (3) high or (4) very high.

Number of transactions: The number of transactions already done by an entity, classified as (1) low, (2) medium, (3) high or (4) very high.

Degree of indemnity: It verifies if the transactional entity or any trusted intermediary guarantees against loss. The degree of indemnity can be classified as (1) high, (2) low or (3) unknown.

Origin of the transaction: It verifies the trust assigned to intermediaries in the transaction, such as Certification Authority, Trust Authority, Payment Server, Insurance companies, and so on. Previous actions of an intermediary can disregard occasional transactions and may be identified. The origin of the transaction can be classified as (1) excellent, (2) good, (3) bad or (4) unknown.

Loyalty: The number of transactions conducted during a certain period of time, in which is evaluated the transaction frequency regarding to a given entity in order to reflect a state of trust. Such metric can be classified as (1) low or unknown, (2) medium, (3) high or (4) very high.

Transaction behavior: The number of transactions conducted during a certain period of time, in which is evaluated the transaction frequency and potential change of behavior in order to detect suspicious activities [3]. A transaction can be classified according its behavior as (1) normal, in which the number of transactions gets an expected variation regarding a period of time; (2) short streams, in which is detected that the number of transactions increases in short spaces of time as a kind of “burst”, and (3) excessive, in which is detected an excessive number of transactions during a certain period of time. 

Transaction history: Transaction history can help to set up entity's profile based on its previous transactions. It may be stored, administered and, up-to-dated by Trust Authorities and can be classified as (1) Excellent, (2) good, (3) bad, or (4) unknown.

Spending patterns: Spending patterns of a buyer can be stored by Trust Authorities to detect suspicious activities by observing changes in the buyer's spending patterns. A transaction can be classified as (1) normal; (2) low change; and (3) high change.
2.3 Trust Actions

Once trust metrics are defined for quantifying trust, a transaction can be acted upon according to the value of trust assigned. The proposed trust model specifies three types of critical actions:

Verification: It evaluates the transaction in course applying some of the trust categories. The number of categories to be applied in the verification will depend on the risk degree assigned to the transaction.

Authorization: According to the trust measured and the action of verification, a transaction can be authorized or not to proceed. When a transaction has been authenticated and authorized to proceed, a question still remains whether the product or service can be misused. The decision of authorizing a transaction to proceed can not be, in some cases, binary. In those cases, restricting of rights while delegating them can be applied.

Feedback: All time that a transaction is conducted, either authorized or not, special information on how trust metrics were applied are stored. Such information will support improvements in the trust model. 

2.4 Trust Model

Based on trust categories and trust metrics specified, each transaction could be so evaluated. However, the verification of all transactions, common in sites of e-business, in which the number of transactions gets very high, would increase a lot the processing costs. One way to overcome this problem is to verify just the transactions with higher risk and low trust. Trust models described in [3] and [4] suggest that two or more variables can be applied to evaluate transactions by capturing their relationship into a trust matrix. Boolean relationships are used in [3] and fuzzy logic relationships are used in [4] to determine which transactions need to be really entirely verified.

The trust model described in this article introduces a hybrid model, based on both boolean and fuzzy logic relationships. A hybrid trust model offers more flexibility while taking decision about the level of verification of a given transaction. Also it allows that the Trust Authority can better adjust the processing costs, once it combines boolean or logic fuzzy relationships.

In this model, any transaction will be verified according to two key factors: trust on current entities and trust on product or service supplied. To better understand how the model works, the following sections explain the three stages of the evaluation.

2.4.1 "Filtering" – Phase 1


The trust zone holds two states: (1) inspected, the transaction must proceed to phase two to be inspected; and (2) not inspected, the transaction won't be inspected, moving on direct to authorization and feedback actions. This way could decrease the possibility of wrong people executing transactions inside of the trust zone, allowed by trusted entities, can not be discovered because of a deficient verification. However, the number of transactions verified inside of the trust zone should not be very big. The goal of this first phase is exactly to achieve a filtering on transactions according to their trust level.
2.4.2 Generic Evaluation - Phase 2

The second phase, illustrated by the figure 4, models the evaluation based on fuzzy logic, applying “transaction value”, “transaction history” and “transaction behavior” metrics. The model based on fuzzy logic, unlike the Boolean, allows that the action can be weighted. That means to have trust categories and trust degrees varying according to the transaction and the trust level of their entities.

Transactions can thus suffer differentiated actions according to their position in the trust matrix. In this phase, procedures oriented to on-line verification of credentials, such as (1) Verification of public key (2) WWW form submission including details of the subscriber; and (3) indication of trust intermediaries, will be applied on transactions according to the level of trust assigned to them.


2.4.3 Specific Evaluation - Phase 3.

The evaluation accomplished in the phase three is oriented to a better qualification of the transactional entity. Two directions can be followed:

a) Evaluation of the Buyer - Phase 3.1


According to phase 2 issues, transactions can suffer differentiated actions based on their position in the trust matrix. The following verification procedures are then performed: (1) verification of the previous payments; and (2) off-line verification of credentials - presentation of documents or solicitation of physical presence.
b) Evaluation of Seller and Product - Phase 3.2  

The relationship among the metrics being used in this phase, illustrated in the figure 6, intends to measure the reliability or risk degree regarding the seller and the product being negotiated. The metric “origin of the transaction”, it is verified the trust level of all the intermediary entities looking for problems in previous transactions. The metric “transaction value” verifies the monetary value being negotiated, as larger as the value higher attention should be attributed to the transaction. The metric “number of transactions” verifies the number of transactions already done by a given entity regarding to the seller being evaluated, the more higher this the larger trust level will be assigned to it.

The main focus, in this phase, it is the verification of both seller's reliability and product or service qualification. After the verification, the transaction will proceed to authorization and feedback actions, as happens in the phase 3.1. The following verification procedures are then performed: (1) verification of product and/or service quality; (2) verification of product and/or service availability; (3) verification of the delivery time; and (4) verification of the reliability degree to exchanging and storing confidential information.

3. Conclusion 

New trust requirements have been organized in specific categories such as: (1) Entities' credentials; (2) Security level of private information; (3) Quality of product or service; and (4) Product’s availability. The trust model proposed here intends to support the need of transactions trust measuring, approaching three main components of an e-business system – transactional entities, infrastructure and information. Unlike the solutions applied by credit card operators [2], the proposed trust model presents a generic solution for the problem of trust measuring on virtual transactions, feasible also for e-business sites that don't hold great resources to invest.

A special authority, named in this article as Trust Authority, should maintain the trust model to protect it against manipulation. There are three alternatives that make possible an intermediary to play such role in the e-business environment: (1) generation of a new transactional entity to assume, exclusively, the role of an Trust Authority; (2) security providers could extend their functions to maintain a trust model, such as for example the TRUSTe (http://www.truste.org); and (3) services providers operating in the emission/validation of certificates could extend their functions to maintain a trust model, such as Verisign (http://www.verisign.com). In this last case, the Certification Authority will assume two of the roles illustrated in the figure 2.

The next step regarding to this work will be the full implementation of the metrics and trust matrix, as described in the section 2. Software components are being used to allow that trust models can be deployed according to each e-business reality.
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Figure 4 – phase 2 of the trust model.





Transaction Value





H


i


s


t


o


r


y





Low





Medium





High





   Very


    High





                  Bad





        Unknown





              Good





         Excellent





v/3





Figure 3 – phase 1 of the trust model.
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Figure 6 – phase 3.2 of the trust model.
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Figure 5 – phase 3.1 of the trust model.
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Figure 2 – Relationship of e-business transactional entities.
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Figure 1 – E-business conceptual model and the trust model.
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