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Abstract: We describe the password-hardening protocol proposed by Ford and Kaliski[12] and propose a new
1-pass password-based key exchange protocol using the password-hardening protocol and Nyberg-Rueppel's
scheme[9]. The verifier stored in the server’s database is blinded by the blinding factor of client and server,
respectively. Therefore, our protocol will reduce the server compromise attack and remove a credentias server.
The security of proposed protocol is depended on the DL P(Discrete L ogarithm Problem) and DHP(Diffie-Hellman
Problem)[10]. We prove that the proposed protocol has the characteristics of forward secrecy and is secure against
the server spoofing, Server data eavesdropping, known-key attack such as Denning-Sacco Attack[1].
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1 Introduction

The password-authenticated key exchange problem
can be informally stared as follows. Two entities who
only share a password wish to set up a secure session
over an insecure network[13]. However, a complex
problem with password only authentication is a
password has low entropy(uncertainty) so that it is
vulnerable to guessing attack.

Lomos et.al.[2] presented the first protocols which
were resistant to off-line dictionary attacks. The
protocols assumed that the client had the server's
public key of this protocols thus were not strictly
password-only protocols. Also, the protocols must use
the server's public key, there is additional requirement
that must use complicated and inefficient PKI(Public
Key infrastructure).

Bellovin and Merritt [3] proposed EKE(Encrypted
Key Exchange) that is first password-authenticated
key exchange protocol that did not require the server's
public key. The EKE was to user the password to
symmetrically encrypt the protocol message of
DH(Diffie-Hellman) key exchange[10]. Therefore, an
attacker can decrypt the symmetric encryption by
guessing attack about password, but cannot bresk the
asymmetric encryption in the message, and thus
cannot verify the guessed-value.

Since Belovin and Merit introduced the EKE,
many protocols for password-authenticated key
exchange were proposed which did not require the
user to know the server's public key and satisfied the

new specia quality(e.g., forward secrecy, known key
attack, server compromise). But, most of protocols for
password-authenticated key exchange always secretly
stored the verifier derived from the client's password,
even if the protocols are verifier-base mechanism.
The server master, or attacker who compromises the
server, can aways mount an exhaustive attack on the
client's password. That is, if the attacker gains access
to the server's database, he can exhaustively guess
password, apply the derivation function, and compare
the results with the stored value.

To solve this problem, Ford and Kdiski's methods
[12] use multiple servers to further prevent guessing
atacks by an enemy that compromises al but one
server.

In this paper, we will propose the efficient tpass
password-based key exchange protocol. The password
-authenticated key exchanges are preformed by
verifier-based mechanism using the password
hardening protocol proposed by Ford and Kaliski[12]
and Nyberg-Rueppel one-pass schemeg[9]. The verifier
stored in the server's database is blinded by the
blinding factor of client and server, respectively.
Therefore, our protocol will reduce the server
compromise attack and remove a credentials server.

In section 2, we describe the password-hardening
protocol proposed by Ford and Kaliski[12]. Section 3
proposes the new password-authenticated key
exchange protocol using the verifier. In section 4,



discuss its security. Finaly, section 5 concludes this
paper.

2 The password-hardening protocol
Ford and Kaliski[12] described about the password-
hardening protocol using the multiple server to
prevent the password verifier that is stored to the
server from cheating of adversary. Before protocol
explanation, we summarize the notation about the
symbols that is used in this paper. Table 1showsthe
notation.

The goals of this section obtain avalue R from the
client's password p . It should not be possible for an
outside attacker to determine R by exhaustive search,
the server should not learn R or p , and the same
vaue R should be obtained each time the user runs
the protocol with a given password. Achievement
process of this protocol is as following.

In setup step for process the password-hardening
protocol, the server selects a prime p such that

p =2g- 1 where g is alarge prime factor of p-1,

and for each client selects the secret exponent d
between 1 and - 1, and publish a prime p . The
server aso publishes afunction f that maps password
to elements of multiplicative order q in Z.

Each timethe client wantsto blind the password and
she engages in the following interactions with the
server:

1. The client computes r © f(p)*mod p, where
k1 Z, is a secret random exponent, and sends

ID. and r tothe server.
Client — Server: ID., r (@)

2. The server computes V © r% mod p and sends
IDg and V tothe client.
Server - Client: IDg, V 2

3. The client computes R° V¥ mod p, where k*
istheinverseof kmod p.
Client : R 3)

As a result of this protocol, the client obtain
R° f(p)% mod p and the server reserved the value
V astheclient's verifier. Also, the exponent K serves
as a blinding factor, so the server does not learn any
information about the client's password p from r ,
and consequently does not learn the hardened
password R. Thevaue R is astrong secret since it
depends on the secret exponent d. . The server can't
calculate the client's verifier, as verifier is blinded by
private key k of the client's blinding factor, vise-
versa. Therefore, when the verifier is exposed to
attacker, if he can exhaustively guess passwords, he
cannot compare the results with the exposed verifier.
We will omit to describe the basic constraint, because
above the mssword-hardening protocol is resembled
with Ford and Kaliski's protocol. This progressis used
by set-up step of our protocol

Table 1. The details of a notation in proposed scheme

p Large prime modular (p =2q- 1)

q Large prime factor of p-1

ID. Client’ s name or address bit string

IDg Server's name or address bit string

\ Verifier stored in server's password file

p Client's password

k Client' s secret random number

f() A function that converts p in to a suitable DH base
X I Randomly chosen integers

d. Secret key about each Client that is created by server

K Session key




3 The proposed protocol

We propose the efficient 1-pass password-based key
exchange protocol. The password-authenticated key
exchange is preformed by verifier-based mechanism
using the mssword-hardening protocol proposed by
Ford and Kdiski[12] and Nyberg-Rueppel one-pass
scheme[10]. To authenticate the client and exchange
the session key, the client engage in the following
interactions with the server:

1. The client computes €° f(p)*"modp and
s° k™ *x +emod q, where x,rT Z, isarandom
exponents and sent (€&, <) to the server.

Client — Server: ID.,€e,s 4

To compute the session key, the client computes as
follows:

K° R*mod p 5)

2. The server verifies the value e Omod p ,
st Omod p and compute the session key K as
follows:

K ° V¥ ®xe® mod p (6)

After the protocol is processed, both sideswill agree
on the session key K © f(p)*% mod p, if al steps
are executed correctly.

4 Security analysis

The protocol proposed in this paper reduced sharply
danger about the exposure of verifier stored in the
server's database. The verifier about the client's
password is blinded by the client's blinding factor and
the server's blinding factor, respectively. Thus, even if
the attacker can obtain the verifier, our protocol
prevent exhaustive password guessing attack, because
even client and server can not compute the verifier
without both side's cooperation.

By assumption of DLP(Discrete Logarithm
Problem) and DHP(Diffie-Hellman Problem), our
protocol has the security against password guessing
attack, Server spoofing, Server data eavesdropping,
Forward Secrecy, Denning-Sacco attack[1] etc.

Detailed proof about each specid qudity is as
follows.

4.1 Resistanceto Guessing attack
If Eveisapassive attacker, information that isgiven to
an attacker is as follows,

p,qg, fE) " modp,k*x +emodq.
If Eve guesses the password p', then she finds
€° f(p')*"modp, e° k'3 +emodq.
Also, she guesses the sesson  key
Ko f(p')*™ modp .
To verify the password, she must solve the DLP and
DHP. But, by assumption of the DLP and DHP, any

information that can verify the password is not offered
to passive attacker.

4.2 Resistanceto Server spoofing

At process that calculate the key token f (p)* mod p

to compute the session key using public information
that the client transmits, only real server that know a

secret key d.. of the client can compute the key token

f() modp.
Thus server spoofing can be prevented.

4.3 Resistanceto Server date eavesdropping
Even in case that the password verifier that is stored to
the server is exposed to the intruder, he can't
impersonate the client. To exchange the session key,
he hasto usethe password asabase f (p) to compute
the session key, but he can not derived password from
theverifier. In case of password guessing attack, asthe
verifier, V is blinded by a secret random value of
client and server, respectively, as long as DLP and
DHP ian' t broken, password guessing attack using the
exposed verifier aso impossible.

Thus, server data eavesdropping can be prevented.

4.4 Forward secrecy

The preceding proof establishes that it is computa-
tionally infeasible to construct a session key even with
the client's password and al publicly- visible
information. In our protocol, even if the client's
password is revealed to the active attacker, he can't
congtruct the session key of past sessions. It isequal to
DLP and DHP that construct the session key using
publicly-visible information and password. Thus, our
protocol satisfies the security against forward secrecy.



45 Resistanceto the Denning-Sacco Attack
The Denning-Sacco Attack[1] occurswhen an intruder
Eve captures the session key K from an eaves-
dropped session and uses it either to gain the ability to
impersonate the user directly or to conduct a
brute-force search against the client's password.

If K isreveded to apassiveintruder Eve, she does
not learn any new useful information from combining
and values . Also, to verify a password, she must solve
the DLP and DHP.

This problem is proved aready in chapter 4.1.

4.5 Implicit Key Authentication

Our Protocol exchange the sesson key by
communication of once, unlike many password
authenticated key exchange schemes that proposed
before. Therefore, unlike other protocols, the

characteristics of mutual authentication is not satisfied.

But, at process that generate the session key, the client
compute the session key using value R signed by the
server and the server createsthe session key using own

secret key d. and verifier V and public information.

So, our protocol satisfies the characteristics of
implicit key authentication.

5 Conclusion

In this paper, we describe the password-hardening
protocol proposed by Ford and Kaliski [12] and
propose a new efficient kpass password-based key
exchange protocol which both entities agree on the

correct Diffie-Hellman exponent f (p)**mod p ,
using the password-hardening protocol and Nyberg-
Rueppel's scheme. Also, the security of proposed
protocol is depended on the DLP and DHP[10].

As we mentioned earlier, we prove that the
proposed protocol has the characteristics of forward
secrecy and is secure againgt dictionary attack, server
spoofing, server data eavesdropping, known-key
attack such as Denning-Sacco Attack[1].
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