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Abstract:Nowadays, security and privacy are becoming twihefmost critical issues for current and futureggation

of communications systems. Since the 80’s, mangiefit systems have been proposed to ensure floasyanity,

mainly derived from the so-called Chaum’s Mix netig However, these solutions suffer from a laclneégration

with standardized IP approaches and therefore thiasgide adoption by the general public. This pgpeposes an
anonymous circuit establishment scheme derived fiteenpowerful Mix networks concept and inheritingm the

IPSec Framework. This solution has been implemeatet experimented over a real testbed in view &lyase its

impacts on multimedia flows end-to-end transmission
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1 Introduction personal information in view to not be disclose to

Nowadays, security and privacy are becoming two 0funauthori'zed part,. which could passively colleatnth
the most critical issues for current and futureegation ~ for undesired, and illegal, purposes.
of communications systems, as illustrated by thgehu __Since the 80's, many efficient systems (e.g. [8], [
number of attacks identified and numbered day-hy-da [3]) @iming at ensuring users’ communications flows
over the Internet. In fact, a lot of the servicesvilers ~ anonymity have been proposed to solve users’ pyivac
of the new economy are requesting (and in mostsgase féquirements and are mainly derived from the stm_tal
collecting) personal information in order to accesand ~ Chaum's Mix concept [4]. However, these solutions,
to exploit attractive context aware and customizedMainly using proprietary anonymized content delver
services (e.g. digital stores, location servicesbank  Services, suffer of a lack of integration with stardized
access). In this context, general users are rajtorgive P approaches. This explains for part that theyefaot
up to the providers, their personal informationtsas  really been widely adopted by the general public.
identity, bank account, location, preferences amars. ) o
Therefore, attackers that only observe a network ca 1herefore, this paper presents an anonymous circuit
acquire easily sensitive private information abosers,  establishment scheme derived from the powerful Mix
which are not classically protected by information conceptand inheriting from the IPSec Framewofks T
security techniques. paper is structured in three main sections: thécse@

Moreover, even security problems of IT systems (i.e details, for the first time, a functional view debing
integrity, authentication, confidentiality and non- Most of the proposed anonymous routing solutiorgs (e
repudiation) can be solved using encryptions, fash  Tarzan[5], Mix[4], OR[6], TOR[3], MorphMix[8]), the
MAC functions, these solutions are not really siite ~ S€ction 3 details the M|x-I|ke solution based orsted
solve privacy issues. In fact, private information 'PSeC tunnels, the section 4 reports results abdairom
protection requires others techniques that enable treal éxperiments analyzing the impacts of cryptpigia
masquerade traffic source and destination, trafiiths ~ algorithms — on  muliimedia  flows  end-to-end
and the type of traffic the users generate. Bdgical transmission.
encryption techniques allow hiding “what users are
sending” but not “who is sending”, “who is receigin 2 Functional view of anonymous routing
“where the users are”, “what the paths inside #tevark  gpproaches

arg” and “What' the' types of traffic are”. This meahat Two main groups of privacy solutions exist : the
privacy protection is not only related to the potien of  peer to peer and the onion routing architectureciviare
the content that the users are sending but aldbetio mainly based on a node mix approach, but developed
behaviours (and the associated traffic or routinggjstributed and dynamic environment for the firsteo

information) on the network. In this way, privacida  (Tarzan, Crowds[7], MorphMix) and more centralized
security solutions requires today to protect enBenC ang fixed for the others one (Chaum’s Mix-net,
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mixMaster, Web-Mixes, TOR). The functional analysis The set of functions implementing the anonymous
of these various existing anonymous systems appesac routing infrastructure topology maintenance defitres
shows that most of the fundamental anonymous rgutin most cases a particular topology construction élyor
solutions mainly rely on four main components and o (e.g. CHORD, CAN or Gossip for P2P) in view to bett
building block defining specific transmission padis. control the infrastructure. At last, mainly asso&ihto
the anonymous infrastructure topology

ANONYMOUS ROUTING TOPOLOGY Anonymous ROUTING INFRASTRUCTURE

KNOWLEDGE MANAGEMENT FUNCTIONS ToPoLoGY MAINTENANCE FUNCTIONS funCti(_)nS a partiC_UIa:r anonymous_ pa_tths
selection strategy is implemented in view
Updates validation _ Asks AHoNYMOUS INFRAS TRUCTURE TOPOLOGY et to ChOOSe the MIX'peers CompOSing a
Function o CONSTRUCTION ALGORITHM . . .
< given anonymous path, when applications
Validates T requests it for anonymity service access.
= - Updates: o -
o R bocowery  [————»| Kevs 2.2 Anonymous Routing
DATABASE _;em = ME cHAHISM MATERIAL
Topology Knowledge Management
Inctuces petnes This building block integrates all the
information  structures (e.g. tables,
AHO_NYMOUS AHONYMOUS HFRASTRUCTURE
e b bl databases) that are needed to know how
% o = the anonymous infrastructure is structured
o0 kap efngs . .
and what is the related cryptographic
Lookup — amucanon - material (mainly public keys).
- — The table are initiated and filled
stablishes -PEERS POINT.-TO POINT ANONYMOUS PATHS
SECURED LINKS STRATEGY ) SELE CTION STRATEGY during the Mlx_peers discovery phase and
TRAFFIC FLOWS ANONYMOUS PATHS updated by anonymous routing
CONFIDENTIALITY Negotiates MANAGEMENT i i
FUNCTIONS 1l | Foiseses FUNCTIONS protocol/procedures. All these information
TRAFFIC FLOWS CONFIDENTIALITY NESTED ENCRYPTION SIGHALLING W||| be used afterward to Setup anonymous
ALGORITHM ProOTOCOL . . . B
connections, as it will be described later.
Asks Generates keys
Manages Enforces & Manages : S:zg:zi
: 3 . . 2.3  Traffic Flows Confidentiality
FLows PACKETS COVER TRAFFIC CIRCUIT SYMMETRIC
OPERATIONS STRATEGY IDENTIFIERS CRYPTOGRAPHY ThIS bulldlng bIOCk enables auto_
Controls Injects Sends configurable operations in order to
i e j masquerade traffic flows characteristics. It
[ Auouvenons Fonwannme Rines mainly relies on two specific sub-
AHONYMOUS FORWARDING STRATEGY OPERATIONS functionalities: modifications of the packet
Fig. 1. Functional modelling of anonymous routing approaches. (i_e, padding and timing operations), and
management of dummy packets.
Two components (sections 2.1 and 2.2) are more It solves the problems of “correlation” and

linked to the routing schemes (node discovery, lmgpyo ~ ‘timing” aftacks. In most of the proposed approache
establishment, trust validation) and the three rsthe these kind of problems would be solved by the dtsim
(sections 2.3 to 2.5) more linked to the forwagdin Of @ particular Traffic Flows Confidentiality (TFC)
plane. All these build blocks are illustrated img@ie 1 @lgorithm.
and are described in the following.
2.4 Anonymous Paths M anagement
2.1 Anonymous Routing Infrastructure This building block commonly instantiates a pure
Topology Maintenance or a variant of the well-known Chaum’'s MIX [4]
This building block groups all the functions approach in ord(_er to protect the identities_of$b_qder
required to manage the MIX-peers access/leaveensid@nd/or the receiver (i.e. the MiX-peers identifiers
the anonymous infrastructure, to exchange infoonati addresses). Mainly, this basic functionality aims a
on the MIX-peers in view to maintain the topologly o SEtting up an anonymous path based on the request
the anonymous network. Note that, depending on thdSSued by a specific MIX-peers set selection srate
anonymous routing approach, these operations cafSPecified by the anonymous routing scheme). laligu
operated statically based on procedures (or péaticu S€nds a so-called onion-like signalling messagg. (e.
refresh based on a central server — e.g. TOR[3])or ORI3], [6]) to pine the anonymous paths within the

dynamically, such as in [2, 5], relying on specifieer- ~ anonymous overlay infrastructure (through a specifi
to-peer protocols. format depending of the solution). Moreover, the



6th WSEAS International Conference on Information Security and Privacy, Tenerife, Spain, December 14-16, 2007 125

management of the anonymous paths is articulated  This approach complements the IETF RFC 4303
around a particular management of circuit idersfignd  that proposes the possible anonymization of thifidra
is commonly and based on a particular nested etieryp by de-correlating the traffic useful for timing atk
strategy (i.e. successive layers of encryptionjcivis in (Traffic Flow Confidentiality). An example of the
most cases elaborated through symmetric cryptographsolution illustrating the tunnelling technique sbkown

algorithms. below in Figure 2.
2.5 Anonymous Forwarding Rules 3.1 Softwaredesign
This set of rules groups a set of policies necgssa The management of anonymous paths performed

at the transmission level to guarantee communicatio by the APM component can be decomposed into two
flows anonymity. This is required since the other distinct operations depending on the position efix-
functional components cannot masquerade all thenode considered.

information necessary to ensure properly the fodwar

operation (e.g. MIX- _ :

peers identiﬁers orl APPLICATIONS ANOrmaouUs RoUTING PROTOCOL/ PROCEDURES

addresses Change‘ Anorymity Roquost Defines mtt add mix entry() mtt del mix entry()
4 ' ) h 3

Another usage of | ANONWIOUS PATHS SELECTION STRATEGY AL GORITHW w‘p’l Mix410DES TOPOLOGY TABLE

these forwarding apsm anonymous connection() mtt lookup crypto info() 4 kit lookup public key(

rules can be als ANO::::E::UZJ;:SN:;::::LI"GE?A?GETE"T - ‘ANDNYMDUS Puts i MESTED ENCRYFTION SIGNALLING

Interesting to remove| INFORMATION MANAGER. | SIGNALLING . ME55AGE MaN AGER :

A i MANAGER nesm extract onion info ]
previously stored | - "“g: t m‘;’w e enceot_saba0)
. . i nitcm ipsec translator() TEcAl geievate o nesm _decrypt_datac)
information on the|: - . e recmivn ron ) 3 -
communication flows |} | oS || centamon [ - e g e
and Wh|Ch are : TRANSLATOR nifom aneiale 0L MESSAGE 5 HANDLER KE'S GENERATOR & OPERATIONS
commonly recorded, ___ | 1 ] sar Space
for optimization in | EE e,
Current Iegacy Incaring [P packets ® Chtgeing [P pachets
communication stack

(e'g' last IP headers)' Figure 3. Software architecture of the APM module.

: . In fact, a Mix-node can initiate the setup (or the
3 Desgn_and Implementat_lc_)n removal) of an anonymous circuit (i.e. by being the
After fifteen years of efficient research and g, ,1ce node or acting for it) or a Mix-node canape
developments, the powerful obtained approaches havg,io mediary Mix-node of the selected anonymous pat
not really been integrated into Internet infrastuoes. and. in this case. has to contribute to the estamient
This is m_alnly due to the fac_t that solutions hanot .. (or to the local removal) of the anonymous conmecti
been built around standardlz_ed I.P related' security Therefore, this distinction is important to better
standards[1]. Therefore, to fill this gap, thispea understand how the APM software component

specifies and designs a nested encryption Circuily syrated by the Figure 3) will act to implemethiese
establishment natively inscribed in the IPSec fraor& t,EWO differentyoperati%ns. ”)] the case of F;n anonysno

and'a software Iibrary_to eas'ily implement anonysnou path setup, the Mix-node will have to generatetlad
routing over 'Psec- Th'S.SOIUt'On answers to ”“‘S.P"* necessary cryptographic material to establish th,p
"’.‘ttaCk.S by traffic a”?"ys's and avoid source/_daﬂbn when in the case of an onion-like signalling messag
linkability. The solutions refers to the funcUorioblg reception, it will have to enforce the correspondin
Anonymous Path Management (APM) of the functional |pgec tynnel configuration and to forward the peele

approach. onion to the selected next Mix-node. These twcedgint
phases are explained in the following sections. U$e
of standardized and widely implemented solutions is
| recommended because they allow a simpler
implementation and integration with the existing
N A N N ’ network infrastructures. Furthermore, the use dfteg
N solutions is the best approach because their weakne
¢ » £ and flaws are tested and well known so the prokbem
Figure 2. Nested Tunnelling Technique. reduced to find a solution in order to solve these
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systems’ vulnerabilities and to adapt them to altbe
untraceability and unobservability of traffic flows

3.2 Operationsoverview

3.2.1 Setup operation of an anonymous path

126

nesm generate_sym key() of the  Symmetric
Cryptographic Key GeneratorAt this stage, all the
necessary cryptographic materials and informatiom a
known: the Nested Encryption Signalling Message

After receiving a request for anonymity issued by Manager is now able to construct the onion-like
an application, thénonymous Paths Selection Strategy signalling message. This operation is performed by

Algorithm asks for the enforcement of the elected calling
anonymous circuit formed by several Mix-nodes, by nesm encrypt_dat a()

calling the functionspsm anonynmous_connecti on() of
the Anonymous Paths Signalling Managerhe IP

appropriately the function
offered by the Cryptographic
Algorithms and Operationblock. Then, the onion-like
signalling message and its homologue data (i.esdnee

addresses of the selected Mix-nodes composing théformation but not encrypted) are then returnedht®

anonymous circuit are provided as input parametérs
this function. Note that the order of the IP addessis

important since the anonymous connection will be

Anonymous Path Signalling Manages the result of the
previous call to the functiomesm const ruct _oni on().
The Anonymous Path Signalling Managerforms

established by contacting one by one each of thghen theAnonymous Connections Information Manager

corresponding Mix-nodes in the same order.

of this new anonymous circuit demand by calling the
function nitcm request _i psec_i nfo(). Note that the

APPLICATIONS

ANONTAOUS ROUTING PROTOCOL/PROCEDURES

onion-like information data (i.e.

Aronymity Request

HO)

the not encrypted one) is given as

tmtt lookup mix lmd.e()l

ANONYAOUS PATHS SELECTION STRATEGY ALGORITHV

MiX-10DES ToPOLOGY TABLE I

input parameter of this function.

apsm anonymous connectiond)

| ANONYMOUS PATHS SIGNALLING MANAGEMENT 4
nitom

mtt lookup crypto info()

The Anonymous Connections
Information Manager creates a

k ntt lookup public key(

®

AHONYMOUS PATHS
SIGHALLING
MANAGER

i

HESTED ENCRYFTION SIGHALLING ;
MES5AGE MANRGER

new soft-state for this anonymous

3 request ipsec info(
;| Anowvmous connecTions |
i INFORMATION MANAGER

nitom ipsec translator()

circuit demand, which is stored

nesm encrypt_dakal)

;. b
IPSEC

! | ConFIGURATION
TRANSLATOR

SPIs
GEMERATOR

HESTED ENCRYPTION
SIGNALLING

Iitom geneats wi) MESSAGE S HANDLER

nesm generate sym key() @ @
@ apsm send onion meg() b Az

SYMMETRIC
CRYPTOGRAPHIC
KE'5 GENERATOR

internally. Then theAnonymous
Connections Information Manager

CRYFPTOGRAPHIC
ALGORITHMS
& OPERATIONS

& _T._ L _.T_ - _._.I_._ T _.;Er_.i

enforces the corresponding nested

User Space

&
Incominy g 1P packets |

| Outgaing P packsts

T e

IPSec tunnels configuration by
calling the function
nitcm.ipsec_translator() of

Fiaure 4. APM software componentsinteractions to setun an anonvmous path.

Then, theAnonymous Paths Signalling Manager
demands the generation of several SPIs dependitigeon
number of Mix-nodes involved in the anonymous
connection, by calling the function
nitcmgenerate_spi () oOf the Security Parameter
Indexes GeneratorAfter this operation, th&nonymous
Paths Signalling Managerequires the generation the
appropriate onion-like signalling message: thiglisme
by calling the functiomesm construct _oni on() of the
Nested-Encryption Signalling Message Manag€he
list of the Mix-nodes IP addresses and the prelyous
generated set of SPIs are given as input parameters
this function.

In view to generate the onion-like signalling
message, theNested Encryption Signalling Message
Manager retrieves first the public keys (and the
associated cryptographic algorithms
corresponding to the list of Mix-nodes, by callitite
function nt t _I ookup_publ i c_key() (and the function
mtt_| ookup_crypto_info()) of the Mix-nodes

to be used)

the IPSec Configuration
Translator.

Once the corresponding IPSec configuration has
been enforced, theAnonymous Paths Signalling
Manager sends the onion-like signalling message (the
encrypted one) to the first Mix-node, by callingeth
function apsm send_onion_nsg() of the Nested
Encryption Signalling Message Handler
The Figure 4 illustrates how and in which order the
APM software components interacts among each other
to send the onion-like signalling message in view t
setup an anonymous path.

322 Treatment of an
signalling message

When an anonymous paths signalling message is
received by the APM daemon, it arrives inside the

anonymous path

Nested Encryption Signalling Message Handded is

passed thénonymous Paths Signalling Managkanks
to the handler callegbsm r ecei ve_oni on_nsg() .
Once received, theAnonymous Paths Signalling

Topology TableThen, theNested Encryption Signalling Managerpeels a first layer of encryption of the onion-
Message Managedemands the generation of a set of like signalling message by calling the function
symmetric cryptographic keys (that will be distfiedito ~ nesm extract _oni on_i nfo() of the Nested Encryption
the set of Mix-nodes), by calling the function Signalling Message Manager
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Then the Nested Encryption Signalling Message The Figure 5 illustrates all these steps entenng i
Manager extracts the required cryptographic materials the treatment of an anonymous paths signalling agess
and information thanks to the function of the

nesm decrypt _data() offered by theCryptographic 4 Experimentations

Algorithms and Operationblock, using the private key This section describes the environment in which
of the Mix-node. measurements have been done.
The APM platform has been
exploited in order to collect data.
The platform is composed by five
computers, as shown in Figure 6.
AvmosPamsBcwumcMancer 0 20 0 ; The five computers run

APPLICATIONS ANONYIIOUS ROUTING PROTOCOL/PROCEDURES

ANONAAOUS PATHS SELECTION STRATEGY AL GORITH | Mix-H0DES TOPOLOGY TABLE |

W:‘m m@ T anreous arve @ HesTED Encrron St L | Lingx 2.6 ar_md are connectgd in a
: e e e ; chain. In this way four switched
@ s mmmgol Tmmm L @ e amm SR networks are defined. Three of
| conramnan| | et @® [rennre | @ o s them supports 100 Mbps, the
____'f*_’i“ffi‘i““_ __________________________________________ "_“_Ef_s_"“_“TT’_‘_“”ff’f _______________________ L Iau fourth is 10 Mbps. The aim is to

——=— demonstrate if it possible to have
secure communications for near
real-time traffic and real-time
traffic.
Figure 5. Treatment of an anonymous path signalling message by the APM software components. Five configurations were
After the performed decryption operations, the used: without tunnels, with one,
Nested Encryption Signalling Message Manaigeable  two, three and four tunnels. Two different encrypti
to separate the information related to the reqdd&t8ec  algorithm were used: 3DES CBC and Rijndael CBC
tunnel configuration (the symmetric cryptographieyk with its three different key sizes, i.e. 128, 1981 #56
to be used, the SPIs and the next Mix-node in thebits. For each configuration measures have beee fion
anonymous path) from the following of the oniorelik packet size of 64, 128, 256, 512, 1024, 2048 ar8ib 40
signalling message that is made up of the otheesiod bytes.
information (and encrypted with their public keyse-it
is unable to decrypt).

Wer 2 Ner3
The extracted IPSec tunnel configuration and the IP E m 5

Incoming 1P packets Outgolng 1P packets

address of the next Mix-node are returned to the b ]
Anonymous Paths Signalling Managess the result of o
the previous call to the function Ferx st
nesm extract _onion_info(). Note also that after the .
call to this function the onion-like signalling nsage,

given as input parameter, has been peeled of ris fi @ @

layer of encryption and, in this way is ready toskeeat to

the next Mix-node. At this stage, temonymous Paths _ _
Signalling Managerdemands then to th&nonymous In this section the measurements results are
Connections Information Managéo enforce this new Presented. In order to simplify the presentatioro tw

anonymous circuit establishment request by calthrey subsections are defined. 'I_'he first one is about FCM

function ni t cm request _i psec_i nfo() . As previously, ~measures; the second one is about UDP.

the Anonymous Connections Information Manager

creates and stores a new soft-state for this anongm 4.1 1CMP measurements

Figure 6. APM experimental platform.

connection. And asks tH@Sec Configuration Manager ~ The Round Trip Time (RTT) depending on packets
to enforce the corresponding IPSec tunnels cordigpn ~ Size for a fixed encryption algorithm is presentéd.
by calling the functiomi t cm i psec_transl ator (). each figure there are five curves; four of thenrespnt

Once informed of the IPSec configuration the four configurations previously presented, thst |
enforcement, thénonymous Paths Signalling Manager One represents the case in which any tunnel isps¢the
sends the peeled onion-like signalling messageh¢o t reference case).

next Mix-node, by caling the function Generally, the 3DES algorithm presents bad
apsm send_oni on_nsg() of the Nested Encryption performances as shown in Figure 7; if packet szeot
Signalling Message Handler too large, i.e. minor or equal to 256 bytes, thame not

great differences in the RTT between the configomat
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with one and two tunnels. Relevant differences appe equal or greater than 1024 bytes, good values are
for packet size of 1024 bytes. In this case ther fou reached.

tunnels configuration presents a RTT of 50% highan

the case without tunnels.

ICMP - 3DES
20,000
18,000
16,000
14,000
/’ —e— 1 Tunnel
7 12,000 —=— 2 Tunnels
E X
.‘_’ 10,000 3 Tunnels
& 5000 ./ 4 Tunnels
// —x— Without Tunnels
6,000 %
4,000 o
2,000 p—
0,000 T T T T T
64 128 256 512 1024 2048 4096
Packet Size (bytes)

Figure 7. RTT vs. Packet Size using 3DES

ICMP - Rijndael 256
18
16
13 ;7 —e— 1 Tunnel
g 10 X —=— 2 Tunnels
= s 3 Tunnels
o 6 4 4 Tunnels
4 74% —*— Without Tunnels
2 = -
0 T T T T T T
64 128 256 512 1024 2048 4096
Packet size (bytes)

Figure 10: RTT vs. Packet Size using Rijndael 256

4.2 UDP measurements
This subsection discuss UDP jitter measures. These
measures are evaluated for a fixed encryption gitgor

Figure 8, Figure 9 and Figure 10 present the RTTand let’s varying nested tunnels numbers. For each

using the Rijndael algorithm with, respectively81292

figure, different curves are available, the paramés

and 256 bits keys. It is important to underlinettha packet size. The knowledge of the jitter is inténgs
between these curves there are not big differencesecause high value or variation of this value can

Rijndael 128 is faster but differences are less 03

ms.

18,000

ICMP - Rijndael 128

16,000

14,000

12,000

10,000

RTT (ms)

8,000

6,000

4,000

2,000

0,000

» —e—1 Tunnel
Vd —=—2 Tunnels
3 Tunnels
4 Tunnels
// —e— Without tunnels
’/
64 128 256 512 1024 2048 4096

Packet Size (bytes)

Figure 8. RTT vs. Packet Size using Rijndael 128.

18,000

ICMP - Rijndael 192

16,000
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12,000

10,000

—e— 1 Tunnel
X —=— 2 Tunnels

RTT (ms)

8,000

3 Tunnels

6,000

%/ 4 Tunnels
—x— Without Tunnels

4,000

2,000

0,000

64 128 256 512 1024 2048 4096
Packet Size (bytes)

Figure 9. RTT vs. Packet Size using Rijndael 192.

This is an interesting result because it means
that it is possible to increment the security of a
transmission by the use of the longer key with adgo
level of performances. If packet size are not laige

determine the difficulties to transmit real-time\sees.

UDP Jitter - 3BDES CBC

1,6

14 /

12 —e— 64 bytes
o *—— /:<>(\ [x —s128bytes
g M 256 bytes
g 0,8 — ————— 512 bytes
g —a —x— 1024 bytes

0.6 / —e— 2048 bytes

0.4 —+— 4096 bytes

0,2

0
T0 TL i3 T3 T4
AP Length (tunnel)

Figure 11. Jitter vs. Anonymous Path Length usiDgS.

Figure 11 shows jitter measured when 3DES
algorithm is used. In this case 3DES is not thestvor
algorithm but a similar behaviour is observed wiitie
other algorithm. Packets of 128, 256 and 512 byta®
the best behaviour because they are approximately
constants when the number of tunnels changes.

UDP Jitter - Rijndael CBC 128

g
o

14 X
12 / \ — e 64 bytes
— —=— 128 bytes
1 —
a / W 256 bytes
5 08 = = 512 bytes
E \xﬁﬁ —*— 1024 bytes
0,6 .’_"—‘/" —e— 2048 bytes
0,4 —+— 4096 bytes

o
N

o

T2 T3 T4
AP Length (tunnel)

3
=]

Figure 12: Jitter vs. Anonymous Path Length usiijgdRel 128
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The same conduct can be observed in Figure 12,

Figure 13 and Figure 14. Packets of 512 bytes e

best performance; if 3DES or Rijndael 128 are usedplatform

they are the most regulars. In each case 64 byigefs
reach high value when three and four nested turarels
established. The curves corresponding to 1024048 2
and to 4096 bytes packets are irregular. Generfakyly
they increase and then the decrease the jitteesaltnen
tunnels number increases.

UDP Jitter - Rijndael CBC 192

14

12 K /
) X M A~ 64 Dbytes
N \/& >. _= 128 bytes
@
B 0,8 e }Q_ 256 bytes
5 -— 512 bytes
g 0,6 —x— 1024 bytes
—e— 2048 bytes
0.4 — 4+ 4096 bytes
0,2 4
0
T0 T1 T2 T3 T4

AP Length (tunnel)

Figure 13: Jitter vs. Anonymous Path Length usiijgdRel 192

UDP Jitter - Rijndael CBC 256

/ —e— 64 bytes
—e —=— 128 bytes
256 bytes

512 bytes
—— 1024 bytes

Jitter (ms)
)
2 2 ¢

—e— 2048 bytes

—— 4096 bytes

T0 T1 T2 T3 T4
AP Length (tunnel)

Figure 14: Jitter vs. Anonymous Path Length usiijgdRel 256

The higher values are reached by packets of 1024nformation

Moreover, the proposed solution has been
implemented and tested over a real experimental
in view to characterize its impacts on

multimedia flows (i.e. RTT and jitter) in functiasf the
cryptosystem involved and depending of the anonymou
circuit length.

Future works along these lines would include

the performances and the security/privacy level
improvements of the solution based on the
implementation and tests of particular “message

splitting” technique strategies. In this way, the |
packets sent by a given source would be transmitted
the same destination along different routes to make
harder most of the passive attacks. In this cdse, t
number of nested IPSec tunnels and the length ef th
anonymous circuits used for a given connection Iccou
be decreased if multiple route could be used anthis
way, the global performance would be increased,
keeping in the same time a given privacy protection
level. In other words, such a technique would imapro
the end-to-end performances due to the minor nuwiber
encryption/decryption operations calls. In additiorthe
efforts around the improvements of the solution,phaan

to conduct studies on performance measurements with
audio/video streaming applications over real teggbe
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5 Conclusion and futureworks

This paper addressed and presented the criticajy

main issues that IP networks have to face todaurig

and privacy protection. First, this paper extracted
functional
anonymous routing solutions proposed in the liteeat

Then, a Mix-like scheme based on a nested IPSed?
tunnelling technique has been proposed in view to

ensure IP flows untraceability and unobservabilitiie

particularity of the approach consists mainly ire th
the
IPSec framework. Such a standardize

management  of circuits inside
standardized

environment constitutes one of the main constraints

anonymous

the large-scale deployment and to the wide adopifon

current anonymous routing systems.

modelling that applies to most of the
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