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1 Introduction

Positive authorizations define accesses that are going
to be allowed [1]. Unfortunately, positive authoriza-
tions cannot prevent a particular user without a given
authorization from this policy to obtain an authoriza-
tion from a different resource manager.

Authorization models supporting negative autho-
rization apply open policy, i.e. accesses are to be al-
lowed to all but a few users. Applications are dis-
cussed in [2], [4], and [9]. Negative authorizations are
often used because they give opportunities to include
exceptions [7].

This paper focuses on a model preventing con-
flicts generated by applying positive and negative au-
thorizations to users accessing resources in a large net-
worked system.

The rest of the paper is organized as follows. Re-
lated work, basic terms and concepts are presented in
Section 2. The model is described in Section 3 and the
system in Section 4. The paper ends with a conclusion
in Section 5.

2 Background

A formal model of role based access control (RBAC)
is presented in [12]. Permissions in RBAC are associ-
ated with roles, and users are made members of appro-
priate roles, thereby acquiring the roles’ permissions.
The RBAC model defines three kinds of separation
of duties - static, dynamic, and operational. Separa-
tion of duties was discussed in [7], [13] and [17]. A
framework for modeling the delegation of roles from
one user to another is proposed in [3]. A multiple-
leveled RBAC model is presented in [10]. The design
and implementation of an integrated approach to en-
gineering and enforcing context constraints in RBAC

environments is described in [18] and [19].
While RBAC provides a formal implementa-

tion model, Shibboleth [16] defines standards for
implementation, based on OASIS Security Asser-
tion Markup Language (SAML). Shibboleth defines
a standard set of instructions between an identity
provider (Origin site) and a service provider (Target
site) to facilitate browser single sign-on and attribute
exchange.

The semantic characterization of a four-valued
logic for expressing practical deductive processes is
presented in [6]. The Belnap’s logic has four truth val-
ues ’T, F, Both, None’. The meaning of these values
can be described as follows:

• an atomic sentence is stated to be true only (T),

• an atomic sentence is stated to be false only (F),

• an atomic sentence is stated to be both true and
false, for instance, by different sources, or in dif-
ferent points of time (Both), and

• an atomic sentences status is unknown. That is,
neither true, nor false (None).

A user is defined as a valid domain identity at a
particular organizationΞi. A group is a set of users.
A resource defines a set of protected Web objects. A
permission defines a right of a user to perform an ac-
tion on a resource. An authorization gives a set of
permissions to a user to execute a set of operations on
a specific set of resources.

A billatice is a set equipped with two partial or-
derings≤t and≤k. Thet partial ordering≤t means
that if two truth valuesa, b are related asa ≤t b then
b is at least as true asa. The k partial ordering≤k

means that if two truth valuesa, b are related asa ≤k b

then b labels a sentence about which we have more
knowledge than a sentence labeled witha.
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3 Model

Assume existence of two groups, interested to access
a particular resource, are managed by two different re-
source managers where one of them is applying closed
policy and the other is applying open policy. Con-
flicts of access permits may occur if a user belongs
to both groups. Such conflicts can be avoid if four-
valued logic is applied.

If two collaborating organizations have groups
described as above and wish to avoid conflicts related
to access permits than sexteen-valued logic should be
applied.

This management model refers to collaborating
organizations using resources hosted by some of these
organizations. Suppose a resource at one organization
can be accessed by two groupsΥ1 andΦ1 of mem-
bers of organizationΞ1 and two groupsΥ2 andΦ2 of
members of another organizationΞ2. Suppose these
four groups are administered by four resource man-
agers, two at organizationΞ1 and two at organization
Ξ2. Assume the resource managers of groupsΥ1 and
Υ2 apply closed policy and the resource managers of
groupsΦ1 andΦ2 apply open policy.

The following conflict situations that may occur
- a user belongs to groupΥ1 or groupΥ2 and at the
same time belongs to groupΦ1 or groupΦ2,
- another user may be affiliated with two organiza-
tions and belong to three or four groups.

Solution

All groupsΥi, i = 1, ..., n are considered as one
groupΥ and all groupsΦi, i = 1, ..., n are considered
as one groupΦ with respect to the resource.

Based on the truth table for Belnap’s logic [6] we
propose the following:

• A user belongs to groupΥ and does not belong
to groupΦ. The user is authorized to access the
resource.

• A user belongs to both groupsΥ andΦ. The user
is not authorized to access the resource before
his/her membership is considered by the corre-
sponding resource managers.

• A user is neither a member of groupΥ nor of
group Φ. The user is authorized to access the
resource, provided he/she belongs to at least one
of the organizations applying open policy.

• A user does not belong to in groupΥ and belongs
to groupΦ. The user is not authorized to access
the resource.

4 System

Within this model, both the publisher organizations
and the subscriber organizations need to provide Web
services for each other in order to communicate user
identities and authorizations to control access on
shared Web resources. There are many ways of pro-
viding these services, where among most common
ones are, Java based remote method invocation (RMI),
XML remote procedure (XML-RPC) and Simple Ob-
ject Access Protocol (SOAP). We propose a simpler
mechanism inspired by Representational State Trans-
fer.

The subscriber organizations provide a portal to
their local users. By using cookies and redirect, an
authenticated user can be transferred from local por-
tal to a shared Web resource. The central issue in
implementing the system is on how the XML re-
sponses from the server look like. We propose pro-
viding XML response containing security information
together with the reply.

5 Conclusion
The problem with a user is affiliated with an organi-
zation applying both positive and negative authoriza-
tion managed by different resource managers or with
several organizations at the same time, is difficult to
solve. Our proposed solution is based on many-valued
logic.
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