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Abstract: A passive RFID tag with security and measurement concepts is presented. The sensor interface module
has a resistance deviation-to-time interval converter. The passive RFID tag embedded with a converter is
described. A prototype RFID tag using a converter has been built with CMOS 0.35um technology. The
experimental results have shown that the tag has an 8 bits resolution and a linearity characteristic when the output
pulseis counted by a 3.39 MHz clock. The proposed converter isinsensitive to the pulse width change regardless
of environment changes. The design principle and the circuit configuration are smple. The proposed converter is
expected to find wide applications in the signal processing of various sensors.
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1 Introduction

The most of Radio frequency identification (RFID)
system using a sensor is applied for theinstrument and
measurement, and the commercial sensor tags are used
at the simple work level of measurement parts. An
RFID tag including a sensor function has been
developed and it is presented a passive RFID tag chip
embedded with a sensor interface module without
battery.[1]-[2] The RFID tag for their applications can
be peformed the sensor with the resistance
characteristics. Many resistive sensors produce small
resistance variations with relatively large fixed offset
resstance and sometimes need temperature
compensation. The properties of resistive sensors have
made resistance deviation-to-digital conversion
techniques a very useful approach for implementing
interface circuitry. These circuits are implemented a
various analog-to-digital (A/D) converter. [3]-[5]

On the other hand, the RFID systems have the
security functions in a various parts. Most security
RFID systems implement a digital signal processor
based on the crypto algorithm. In order to improve the
above mentioned function, the RFID system in this
paper is realized a sensor interface circuit using a
resistance deviation-to- time interval converter and its
applicationsto a security RFID tag. The passive RFID
tag in this paper plays a role in security and

measurement systems, and resistive sensors can have
small or large resistance variations according to
applications. This paper describes a simple resistance
deviation-to-time interval converter based on
continuous-time ramp integration and digital time
differentiation. The converter is expected to find wide
applicationsinthe signal processing of various sensors
for security and measurement RFID tags.

2. Circuit Description and Operation

2.1 Security Method

Fig. 1 shows the block diagram of a passive RFID tag
embedded with a crypto and sensor interface module.
It consists of an antenna, a radio frequency analog
module (RFA), a radio frequency digital (RFD)
protocol module, acontrol module, acrypto module, a
sensor interface module, and memory.
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Fig. 1. Block diagram of the proposed RFID tag.
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In this paper, the two applications of the RFID tag
are described—security and measurement using a
sensor interface module. In other words, the RFID tag
plays the role in security function of a reuse-
prevention and measurement function of a sensor
values. This tag for security and measurement
applications can be performed using the any sensors or
devices with resistance characteristics. To satisfy this
tag operation, the RFID tag has to measure the sensor
value using a sensor interface module, and then, the
value has to process by the security method based on
the tag’'s control module. This sensor interface module
has aresistance deviation-to-time interval converter.

Fig. 2 shows the two states for the security method
of Fig. 1: One is an issue state and the other an
authentication state.
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Fig. 2. The security method for the RFID tag.

If the RFID reader is commanded to the tag on the
issue state, it is processed by the security method of
the tag as shown in Fig. 2(a), and the sensor value,
sensor (i), of the issue state is stored in the physica
temper-resistance memory. Figure 2(b) show that is
processed by the same method as Fig. 2(a). To seethe
authentication state, lets it compare issue sensor value
with authentication sensor value. If the compared

results of two sensor values are the agreement, the
RFID tag is operated by the security method. If they
are not agreement, the RFID tag is not operated. It
should be noted that the security method using a sensor
interface module in this paper apply on the RFID
system. The proposed tag shows that it can be made a
various functions using the sensor interface module and
the RFID system can be realized a security RFID tag
with no crypto algorithm.[6]-[7]

2.2 Resistance Deviation-to-Time Interval
Converter

Fig. 3 shows the circuit diagram of the resistance
deviation-to-time interval converter. It consists of a
ramp integrator formed by capacitor (Cgr) and current
source (Irc ), two voltage-sources formed by resistors
(R, Re) and current source (lgs), two comparators
formed by MOS transistors, and alogic part formed by
digital gates.
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Fig. 3. Circuit diagram of the resistance deviation-to-
timeinterval converter.

A constant-current source lgs and aresistor Rg; form a
lower flat voltage (Vrs: = lrs Rs1), and Igs and Rg, form
an upper flat voltage (Vrs = Irs Rs). TWO resistors,
Rs; and Rs,, can be represented a resistive sensor or
fixed device according to the application. In this paper,
the resistor Rs, represents a resistive sensor whose
resistance change is to be detected. The upper flat
voltage Vs, is identical to the lower one expects that
R is used instead of Ry. Ry is the reference resistor
with which the resistance of the sensor is to be
compared. Two comparators together with two flat
voltage sources and a ramp integrator form a
resistance deviation-to-time interval converter, whose
transfer characteristics are shown in Fig. 4. It is
noticeabl e that the input voltage of the comparator can
be controlled by dc bias currents Irc and Irs. TO see
how the resistance deviation-to-time interval
converter operates, refer to Fig. 5 which shows the
timing diagram of the converter. We assume that both
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of the comparators are at their positive saturation level
Vi, @nd Ry, is greater than Rs;. Prior to the start of the
conversion cycle, switch S isclosed, thus discharging
the capacitor Cr and setting the negative-input voltage
of the comparator Vs to 0.
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Fig. 4. Transfer characteristics of two comparator.
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Fig. 5. Timing diagram of the converter.

The conversion cycle begins with opening the switch.
Since the reference current Igc for a ramp integrator
flows through the capacitor, Vs rises linearly with a
slope of |r/Cr. When Vg reaches alower flat voltage
of the positive input voltage of the comparator Vgs;
(=lrsRa1), the output of the comparator fals to zero,
and the output of the EX-OR gate Vo, becomes high.
Denoting the time duration for which V¢, keeps Vyg.
Tc1, We can write

V
Te, =Gy (1)

I RC
The conversion process continues until Vs reachesthe
upper flat voltage of the positive input voltage of the
comparator Vrs, (ZlrsRs2). At thisinstant the output of
the comparator falls to zero, thereby Vo, becomes low
and the output of NAND gate Vo, becomes high. The

switch is now closed and thus clamping the voltage
Vsc to ground. This in turn triggers the comparators,
causing their outputs to rise to Vg and Vo; to be
reduced. The switch is now opened and a new
conversion process is started. Denoting the time
duration for which Ve, keeps Vyg. Tep, We can write
_VRSZ

Tcz - CR (2)
I RC
Thetime duration of the Vo, pulseis given by
AT =T, -Tg, ©)]
Combining (1) and (2) into (3), one can obtain
AT = Vesz =Vt C.= (Rszl — R31) [ RSCR 4
RC RC

Equation (4) also indicates that the sensitivity and the
resolution of the converter can be controlled by
adjusting the dc current Irc or Irs. Thisequation shows
that it can be canceled e temperature coefficients of
the converter and no numerical approximations have
been made. It should be noted that the measurement
and security of tag apply by the RFID system. The
proposed tag shows that it can be made a various
applications using the sensor interface module. In this
case of the security application, this tag can be
performed using any fixed devices with the resistance
characteristics.

2.3 Comparator I mplementation

A simple implementation of a single power-source
comparator for the sensor interface module is
shown in Fig. 6. It consists of a differentia
amplifier M;~ Ms acommon-source Mg-M-, an input
bias PMOS transistors Mp;-Mp,, and two cascade
current mirrors formed by transistors Mc;~Mcg and
resistors R;-R,.

Fig. 6. The proposed comparator.

In this paper, the presented comparator with a
simple and single power-source for the passive
RFID tag isdesigned. To achieve this operation, the
input bias circuit is to be used two PMOS input bias
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transistors, Mg, and Mp,. The driving circuits for a
PMQOS, Mp; consist of a cascade current-mirror
formed by transistors Mc;~Mc4 and a resistors Ry,
and is designed to make the input bias voltage with
dc level shift about Vdd/2 voltage. For simplicity,

assume that all thetransistors areideal and identical.

Summing the input bias voltages, Vi\i+ and
V)nz.around the loop consisting of the input voltages
of Vin+, Vin. and the source-gate junctions of Vsgy,
Vseo, respectively, we obtain

f [
Vine: =Vine +Ves =Vins +[ KD +\/’(\] (69)
P
I
Vine =Vin- +VSG2:VIN—+[]’K_D+\/’(\] (6b)
P

The input bias voltage, Vini+, Vin. Of a differential
amplifier in the comparator from Esq. (6a) and (6b)
is determined by input voltage and Vsg. Since the
operation of the comparator is given by open loop
gain, we can obtain the transfer function of the
comparator expressed as follows:

Vine >Vine Ving: > Vi s Vout :Vdd (73)
Vine <Vines Ving <Vine s Vout =0 (7b)

The proposed comparator shows that it can be made
asimple and input bias circuit using the PMOS.

3. Experiment Results and Discussion

A block diagram shown in Fig. 1 using a resistance
deviation-to-time interval converter was built using
0.35um processor and designed by the CMOS circuit.
The prototype RFID tag chip die areais 2mm x 2mm
and isshownin Fig. 7.

EREEEEEN

Memory

Control logic
Sensor Interfade

c’.
53
'
<
L
st
&

e 1‘ﬂl" o
- AR EE

Fig. 7. The prototype RFID tag chip.

The generated voltage at the RFA of the RFID tag was
3V, and this voltage was driven supply power for the
RFID tag. The maximum power consumption of the
sensor interface module is about 180uW. The constant

current, |gs for the flat voltage was set at 1uA, and Irc
for the ramp integrator was set at 0.5uA, whose itisa
cascode current mirror. To confirm the principles of a
security and measurement operation in this paper, the
resistors with the fixed or the variable resistor were
used for Ry, Re. On the other hand, to measure the
precise resistor values, the variable resistor can be
used for Ry, and fixed resistor can be used for Rg; with
the corresponding Rs. In order to make the signa
processing independent of temperature and other
environmental variations, two matched resistors were
used: an active sensor resistor with a large change
values was used for R, and a dummy sensor protected
from physical contact is used for Rg;. Fig. 8 showsthe
plot of the measured time interval against resistance
deviation, and the linearity line of the conversion
characteristic show close agreement between
predicted behavior and experimental performance,
which is adequate for most applications. The
temperature stability of the converter was measured by
varying temperature from 10°C to 50C, and the time
interval against the temperature change has not a
change. The maximum conversion time was about
75.52us when the resistance deviation was 1MQ.
Counting the output pulse with a 3.39 MHz clock
generated at RFID tag, the resolution of 8 bits was
obtainable. A higher resolution could be achieved by
using a higher speed clock signal.
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Fig. 8. Plots of measured time interval against
resi stance deviation.

From the results, we can be obtained a stable pulse
width (timeinterval). Timeinterval is, so to speak, the
resistance difference. The digital code of the time
interval was stored in the EEPROM. The digital code
value of both the issue and authentication states
individually is compared with the one on the
authentication state in a control module of the RFID
tag. If their digital codes agree, the tag isto operate by
the security method, and if it does not agree with this
value, thetag isnot operated: in other words, the RFID
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tag plays arole of the reuse-prevention. The proposed
RFID tag shows that the security RFID tag can be
performed using any devices with resistance
characteristics and can be realized using the sensor
interface mode. It should be noted that the RFID tag
using a resistance deviation-to-time interval converter
can be obtained a precision measurement for a various
Sensors or devices.

4. Conclusion

A novel time interval converter for the RFID tag with
the security and measurement conceptsis presented. A
sensor interface module circuit for the RFID has been
described which converts a resistance change into its
equivalent pulse width change. The changed digita
codes are performed by the RFID tag for the security
or measurement. The presented converter is
insensitive to the pulse width change regardiess of
environment change. The design principle and the
circuit configuration are simple. Moreover, the
converter features a high resolution and a good
linearity over the wide resistance or capacitancerange.
Because of these advantages, the proposed converter
is expected to find wide application in the signa
processing of various sensors for security and
measurement RFID tags. Therefore, passive RFID tag
with an embedded with a resistance deviation-to-time
interval converter is particularly suitable for the
on-chip.
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