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Hiding information in orthogonal product quantum states
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Abstract: This paper provide a quantum information hiding protocol using orthogonal product states. It is based
on the non-locality of an complete orthogonal set of product states in a two-particle quantum system in which each
particle has three states. Information is coded in a integral state of the two-particle system. Then the two particles
are distributed to two persons who can only perform local operations and classical communications. So the origin
information is hidden and it’s impossible for two persons to recover it. We show that our protocol is secure and

give a detailed procedure to hide data in computers.
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Quantum information science is field which inte-
grates quantum physics with information science. It
may provide surprising force for people to do things
which are impossible in classical information science
so far, such as decomposing a large number in polyno-
mial time(Shor’s algorithm)[1] and so on. One of the
most important applications of quantum information
science is quantum cryptography. Quantum cryptog-
raphy is a field that applies quantum mechanics into
cryptograph. The fundamental principles of quantum
physics guarantee its security. The first quantum key
distribution (OKD) protocol is proposed by C. H. Ben-
nett and G. Brassard [2]. Since then much research
work has been done in quantum cryptography, such as
quantum key distribution [3-7], quantum authentica-
tion [8-11], quantum bit commitment [12,13], quan-
tum secret sharing [14-16] and information theory for
quantum cryptography [17]. Experiments on QKD
has also been accomplished successfully. In 1992
BennettBessette and Brassard first realized BB84 pro-
tocol in laboratory [18]. Recently QKD in optical
fiber has been achieved [19] beyond 150 km and in
free space has been implemented over a distance of 1
km [20].

There is another interesting problem: quantum in-
formation hiding. Unlike secret sharing information
hiding is a particular technique in quantum cryptog-
raphy which is impossible to fulfil in classical cryp-
tography. Some classical information can be coded
in a compound quantum system. Then we distribute
the parts of the compound system to a group of peo-
ple people who can only perform local operations
and communicate with each other through a classi-

cal channel. It’s impossible for these people to get
the origin information. So we can say that the origin
information has been hidden. In 2001 Terhal et al is-
sued a quantum protocol hiding bits in Bell states[21].
DiVicenzo and Leung and Terhal’s paper give a de-
tailed discussion on information hiding using Bell
states [22]. Eggelin and Werner present a scheme to
hide data in entangled multiple-particle system [23].
Later quantum information hiding is extended by Di-
Vicenzo et al to hide not only classical information but
also quantum bits [24].

Most of the previous quantum information hid-
ing protocols uses entangled states to fulfil informa-
tion hiding because they are based on the non-locality
of the entangled states. But in 1999 Bennett et al
proved that non-entangled orthogonal product states
can also show non-locality [25]. In this paper we
provide a quantum information hiding protocol us-
ing non-entangled product states. As known product
states are easier to produce and control. Our protocol
is easier to apply in practice.

The paper is organized as follows. In section 2
we introduce the basic idea on which our information
hiding protocol is based. Then the protocol is present
in section 3. Next in section 4 we give some further
discussions. Section 5 we come to our conclusion.

1 Basic Idea

In [25] Bennett et al proved that non-entangled or-
thogonal state can also show non-locality. They con-
sider a two-particle system in which each particle has
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three states. There is a complete orthogonal set of
states in this system.

o1 >= 11> 1>

o2 >=10> (10 > +[1 >),

3 >=10 > f(\O > —[1>),

g >= 12> f(\l > +[2>),

|05 —!2>*(\1>—!2 >), 1)
g >= (\1 > 42 >)[0 >,

lp7 >= \f(\l > —[2>)]0 >,

los >= (10 > +[1>)[2 >,

lpo >= J5(10 > —[1>)|2 >

In the study of quantum information just as that a two-
state quantum particle is named a ’qubit’, we usually
call a three-state quantum particle a ’qutrit’. So the
two-particle quantum system above can be called a
two-qutrit system. It is proved in [25] that these nine
states can’t be distinguished reliably by local opera-
tions and classical communications, that is to say, it’s
impossible to confirm the state uniquely in this vec-
tor set by local operations and classical communica-
tions. So we can design a information hiding proto-
col based on this property of the compound system
as follows. First we code some classical information
in the two-qutrit system. Then the two qutrits is dis-
tributed to two persons, for example, Alice and Bob.
They are restricted to only doing local operations and
there is only a classical channel between them. Or in
other words Alice and can only perform operations on
the qutrit at her(or his) hand. They can’t do any col-
lective operation on the whole two-qutrit system in-
cluding collective measurement. Moreover they can
only exchange classical information through a classi-
cal channel, that is to say, they can’t send quantum
qutrit at hand to the other one. So Alice and Bob can’t
recover the origin information, in other words, the ori-
gin information is hidden to them.

Let’s consider how to carry our idea. As known
the nine states form a complete orthogonal basis
{lpr >, lp2 >, ..., [pg >} of the two-qutrit system.
We can measure the two-qutrit system in this basis. It
is easy to notice that we can distinguish all the nine
states through by doing this collective measurement.
So we can establish a rule of coding as follows.

Rule 1 (Coding):

|1 >— 000, |pg >— 001,
lpg >— 010, [p4 >— 011 ?)
5 >— 100, |pg >— 101,
|7 >— 110, |pg >— 111.

Generally data in computers is usually a binary string.
First we split it into many units which is composed of
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three bits. Then we will get a sequence of units. Ob-
viously each unit can be coded as a state of the whole
two-qutrit system according to Rule 1. Notice that the
state |pg > does’nt appear in Rule 1. The reason is
that there are nine states in the complete orthogonal
set while describing all possible values of a three-bit
unit need only eight states. If we want to include all
states in Rule 1, we have to use four-bit units. But
there are sixteen possibilities of a four-bit unit now
while we have only nine states of a two-qutrit system.
If we split the origin string into four-bit units, there
must be some code words which we have no quantum
state to represent it. Of course it is will be impossible
to finish coding. So we must split the origin string
into three-bit units. On the other hand, is the state
lpg > is useless since it doesn’t represent a coding
word? The answer is NO. To accomplish information
hiding |pg > is indispensable. As known Bennett
et al have proved that the nine vectors in the basic
set {|p1 >,|p2 >,...,|¢p9 >} are indistinguishable
under local operations and classical communications
in their paper. But it’s easy to find that the eight
vectors in the vector set {|¢o1 >, [p2 >, ..., |ps >} are
distinguishable under local operations and classical
communications. That is to say, Alice and Bob will
be able to confirm the state uniquely of the whole
two-qutrit system under local operations and classical
communications if we do coding with only eight
states. Of course it’s very dangerous. We have to
make use of |pg > so as to guarantee that Alice and
Bob can’t recover the origin data. So we can inert
some tags in the sequence of units at random. It can
be stipulated as follows.

Rule 2(Modified):
(1) To each unit, we create a two-qutrit system in the
state [¢ >, in which |¢ >€ {|p1 >, |p2 >, ...|pg >}
according to the Rule 1.
(2) To each tag, we create a two-qutrit system in the
state |9 >.

So the sequence of two-qutrit systems which we get at
last may contain system in any state in {|p1 >, [p2 >
.y|¢p9 >1}. Then we distribute the all the two-qutrit
systems to Alice and Bob in which Alice hold the first
qutrit and Bob hold the second one. It is impossible
for Alice and Bob to distinguish the nine states un-
der local operations and classical communications. So
they can’t confirm the state of any two-qutrit system.
There is another problem left. The binary string
of origin information may contain random n bits
which n can’t be divided exactly by 3. So it may not
be split into three-bit units exactly, in other words,
there may be one or two bits left. To solve this
problem we can make up the string with ’dictate bits’.
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Rule 3(Making-up):
(1) If n can be divided exactly by 3, we add 000 to the
end of the origin string;
(2) If n Mod 3=2, we first add 00 to the end of the
origin string. Then we add *001” to the end;
(3) If n Mod 3=1, we first add O to the end of the
origin string. Then we add 011 to the end.

Now the string can be split into three-bit units exactly.
For simplicity we should make up the origin string
before we insert tags in it. So the origin data is coded
in a sequence of two-qutrit systems. It’s hidden to
Alice and Bob. If we want to recover it. We just need
to combine the two qutrits from Alice and Bob up and
do collective measurements on them. Obviously it is
impossible for Alice and Bob to do such things. To
recover the origin information we just do as follows.

Rule 4(Decoding):
(1) Measurement: We measure all the two-qutrit
systems in basis {|p1 >, [@2 >, ..., @9 >} in turn.
(2) Decoding: We translate the measurement re-
sults into code words according to following rule.
If the result is |@9 >, we ignore it, or in other
words, it does’t produce code words; If the result is
lp >, e >€ {|e1 >, |p2 >, ..., |ps >}, we translate
it into a code word according Rule 1. Finally we will
get a binary string.
(3) Deleting dictate bits: If the last three bits of the
string are 000, we delete them; If the last three bits of
the string are 001, we delete the last four bits; If the
last three bits of the string are 011, we delete the last
five bits.

Now the left string is the origin information.

2  Quantum information hiding pro-
tocol wusing orthogonal product
states

It’s easy to find that people can design a information
hiding protocol based on the basic idea in section 2.
Assuming that a third party named Carol wants to hide
some classical information, she create two-qutrit sys-
tems and encode the data in them. Then she send the
two qutrits of each system to Alice and Bob separately
who can only perform local operation and classical
channel. So the information is hidden to Alice and
bob.

Now we give our quantum information hiding
protocol in detail.
(1) Carol split her information(a binary string) into a
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sequence of three-bit units and add dictate bits to the
end. If n can be divided exactly by 3, she add 000’ to
the end; If n Mod 3=1, she add 001’ to the end; If n
Mod 3=2, she add 011’ to the end.

(2) Carol insert some tags in the sequence at random.
(3) Carol creates two-qutrit systems according to the
following rule. To each unit she creates a two-qutrit
system according to equation (1); To each tags she
creates a two-qutrit system in |pg >. Finally she has
a sequence of two-qutrit systems.

(4) Carol sends the first qutrit of each two-qutrit sys-
tem to Alice and the second ones to Bob.

So the origin information is hidden. Alice and Bob
can’t obtain it without Carol’s help.

To recover the data Alice and Bob must send their
qutrits to Carol. After receiving them, Carol combines
them up and does a collective measurement on the
two-qutrit systems in basis {|¢1 >, [p2 >, ..., [pg >}.
Then she transform the measurement results into a se-
quence of coding words. That is to say, if the result
is |9 >, she ignores it; if the result is any state of
{le1 >, g2 >, ..., [pg >}, she translates it into cod-
ing words according to equation(1). So Carol get a
binary string. Finally she trim the dictate bits as fol-
lows. If the last three bits are *000’, she delete them;
If the three bits are 001, she delete the last four bits
of the string; If the three bits are *011°, she delete the
last five bits of the string. So the left string is the ori-
gin information.

3 Discussion

It’s easy to show that our quantum information hid-
ing protocol is secure. Since Bennett et al has proved
in their paper that the nine states in {|¢1 >, |p2 >
, .-y |9 >} can’t be distinguished from each other re-
liably under local operations and classical communi-
cations. So Alice and Bob can’t confirm the state of
the two-qutrits system uniquely, in other words, they
can’t get the origin information exactly.

But there is still a problem left. Do Alice and
Bob recover the origin information with a relative high
probability although they can’t get it exactly? Let’s
consider it. There are nine states in the basic vec-
tor set {|¢1 >, |p2 >,...,|p9 >}. So Alice and Bob
can guess the correct state of a two-qutrit system with
a probability 1/9 at least while she has to do noth-
ing. Moreover according to our protocol they can per-
form local operations(including local measurements)
on her(or his) qutrit and tell the other one the measure-
ment result through the classical channel. So the prob-
ability success for Alice and Bob to guess correctly
can be improved. For example, if Alice and Bob mea-
sure the qutrit at her(or his) hand separately in basis
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{|0 >, |1 >,|2 >}, they can confirm that the state of
the two-qutrit system must be in a smaller scope. The
result can be summarized into the following table.

Alice’s | Bob’s state probability
0> | [0> | |p2>,|p3 > 172
|0 > 11> | |ps >, |p2 > 12
0> | [2> | |ps>,|pg > 12
1> 0> | |@e >, |p7 > 172
1> 11> o1 > 1
‘1 > ’2 > ‘gog >, ]gpg > 172
|2 > 0> | |pe >, |e7 > 172
2> | 1> | |ps>,|ps > 12
12> | 12> | |pa >, los > 172

table 1

From table 1 we can find that the probability with
which Alice and Bob confirm the state uniquely is
only 1/2 except when the state of the two-qutrit system
is |¢1 >. Only when when the state of the two-qutrit
system is |p; >, they can guess correct with proba-
bility 1. Without losing generality, we assume that the
probability for all nine states to appear in the sequence
is equal. So to a two-qutrit system, the average prob-
ability that Alice and Bob guess its state should be

1 1 1 5

P—8><9><2+9—9. 3)
This conclusion is deduced based on the precondition
that we use a two-qutrit system to represent a code
word according to equation(1). To depress the proba-
bility that the hidden information is revealed to Alice
and Bob, we can use multiple two-qutrit systems to
represent a code word just as follows.

m

lo1 > |1 > ...Jp1 > — 000
m

lp2 > |2 > ...[pa > — 001
m

I3 > |3 > ...]ps > — 010
m

> s > .fps > — 011
[@4> lipa > ...l @

los > |5 > ...|ps > — 100
m

los > |6 > ...]ps > — 101
m

lo7 > o7 > ..Jp7 > — 110
m

lpg > |pg > ...[pg > — 111.

Similarly we use m qutrits to represent a tag.

m

’gOg > ‘gOg > .., |<p9 > — tag. 5)
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So the probability that Alice and Bob guess the correct
code word is

P=(3)" (6)

If the sequence of the two-qutrit systems are com-
posed of k units and tags, the probability that Alice
and Bob get the origin data is only

P = (Z)mk, (7

Obviously the number k is related to the length of the
origin data n, that is

kE~n/3+ nigs ®)

in which 1444, is the number of the tags which Carol
has inserted. So Carol can choose a fit number m so as
to make it impossible for Alice and Bob to find the ori-
gin information even using the best computers in the
world. On the other hand Carol can choose m neatly
according to the length of the origin data and the de-
gree of secret which she needs.

So we come to a conclusion that to improve the
security of our protocol we can modify it by changing
the ’two-qutrit system’ in the protocol into 'm two-
qutrit systems’.

4 Conclusion

In this paper we present a quantum information hid-
ing protocol using orthogonal product states. It is
based on the non-locality of the two-particle system in
which each particle has three states, or the two-qutrit
system. We can encode some classical information in
the integral state of two-qutrit systems and distribute
the two qutrits to different users who can perform lo-
cal operation and classical communications. Law of
quantum mechanics guarantees that the users can’t re-
cover the origin information. So the origin informa-
tion is hidden effectively. We provide a detailed pro-
tocol to hide data in computers and show that it’s se-
cure. Because product state is easier to produce and
control, our protocol is more practicable than previ-
ous protocols using entangled states.
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