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Abstract: - This paper purposed a Booth’s multiplier for normal basis multiplier. The architecture is simple and 
highly regular architecture for finite fields using a new modified Booth’s algorithm. The proposed multiplier 
for finite fields requires a significantly lower number of bit level operations and, hence, can reduce the space 
complexity of cryptographic systems. It is shown that proposed multiplier for type-2 normal basis of GF(2m) 
saves approximately 10% space complexity as compared to related parallel multipliers. Moreover, the 
proposed architecture is regularity and modularity; they are well suited to VLSI implementations. 
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1 Introduction 
Efficient software algorithm and hardware 
implementations of arithmetic operations in the 
Galois field GF(2m) are frequently desired in coding 
theory, computer algebra, and elliptic curve 
cryptosystems [1, 2]. Of particular importance lies 
in the multiplication operation since it is a major 
building block in these applications. Other 
time-consuming finite field arithmetic operations 
such as exponentiation, division, and multiplicative 
inversion may be carried out by repeated 
multiplications. In the cryptographic system, 
especially in Elliptic Curve Cryptography where m 
of GF(2m) field is very large. Therefore, to reduce 
the complexity of elliptic curve cryptosystems, 
efficient architectures for multiplication over GF(2m) 
are desirable.  

The normal basis multiplier over GF(2m), as 
discovered by Massey and Omura [3], depends on 
the selection of key function for multiplication. By 
this way, Agnew et al.[4], Hasan et al.[5] and Sunar 
et al.[6] put forward hardware implementation to 
reduce the space complexity of the normal basis 
multiplier. Reyhani-Masoleh and Hasan [7, 8] also 
proposed a word-level normal basis multiplication 
architecture. 

Normal basis multiplication can represent 
recursive shift operation of C. Each normal basis 
element of GF(2m) can also be used a Gaussian 
period of (m, t), called Gaussian normal basis (GNB) 

of GF(2m). The GNB is a special class of normal 
basis (NB) which has received considerable attention 
for efficient implementation of field multiplication 
[9]. Notably, a GNB exists only if m  is not 
divisible by eight [5]. It is to note that every GNB for 
GF(2m) is depended on an integer t  and is referred 
to as a type-t Gaussian normal basis. 
Reyhani-Masoleh [9] present two vector-level 
software algorithms for the GNB. 

In this paper, the multiplier for finite field GF(2m) 
employs modified Booth’s algorithm in normal basis 
have proposed. Booth's Algorithm [10], a uniform 
shift method has advantage of multiplication 
operation rule, and can reduce the complexity of 
multiplication operation. The proposed multiplier has 
four modules, computing A+B, triangular MUX 
array, computing i

iZ 2)(α  and XOR tree modules to 
implement GNB multiplier. By this way, the 
proposed NB multiplier can obtain low-complexity 
bit-parallel architectures. 
 
2 Mathematical Background 
 
2.1 Normal basis representation 
It is well known that the field GF(2m) for all positive 
integer m  exist a normal basis (NB). Any element 
in )2(GF m  can also be viewed as a vector space of 
dimension m  over GF(2m). The set L, ,{ 2

1 αα=N  
},

12 −m
α  is called a normal basis, thus the normal 
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element A  in GF(2m) can be represented by 
12

1
2

10
−

−+++=
m

maaaA ααα L = ),,,( 110 −maaa L , where 
α  is normal element of GF(2m), if the trace function 
of α  equals to one, i.e. 1)( =αtr . 
Definition 1 Let γ  be a primitive )1 ( +tm -th root 
of unity in some extension field of )2(GF . A Gauss 
period of type ) ,( tm  over )2(GF m  is defined as  

p
mt

p
m ><>< −

+++=
)1(22 γγγα L             (1) 

where 1 += tmp  is prime and 
1),/gcd( =mktm ,where k  is the multiplicative order 

of 2 modulo p . 
Throughout this paper, ix ><  denotes the 

non-negative reside of ix   mod  . Applying the 
characteristics of Definition 1, 

12
1

2
10

−
−+++=

m
maaaA ααα L  can also be 

represented as following equation: 
 
 
 
 
 
 
Given the above element representation, normal 
basis 1N  can be rearranged by the redundant basis 

{ }12
2 ,,, −= pN γγγ L  due to 1=pγ . By the redundant 

representation, normal basis A  may be rewritten by  
1

)1(
2

)2()1()0(
−

−++++= p
pFFFF aaaaA γγγ L  

where ipuF ji =)mod2( , u  is an integer of order 
pt  mod , 10 −≤≤ mi , tj <≤0  and 0)0( =Fa  or 

don’t care item. For example, let 5=m  and 2=t , 
we use 102 γγγγα +=+= >< p

m

 to generate the 

normal basis },,, ,{
432 2222 ααααα . Then we obtain 

that , , , ,{ 432 γγγγ }, , , , , 1098765 γγγγγγ . By this way, 
),,( 110 −maaaA L can also be represented by the 

redundant representation 
 10

0
9

1
8

3
7

2
6

4
5

4
3

3
4

2
2

10 γγγγγγγγγγ aaaaaaaaaaA +++++++++= . 
Observing this representation, the coefficients of A is 
duplicated by t-term coefficients of the original 
normal basis element ),,( 110 −= maaaA L . 

Notably, multiplication using the redundant 
represent is easily formed by in circular convolution 
structure as shown in [11]. By using the 
function ipuF ji =)mod2( , the field element 

) , , , ( )1()2()1( −= pFFF aaaA L  can be translated into the 
vector ) , ,,, , ,,,,, ( 11221100 −− mm

t

aaaaaaaa LLLLL
43421

L . 

It is easily converted into the normal basis element. 
For example, m=5, t=2 the 0)1( =F , 1)2( =F , 

3)3( =F , 2)4( =F , 4)5( =F , 4)6( =F , 2)7( =F , 
3)8( =F , 1)9( =F  and 0)10( =F . 

 
2.2 Conventional normal basis multiplication 
According the above introduction the redundant 
basis can represent the following way. Let 

∈BA, GF(2m), both elements be represented by the 
redundant basis representation, Thus the product 

),,,( 110 −== mcccABC L  is addresses as   
 

(2) 
 
where 11 −≤≤ pj  and 00 =c  (initial value) 

Therefore, the product of A and B can present in 
Algorithm 1. This algorithm for multiplication in 

)2(GF m  using a GNB of type t as described in IEEE 
Standard 1363-2000 [12]. 
 
Algorithm 1 (Conventional Gaussian Normal Basis 
multiplication) 
Input: )2(, mGFBA ∈ , ),( BAF  in Eq.(2)  
Output: ABC =  
Step1: 0←C  
Step2: For 0=i  to 1−m  do  
     2.1 ),( BAFci ←  
     2.2 1<<← AA , 1<<← BB  
Step3 return C  
 

As mentioned above, the space complexity of NB 
multiplier is depended on the function ),( BAF . When 
type-1 and type-2 NB multipliers can get minimal 
space complexity.  
 
3 Proposed NB Multiplication 
Algorithm 
Given any elements ∈BA, GF(2m) can be represented 
as 12

1
2

10
−

−+++=
m

maaaA ααα L  and L++= 2
10 αα bbB  

12
1

−

−+
m

mb α , where )2(GF, ∈jj ba , 10 −≤≤ mj . For 
simplicity, we define the following operation algebra 
Definition 2 Let 12

1
2

10
−

−+++=
m

maaaA ααα L  be the 
normal element in )2(GF m , one can be defined as 

12
1

2
1

−−

−+ +++=
im

miii aaaA ααα L , 10 −≤≤ mi . 
Given Definition 2, the field element A  can be 
represented by extending this representation to  
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(3) 
Similarly,  
 
 
 
 
Theorem 1. According to Definition 1, ii BA  can be 
performed by 

2
11 )( +++= iiiii BAZBA α                       (4) 

Where 
2

1++= iiiii AbBaZ                        (5) 
Proof:  
Applying Definition 2, we have  
 
 
 
 
Thus, iB  also be represented by 2

1++= iii BbB α . The 
product of iA  and iB  can be performed  

2
11

2
11

2
1 )()()( +++++ +=++= iiiiiiiiiii BAZBAAbBaBA αα   

Let )2(GF mAB∈ , by using Definition 1, A and B 
can be re-expressed by  

2
100 AaA += α  
2

10 BbB += α  
Thus, the product C of A and B can obtain the 
following formulae 
 
 
 
 
 
 
 
 

132 2
1

2
3

2
2

2
10 )()()()(

−

−+++++=
m

mZZZZZ ααααα L  (6) 
or 

0
22

3
2

2
2

1 ))))((( ZZZZ mmm αααα +++= −−− LL   (7) 
 

As stated above, the product C is lied on iZα . 
For efficient solving the iZα operation will proposed 
following steps: 
Step 1. Convert iZ  to redundant basis 
 
Step 2. Calculate  
 
Because 1=pγ  then  

)1(

1,
4

2,
3

1,
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is the one-fold right shift of the binary vector 
representation of iZ . 

Similarly, )2(
i
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k

p
k
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where  
)0(,)2(,)2(,)1(, ')1( FiFiFiFi zzzz

p
tm

p
mp

=+++
><><>< −L       (8) 

0,)21(,)21(,)0(, )1( iFiFiFi zzzz
p

tm
p

mp
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>−<>−<>< −L  

⋅⋅⋅ 
jijFijFijFi zzzz

p
tm

p
mp ,)21(,)21(,)(, )1( =+++

>−+<>−+<>< −L  

when t is even (then m  is odd), the Eq.(8) can 
obtain 
 
 
when t is odd (then m  is even) , the Eq.(8) can 
obtain 
 
 
Step 3. According to Eq.(8),  the iZα  can easily be 

converted into normal basis. 
 
Example: For type 2 GNB over )GF(25 , then the 

iZα obtain following 111=+= mtp  and 52γγα += , 
then  

432

11
5

2
4,

2
3,

2
2,

2
1,0,)0(,

10
)10(,

9
)9(,

2
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and 0' )0(, =Fiz , 1,0,0,' iii zzz += , 3,0,1,' iii zzz += , 

4,3,2,' iii zzz += , 2,1,3,' iii zzz += , 4,2,4,' iii zzz += , then 
can obtain iZα  is normal basis. 

As mentioned Definition 2 and Theorem 1, we 
can derive out Eq.(6), and NB multiplication 
algorithm then is derived as follows.  
 
Algorithm 2 
Input: 12

1
2

10
−

−+++=
m

maaaA ααα L , 12
1

2
10

−

−+++=
m

mbbbB ααα L , 

L=
+++=

++==
2

11
2
10

2
100

2
10

2
10

)()(

))((

BAAbBba

BbAaABC

ααα

αα
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MUX array

XOR
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C

A B

0Zα 2
1)( Zα 12

1 )(
−

−

m

mZα

⊕

MUX ⋅ ⋅ ⋅ ⋅ ⋅ ⋅0a

0b

⋅⋅⋅

2−ma

2−mb

1−ma

1−mb

4

MUX MUX

MUX

MUX

MUX

MUX MUX

MUX

MUX

⋅ ⋅ ⋅ ⋅ ⋅

0a 0b0 00 ba + 1a 1b0 11 ba + 2−ma
2−mb0

22 −− + mm ba
1−mb0 11 −− + mm ba

12
1)(

−

−

m

mZα

4

4

4

4

4
4

4

1a

1b

22
1)(

−

−

m

mZα

0Zα

2
1)( Zα

1−ma

CF αα =)(  )2(, mGFBA ∈ , )2(, GFba ii ∈  
Output: ABC =  
Step 1 0←C  

BA +=D  
Step 2 For 0=i  to 1−m  do  
2.1 )1 and 1( ==== ii baIf  
2.2 CDCthen +=   
2.3 )0 and 1(   ==== ii baIfelse  
2.4 CACthen +=   
2.5 )1 and 0(   ==== ii baIfelse  
2.6 CBCthen +=   
2.7 CC   α=  
2.8 1 <<= CC  
Step 3 Return C  
 
Theorem 2 Calculate i

iZ 2)(α sum need one XOR 
gate time delay and space complexity less than mt  
XOR gates. 
 
Theorem 3 For the type 2 and 1 GNB over )2(GF m , 
the XOR tree is need one XOR time delay and 1−m  
XOR gates space complexity. 
 
 
4 Hardware architecture and 
complexity analysis 
As aforementioned, the Eq.(5) 2

1++= iiiii AbBaZ  
function using the Table 1 to invest with function 
decision table, and then, implement the function 
architecture as Figure 1. In Table 1 MUX function 

ia  and ib  are select parameter and the 
2

1++= iiiii AbBaZ  column is output function. Hence, 
using the Table 1, select parameter and output 
function can implement to Figure 1. As a result, 
using Eq.(5) and Eq.(6) implement in Figure 2 
shown the proposed NB multiplier, which it includes 
computing unit, triangular MUX array unit, 
computing i

iZ 2)(α  and XOR tree unit. Therefore, 
the multiplier elements uses AND gate, XOR gate 
and MUX unit to carry out the normal basis 
multiplier. For constructing the computing unit, it 
using XOR gate computing i

iZ 2)(α . And in the 
triangular MUX array unit, it including upper 
triangular MUX array, as shown in Figure 2. Finally, 
in the XOR tree unit, it including XOR tree, as 
shown in Figure 3. Figure 2 is shown through the 
MUX unit computing get the i

iZ 2)(α . Further, 
implement in Figure 3 is shown have the 
parameters i

iZ 2)(α  into the XOR tree. 

The following became clear after the 
investigation on the 2

1++= iiiii AbBaZ function 
decision table.  
 

Table 1: 2
1++= iiiii AbBaZ function decision table 

 
ia ib i

iZ 2)(α  
0 0 0 
0 1 i

iA 22
1)( +α  

1 0 i

iB 2)(α  
1 1 i

ii AB 22
1))(( ++α  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1: normal basis multiplier architecture 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2: computing the
i

iZ 2)(α  over GF(2m) 
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Computing 
i

iZ 2)(α SUM

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3: normal basis multiplier computing 
i

iZ 2)(α sum and through XOR tree over GF(2m) 
 

Synthesize above-mentioned two kinds of 
multipliers and compare its complexity, architecture 
to implement this multiplication is shown in Figure 1. 
Its architecture includes the computing 

i

iZ 2)(α  unit, 
triangular MUX array and XOR tree. The computing 

i

iZ 2)(α  unit needs XOR gates. In Figure 2, the 
triangular MUX array includes four inputs and one 
output MUX unit needs the total number is 

2/)1( −mm  units. In Figure 3, XOR tree needs (m-1) 
XOR gates. The total size complexity is m2+2m-1 
XOR gates, m AND gates and 2/)1( −mm  MUX 
units. 

The computing path delay of the multiplier 
includes the computing Z1 block ( XT ), the MUX 
array ( MUXT ), and the XOR tree ( X2 ]T )1([log −m ). 
Therefore, the total delay is 

X2MUXX T)1log(T2T −++ m . From the facts described 
above, we may show that in Table 3. 

More precisely, the transistors are counted using 
a standard CMOS VLSI. In the CMOS VLSI 
technology, 2-input XOR, 2-input AND , 4x1 MUX 
and 1-bit latch comprise 6, 6, 16 and 8 transistors, 
respectively [14]. Table 3 compares various 
multipliers with transistor counts. The results 
demonstrate that the proposed multiplier saves 
approximately 10% space complexity as compared to 
usual existing bit-parallel multipliers [6, 15]. As 
stated above, the proposed architecture requires very 
small transistor counts, bet the latency as compared 
to the multipliers is approximately for [3, 6, 15]. It is 
noted that NIST recommended five binary fields for 
the ECDSA (Elliptic Curve Digital Signature 
Algorithm) applications. These are GF(2163), 
GF(2233), GF(2283), GF(2409) and GF(2571), but no 

irreducible trinomials and AOPs exist for three 
degrees, viz., 163, 283 and 571 [16]. Accordingly, 
applications of these circuits for trinomials and AOPs 
are then limited. The proposed multiplier does not 
encounter such problems. 
 

Table 2: proposed type-II multiplier space 
complexity and time delay 

Space complexity  
#AND #XOR #MUX 

Time delay

computing 
BA +  m  1−m  -- XT  

MUX 
array -- -- 2

)1( −mm  
MUXT  

computing 
i

iZ 2)(α  -- m2≤  -- XT  

XOR tree -- )1( −mm  -- X2 ]T )1([log −m

total m 122 −+ mm  2
)1( −mm  

X2MUX T)]1(log2[T −++ m

 
 

Table 3: Comparison of Multipliers When There is a 
Type II ONB 

Multipliers Model ＃AND ＃XOR 

＃Flip 
Flops 
or ＃
MUX 

Time delay 

Agnew et al. 
[15] 

Bit-Par
allel m2 

2
)1(3 −mm  -- X2A T)]1(log1[T −++ m  

Sunar et al. 
[17] 

Bit-Par
allel m2 

2
)1(3 −mm  -- X2A T)]1(log1[T −++ m

proposed Bit-Par
allel m 122 −+ mm  2

)1( −mm  
X2MUX T)]1(log2[T −++ m

 
 
5 Conclusions 
The main result of this study is that proposed the 
new NB multiplier employs modified Booth’s 
algorithm has low space complexity architecture. In 
Table 3, it is demonstrated that the proposed 
multiplier has lower hardware complexity than other 
existing multipliers. Therefore, this algorithm is 
suitable for implementation of cryptographic 
function in software and hardware. Furthermore, the 
study of normal basis multiplier is need being 
continued steadily. 

From the facts described above, we may 
conclude that this makes the architecture very useful 
in finite field applications, especially in Elliptic 
Curve Cryptography where m of GF(2m) field is very 
large. Therefore, the presented architecture is 
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appropriate for special applications with particular 
limited space constraints such as smart cards, mobile 
phones or other portable devices. 
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