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Abstract: - Secure authentication in routing protocols is increasingly becoming an issue of great importance. A threat in the form of wormhole attacks has presented itself. Using wormholes, an attacker can cripple and even completely disable wireless networks, with limited resources and no cryptographic information. Furthermore, wormhole attacks can serve as the launching pad for other types of attacks such as selective forwarding and eavesdropping. Because of the nature of wormhole attacks, security measures must be taken at the protocol level.
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1   Introduction

Mobile ad-hoc networks are naturally vulnerable to attacks.  Using an uncontrolled broadcast medium permits an attacker to eavesdrop on communications as well as maliciously inject packets into the network.  Normally, the focus centers on providing high reliability with minimal overhead.  This is because mobile ad-hoc networks are usually limited by short battery life, limited processing power, and limited memory.  Enhancing security of the routing protocol comes at the expense of additional consumption of limited resources.

Secure routing in mobile ad-hoc networks has been an issue of concern.  During a wormhole attack, a malicious node takes routing messages and diverts them to a colluding malicious node over a high speed, out-of-band link.  Because diverted packets travel faster than they would normally propagate through the network, false routes are created.  

In this paper, the focus is an analysis of some of the methods proposed to detect and defend against wormhole attacks aimed at mobile ad-hoc networks.  More specifically, Timed Efficient Stream Loss-tolerant Authentication (TESLA) with Instant Key-disclosure (TIK), and extending location-based packet leashes with directional antennas will be examined. 

2   Wormhole Attacks
Wormhole attacks are a type of active attack on mobile ad-hoc networks that disrupt the primary function of the routing protocol.  In its most basic form, a wormhole attack occurs when an attacker who is situated at one point in the network receives packets, forwards them to a colluder in another part of the network, and the colluder replays those packets [1].  Replaying packets across distances greater than one hop is not an issue; the attackers could be connected by a high speed physical link, or they may be using a low latency, out-of-band link.  Packets from source S would normally traverse multiple hops to reach destination D.  Because wireless networks utilize a broadcast medium, node M1 in promiscuous mode can overhear packets and tunnel them to node M2 (Figure 1).
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Fig.1 Wormhole attack.
This corruption of the route can deceive nodes S and D into thinking that they are neighbors such that they advertise a one hop metric to each other.  Essentially this causes a ‘ripple’ effect in most existing routing schemes.  Any neighbor of S wanting to communicate with D will see the lower metric and will choose the corrupted route instead of using the actual route because it appears shorter [2].  

On-demand protocols, such as Dynamic Source Routing (DSR) [7], and Ad-hoc On-Demand Distance Vector (AODV) routing [10] are also vulnerable to wormhole attacks, and they suffer from this ‘ripple’ effect as well.  Wormhole attacks targeting on-demand protocols can be mounted by tunneling ROUTE_REQUEST packets from the message originator over the out-of-band link so that they arrive faster than other requests for that particular route.  The reverse path is corrupted likewise by taking the ROUTE_REPLY packets from the destination node, and tunneling them back to the message originator.  Because of the false path, the attacker now has complete control of the only route between these two nodes.  Depending on the proximity of the wormhole to the originator, routes could potentially be limited to two hops [1].  Worse still, a node on the edge of the network can suffer from isolation should a small wormhole be created in its immediate vicinity [2].  A number of different attacks can be mounted as a result of an attacker successfully establishing and maintaining a wormhole [1], [3].
2.1
Consequences of Wormholes
An interesting point of note is that a wormhole in itself is not malicious [5].  A wormhole actually helps the network by creating shorter routes between nodes until it is extended by some other malicious act.  The exact implementation of the wormhole influences the subsequent attacks.  These attacks include sinkhole, Sybil, and resource consumption.  In the context of this paper, denial of service is not so much an independent attack as it is a result of these attacks.  

Sinkholes present themselves as a more attractive path to route communications.  Consequently, a wormhole with well chosen endpoints will have tendency to attract all packets from nodes within a transmission range of one or two hops.  A malicious attacker could disregard the protocol and choose to either selectively drop packets or not forward packets at all. Because sinkhole attacks focus on one end of the wormhole and therefore only one malicious node, they are sometimes referred to as black hole attacks.

Conversely, flooding and denial of service could result from a malicious node that assumes the identity of multiple legitimate nodes in a Sybil attack [14].  Sybil attacks are a type of spoofing attack.  The masquerading node could choose to follow the protocol and rebroadcast with higher than normal power every received message under all falsely assumed identities.  For this reason, legitimate nodes that are spoofed would receive a reduced amount of messages.

Because nodes in mobile ad-hoc networks are normally battery powered, anything that wastes power is a potential threat to their availability to other members of the network.  The consumption of resources could result from a malicious node repeatedly broadcasting packets.  Nodes that hear these replayed packets are forced to process at least the packet header before deciding to drop redundant packets.  Time taken to process packets uses up valuable CPU time and scarce battery power.
3   Vulnerabilities of existing protocols
In most cases, routing protocols for mobile ad-hoc networks are of two varieties: table driven or demand driven.  Table driven or proactive protocols essentially maintain a logical view of the network topology.  Each node in the network actively exchanges network topology packets with its neighbors at regular intervals.  This allows routes to be determined with very minimal delay.  In demand driven protocols, routes are only created as needed.  When a route is needed, a search packet is flooded throughout the network until it reaches the intended destination.  A route is established when the destination responds with a packet that contains a list of all nodes traversed from source to destination.  One advantage to this type of protocol is that state requirement is reduced only maintaining those routes that a particular node actually uses.

Even though each type of protocol has its benefits, the methods of route discovery used by both types of protocols create security holes that can be exploited by way of wormhole attacks.  The remainder of this section explains in detail, how specific protocols are affected by wormhole attacks.

3.1   Dynamic Source Routing
Dynamic Source Routing is an on-demand routing scheme that uses the cooperation of nodes in the network to assist in the route discovery and route maintenance processes.  When source S wants to communicate with a destination D, it invokes the route discovery process.  In general, route discovery takes place as follows: S creates a ROUTE_REQUEST packet (RREQ) and broadcasts it to all its neighbors.  Any intermediate node that receives this packet, either returns ROUTE_REPLY (RREP) packet containing the route or it adds itself to the routing address record and re-broadcasts the packet.  Upon reaching the destination, node D extracts the routing information from the packet for use as its path to node S.  Along this reverse path, node D sends out a RREP packet which contains the routing address record list.  Once S receives this RREP, both parties have established a path and communication can now take place.  As outlined earlier, route discovery is what makes this protocol vulnerable to wormhole attacks.
3.2   Destination-Sequenced Distance Vector
Destination-Sequenced Distance Vector (DSDV) routing is a proactive hop-by-hop protocol that uses ‘HELLO’ messages for neighbor discovery.  These HELLO messages are in fact routing updates that each node broadcasts at regular intervals [7].  Through the use of these routing updates, nodes actively construct routes by maintaining a table where each entry contains the next hop to some destination in the network.  Each route is given a sequence number to track the freshness of the route and a metric to denote the distance of that route.  

Wormhole attacks can take advantage of this by tunneling HELLO messages between two non-adjacent nodes S and D. These nodes S and D will update their routing tables to reflect the information from the routing updates and consequently both will believe that they are one-hop neighbors.  This attack has the added effect of potentially preventing any actual one-hop neighbor of S from communicating with D or any of its one-hop neighbors except by using the route over the wormhole.  Wan et al. propose a secure implementation of DSDV (S-DSDV) to prevent attacks by either sequence number fraud or distance vector fraud [11].  The major drawback to S-DSDV is that it cannot withstand the collusion of multiple attackers.

3.3   Ad-hoc On-Demand Distance Vector
Ad-hoc On-Demand Distance Vector (AODV) routing enables nodes to find new routes to new destinations quickly.  AODV attempts to combine the best parts of reactive and proactive routing protocols.  Routes to inactive nodes are not maintained.  Route discovery is done similar to DRS whereby a source S broadcasts RREQ packets in an attempt to find a route to a destination D. Intermediate nodes receiving the RREQ increment the hop count before re-broadcasting the packet.  The reverse path setup consists of an intermediate node recording the address of the node from which it originally received the RREQ.  In addition to the address of the source node, RREQ packets also have a broadcast identifier, the combination of which uniquely identifies each RREQ and prevents nodes from processing duplicate messages [10].  

The protocol itself creates a type of race condition whereby duplicate RREQs are dropped to reduce control message overhead and conserve bandwidth.  This works in favor of the wormhole attack.  If RREQs are tunneled directly to their destinations, neighboring nodes will process the packet according to the protocol.  When legitimate RREQs finally arrive, they will be discarded as duplicates [1].  All packets between the source and destination now travel back and forth through the wormhole.
4   Countermeasures
To bolster routing protocols against wormhole attacks, a few different schemes have been proposed.  Hu, Perrig, and Johnson [1] suggest placing an upper bound on the distance that a packet can propagate through the network.  These leashes can be based on either time or location information.

4.1   Geographical Leashes
Geographical leashes limit packet propagation by making sure that senders and receivers are within a certain distance of each other.  In order to use geographical leashes, every node in the network must know its location.  Additionally, members of the network should have their internal clocks loosely synchronized.  When a packet of this type is sent, enclosed is the location of the sender ps and timestamp ts for when the packet was sent.  For all packets received, a receiving node compares the location and time information in the packet to its own location and local clock.  Based on [1], the maximum distance between any two communicating nodes dsr is bound from above.  
dsr ≤ || ps – pr || + 2v ∙ (tr  – ts + Δ) + δ
v = max node velocity
δ = max location error

Eq.1

This method of packet leashing detects wormholes by verifying the location radius of the senders and receivers with radio propagation models.  Sender S verifies that its message can reach every possible location of R in a certain radius (Figure 2).  One possible drawback to this scheme is the lack of authentication so that receivers can authenticate the time and location information contained in the packet.  In order to verify packet authenticity, any method of authentication can be employed.
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Fig.2 Location radius.
4.2   Temporal Leashes

Temporal leashes restrict how far a packet can propagate by placing an upper bound on the lifetime of the packet, similar to how the time to live (TTL) restricts the number of hops that a packet can be routed in a wired network.  The local clocks of every node in the network must be very closely synchronized.  All nodes must also agree on a maximum time variance Δ, not more than a few microseconds [1].  Temporal leashes can be implemented in two fashions: sender-based or receiver-based.  Sender based temporal leashes give each packet an expiration time which is calculated based on the speed of light and the maximum allowable distance a packet can travel.  It is applied as an offset from the time when a packet is sent.  In receiver based temporal leashes the sender simply includes in the packet a time stamp ts from its local clock.  The time at which a packet arrives is compared to the time stamp in the packet to determine whether or not a packet has traveled too far.  
If packets are not authenticated, then temporal leashes will have no effect on the ability of wormhole attackers to tunnel packets are far as they wish.  As in geographical leashes, packet authentication is left open.  Hu et al. suggest digital signatures as a potential technique for authentication [1].  In the following section, an authentication protocol that incorporates temporal leashes is examined.

4.2.1 TESLA with Instant Key disclosure
Timed Efficient Stream Loss-tolerant Authentication (TESLA) allows a sender to compute a message authentication code (MAC) that is attached to each packet it sends.  This key k is only known to the sender.  Keys are selected by randomly choosing a value and repeatedly applying a one-way hashing function to obtain preceding values.  The keys of the resulting chain are used in reverse order (Figure 3).  A receiver must buffer packet pi until the sender discloses the corresponding key ki [13].
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Fig.3 One-way chain.
The TIK extends the original TESLA broadcast authentication protocol by simultaneously functioning as a temporal leash.  Symmetric cryptographic primitives are used to authenticate packets, but the delay between receiving a packet and its corresponding verification key provides performance similar to asymmetric authentication keys.  Another difference from the original TESLA protocol is that senders use Merkle hash trees to efficiently authenticate keys [12].  The values of the key chain are arranged as leaf nodes in a binary tree.  Parent nodes derive their value from the concatenation of their child nodes.  In this way, the root of the sender’s hash tree commits to all key values of the chain.  Each receiver only needs to know one public value (the root of the hash tree) for each sender [1]. 

In addition to having very precise clock synchronization, receivers are expected to know the time of the initial key disclosure, T0 and the constant time offset for each subsequent key disclosure Tdisc.  By adding explicit expiration times to each packet, the likelihood of a successful wormhole attack is mitigated.

4.3   Directional Antennas

An alternative method for defending against wormhole attacks is the use of directional antennas.  Instead of listening in an omni-directional mode, directional antennas divide their circular region into a specific number of zones, N.  These zones are 2π/N radians wide.  Because there are now N signals focused on a smaller area, instead of one omni-directional signal, a directional antenna is able to send a stronger signal.  Therefore the communication radius is increased which enhances the efficiency of each individual node.  Nodes typically listen in omni mode, but when the node receives a signal, it switches to directional mode using its antenna corresponding to the zone from which the signal was received.

In order to gain access to messages, a malicious node tries to convince a legitimate node of its legitimacy.  The directional antenna method mitigates wormhole attacks by having each node to maintain a list of legitimate neighbors.  This way, an attacking node will receive no messages.  Each node maintains its list of nodes through neighbor discovery protocols.

The directional neighbor discovery protocol causes one node to act as an announcer by broadcasting a “Hello” message over a certain range.  The receiving node responds by sending their node id and an encrypted message that contains the zone in which the message was received and a random challenge nonce.  After the announcer decrypts the message, it verifies that it received the message in the exact opposite zone that the receiver did.  Then the announcer sends the decrypted challenge back to the receiver.  Upon reception, the announcer added into the receiver’s neighbor set.

The flaw in this protocol is that a far off attacker can send challenges through the wormhole.  A far off attacker with a transceiver in the range of the announcer can appear to be a legitimate neighbor; therefore, the attacker can use the node's protocol against it.  Even though this is not a strong protocol, it does present the idea that if nodes work together they greatly improve protection against wormhole attacks.

An improvement on the directional neighbor discovery protocol is the inclusion of a third node as a verifier.  This new protocol, called verified neighbor discovery follows a similar set of actions.  An announcer sends out a hello message just as in the directional neighbor discovery.  Instead of sending a reply directly to the announcer, the receiving node first checks with another nearby node, called a verifier.

For a node to be a valid verifier, the receiver cannot hear it and the announcer in the same zone, nor can the receiver hear the verifier and the announcer in the same zone.  The verifier tells the receiver whether the announcer is actually a neighbor.  This prevents the node from adding an attacker to the valid neighbor list when it is not actually a neighbor.

5 Proposed Countermeasure
We propose another novel approach to the problem of preventing and mitigating wormhole attacks.  While still in the preliminary stages, our idea is to combine multi – path routing with dynamic gossip routing. Wormhole attacks stem from path information being corrupted in order to present the wormhole as the most attractive route for communication.  A major reason is that most protocols attempt to conserve bandwidth by eliminating duplicate messages.  Higher levels of redundancy may be necessary.  We seek to incorporate the benefits of a combination of probabilistic and multi-path routing.  

Multi – path routing works by finding more than one path from a source to a destination.  Messages sent using multiple paths have an increased likelihood of reaching their destination.  Transmitting messages along maximally disjoint paths increases the chances of finding a route free of malicious nodes.  Additionally, each one – hop neighbor of a source node S could be required to give an explicit acknowledgement (ACK) back to the message originator before retransmitting.  This could potentially eliminate one end-point of the wormhole, reducing the problem to an attack by one malicious node.  

Gossip routing protocols function by having nodes of the system retransmit messages with a certain probability.  Gossiping nodes retransmit messages with some probability 0 ≤ p ≤ 1.  The exception to this is that the message originator transmits with probability p = 1.  Dynamic probabilistic gossip is an extension of the static gossiping protocol sometimes used in wired networks [15].  Dynamic probabilistic gossip routing allows an individual node to adjust its probability of retransmission to account for the dynamic topology of MANETs.  The main improvement provided by gossiping protocols is a guaranteed delivery rate with a controlled level of message overhead.

By pairing multi – path routing with dynamic probabilistic gossip routing, we hope to enhance the ability of the network to find routes free of malicious nodes.  Although an increase in message overhead is expected, we believe that it can be kept to an acceptable level.

6 Conclusion

This paper presented and examined both reactive and proactive protocols to show how the routing process of each type of routing protocol is vulnerable to attack by wormholes.  Essentially, the use of HELLO type messages for neighbor discovery, or RREQ broadcasts to initiate route discovery is the weakness of DSDV and DSR respectively.  Since AODV uses the same method of route discovery as DSR, it is also vulnerable.  Wan et al. proposed a secure implementation of DSDV, but it is not resistant to attack from colluding attackers [11].

Varying methods were proposed to provide mechanisms for detection and prevention of wormholes.  Both geographical and temporal leashes were proposed by Hu, Perrig and Johnson [1].  Geographical leashes attempt to limit the distance between senders and receivers, but they don’t provide authentication.  One major drawback is that geographical leashes depend on being able to measure location accurately.  Temporal leashes are designed to limit how far packets can travel through the network.  The TIK protocol actually incorporates temporal leashes and authentication.  Both geographical and temporal leashes require some level of clock synchronization between nodes.  Lastly, directional antennas were proposed by Hu and Evans [2] work by dividing the transmission area into discrete zones and maintaining a list of valid neighbors.  Additionally, an independent verifier can be employed to ensure that attackers are not added to the list of valid neighbors.

None of the techniques presented are one hundred percent capable of preventing wormhole attacks.  However, the fact they allow detection of such attacks definitely mitigates their potential effects, and any additional overhead imposed by implementing any of these security measures.

7 Future Work

In the future, we hope to be able to simulate our proposed solution and gather quantifiable data to demonstrate effectiveness versus any additional overhead it might induce.
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