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Abstract: - Hash functions are widely used in applications that call for data integrity and signature authentication at electronic transactions. A hash function is utilized in the security layer of every communication protocol. As time passes more sophisticated applications arise that address to more users-clients and thus demand for higher throughput. Furthermore, due to the tendency of the market to minimize devices’ size and increase their autonomy to make them portable, power issues have also to be considered. The existing SHA-1 Hash Function implementations (SHA-1 is common in many protocols e.g. IPSec) limit throughput to a maximum of 2 Gbps. In this paper, a new implementation comes to exceed this limit improving the throughput by 53%. Furthermore, power dissipation is kept low compared to previous works, in such way that the proposed implementation can be characterized as low-power. 
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1
Introduction

Due to the essential need for security in networks and mobile services, as specified in various standards, such as the WTLS security level of WAP in [1], IPsec  and the 802.16 standard for Local and Metropolitan Area Networks [2], an efficient and small-sized HMAC [3] implementation, to  authenticate both the source of a message and its integrity, is very important.

Moreover year-in year-out internet becomes more and more a major economical parameter of world's economy and thus whole new applications are being created that presuppose authentication services.

One recent example is the Public Key Infrastracture (PKI) that incorporates authenticating services providing digital certificates to clients, servers, etc. PKI increases citizen's trust to public networks and thus empowers applications such as on-line banking, B2B applications, electronic payments, stock trading etc .The PKI that is considered as a must-have mechanism for the burst of e-commerce worldwide involves the use of the SHA-1 hash function. However the implementations that will be used in the PKI should have a much higher throughput comparing to the present implementations in order to be able to correspond to all requests for digital certificates.

On the other hand applications like SET (Secure Electronic Transactions) have started to consecrate for mobile and portable devices. SET is a standard for secure electronic transactions via public networks that has been deployed by VISA, MASTERCARD and many other leading companies in financial services. SET presupposes that an authenticating module that includes SHA-1 hash function is nested in any mobile or portable device. This means that the implemented authentication core must be low-power.

To sum up it is obvious that the rapid evolution of the communication standards that include message authenticity and integrity verification require SHA-1 hash functions implementations optimized in terms of performance, power dissipation and size. This can be partially achieved by modifying the embedded hash function.   

This paper is mainly focused on SHA-1 [4] due to its major use in standards, although other hash functions, like MD5 [5], can also be considered. These two competitive hash functions have both their own pros and cons. Whereas MD5 hash function results to a faster implementation it has innate weakness that corresponds to a lower security level due to the 128-bit hash value [6].Moreover in the latest applications such as PKI only SHA-1 hash function is adopted for use. 

In this paper the SHA-1 hash function is explored in depth and various implementations that have been proposed in the international literature are considered. Design aspects of performance and power dissipation are considered in order to explore and compare current implementations. A novel design approach is proposed to increase SHA-1 throughput, which exceeds by 53% the throughput of the implementation presented in [8].Conservative estimations also show that a 30% of power saving can also be achieved.

This paper is organized as follows: In sections 2 and 3 the proposed design approach is detailed as long as the general pipelined architecture and the improved SHA-1 operation block is concerned. In section 4 power issues concerning the SHA-1 are presented. Throughput and area results of the proposed SHA-1 are offered in section 5 and it is compared to the other implementations. Finally, conclusions are offered in section 6.
2
Proposed SHA-1 Implementation
The Secure Hash Standard [4] describes in detail the SHA-1 hash function. It requires 4 rounds of 20 operations each, resulting in a total of 80 operations, to generate the Message Digest. Operations vary only from round to round, resulting in only 4 basic blocks. The main difference of the rounds’ operation is the applied non-linear function, used to hash the initial message. In Fig. 1, the interconnection of two consecutive operations is illustrated. Each one of the at, bt, ct, dt, et, is 32-bit wide resulting in a 160-bit hash value. Kt and Wt are a constant value for iteration t and the tth w-bit word of the message schedule, respectively. 

Following the guidelines of [4], the architecture of a SHA-1 core is formed as illustrated in Fig. 2. 
In the MS RAM, the message schedule Wt’s of the tth w-bit word of the padded message are stored. The Constants’ Array is a hardwired array that provides the constant values Kt and the constant initialization values H0-H4. Additionally, it includes the Wt generators. Throughput is kept low due to the large number of the required operations. An approach to increase significantly throughput is the application of pipeline. However, applying or not pipeline, the required area is prohibitive for mobile and portable applications. 
[image: image1.wmf]
Fig 1. Two consecutive SHA-1 operations
. [image: image2.wmf]
Fig 2. A typical  SHA-1 core
From a survey to SHA-1 hash functions it is clear enough that the best compromise is to apply four pipeline stages so as to quadruple throughput and keep the hash core small as well. This approach enables four operations to be carried out concurrently. 

[image: image3.wmf]
Fig 3. Proposed  SHA-1 core architecture
In Fig. 3, the general architecture for SHA-1 hash core is illustrated, where there are four pipeline stages and a single operation block for each round among with the rest necessary parts.

3
Proposed SHA-1 Operation Block
From [4] and from Fig. 1, the expressions to calculate at, bt, ct, dt and et, are given in Eq. 1. 

	et = dt-1
dt = ct-1
ct = ROTL30(bt-1)

bt = at-1 

at = ROTL5(at-1) + ft(bt-1,ct-1,dt-1) + et-1 +Wt    + Kt
	(1)


where ROTLx(y) stands for rotation of y by x positions to the left, and ft(z,q,r) represents the non-linear function of the SHA-1 operation block which is applicable on operation t. 

The proposed design approach is based on a special property of the SHA-1 operation block. Let’s consider the two consecutive operations of the SHA-1 hash function. The considered inputs at-2,     bt-2, ct-2, dt-2, and et-2 go through a specific procedure in two operations and after that the considered outputs at, bt, ct, dt and et arise. In between the signals at-1, bt-1, ct-1,dt-1, and et-1 exist that are outputs from the first operation and inputs for the second operation. Except of the signal at-1, the rest of the signals bt-1, ct-1, dt-1 and et-1 are derived directly from the inputs at-2, bt-2, ct-2, and dt-2 respectively. This means consequently that also ct, dt and et can be derived directly from at-2, bt-2and ct-2 respectively. 

Furthermore, the fact that at and bt calculations require the dt-2 and et-2 inputs respectively, which are stored in temporal registers is observed. The output at requires only dt-2 whereas bt requires only et-2.It is clear enough that these two calculations can be performed concurrently. In Fig. 4, the consecutive SHA-1 operation blocks of Fig. 1, have been modified so that at and bt are calculated concurrently. 
The gray marked areas on Fig. 4 indicate the parts of the proposed SHA-1 operation block that operate in parallel.
[image: image4.wmf]
Fig 4. Proposed SHA-1 operation blocks
Examining the execution process it is noticed that only a single addition level has been introduced to the critical path. This is necessary because during the computation of at the bt value has to be known. So in three addition levels the bt value is known and in parallel the two addition levels of at computation have already been performed. An extra addition level is required in order for the at value to be fully computed. Considering the above facts it is obvious that the critical path in the proposed implementation consists of four addition levels instead of the three addition levels consisting   the critical path of a non-concurrent implementation. Although, this fact reduces the maximum operation frequency in the proposed implementation, the throughput is increased significantly as it will be shown. In Eq. 2, the expression of throughput is given. 
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To the above equation theoretically the operating frequency is about 25% lower since the critical path has been exceeded from three to four addition levels comparing to non-concurrent implementations. However the hash value in the proposed implementation is computed in only 40 clock cycles instead of 80 in the non-concurrent implementations. This computation lead to the result that theoretically the throughput of the proposed implementation increases 50%.  
The modified expressions that give at, bt, ct, dt and et, are now described from Eq.3. 
	et = ct-2
dt = ROTL30(bt-2)

ct = ROTL30(at-2)

bt = ROTL5(at-2) + ft(bt-2,ct-2,dt-2) + et-2 
+Wt-1+ Kt-1
at = ROTL5(at-1) + ft(at-2,ct-2, ROTL5(bt-2))                 +dt-2 +Wt    + Kt
	(3)


From Eq. 3, it can be assumed that the area requirements are increased significantly. Thus, the small-sized constraint is violated. However, the hardware to implement the operation blocks of the SHA-1 rounds is only a small percentage of the SHA-1 core. Moreover considering the fact that the SHA-1 hash core is a component and not entire the authenticating scheme obviously the proposed implementation satisfies the design constraint for small-sized, and high-performing operation. Besides that in the next section it will be shown that the proposed implementation also meets the design constraints for the characterization as low-power.  

4
Power Issues
The proposed SHA-1 operation block not only results to a higher throughput for the whole SHA-1  core but it also leads to a more efficient implementation as long as the power dissipation is concerned. The reduction of the power dissipation is achieved due to a number of reasons.

First of all the decreasing of the operating frequency of the SHA-1 core results to a lower level of dynamic power dissipation for the whole SHA-1  core. This can easily be seen regarding the relevant power equations. Moreover the adopted methodology for the implementation of each SHA-1 operation block combines the execution of two logical SHA-1 operations in only one single clock cycle. This means that the final message digest is computed in only 40 clock cycles and thus calls for only 40 write operations in the temporal register that save all the intermediate results until the final message digest has been fully derived.

It is possible to estimate the total power savings considering that the initial power dissipation was calculated as 
Pinit=80 Pop (fop) + 80 PWR(fop),
Where Pop(fop) is the dynamic power dissipation of a single operation (depends from the operation frequency (fop) and PWR(fop) is the power dissipated during write/read operation of the registers (also depends from fop).Both Pop(fop)'s and PWR(fop)'s values are  proportional to the operating frequency fop. This means for a decreased fop both Pop(fop)  and PWR(fop) result to decreased values.

 According to the latter assumptions, the proposed operation block’s power dissipation is estimated as
Pprop=40.(2.Pop(f’op) + PWR(f’op)) =
80.Pop(f’op) + 40.PWR(f’op)).
 Considering that fop>f’op and thus Pop(fop)> Pop(f’op), PWR(fop)> PWR(f’op) (according to what was previously mentioned), it can be derived that the operating frequency defines the overall power savings and that the proposed implementation has a lower power dissipation. The above calculations are considered as conservatives since the proposed operation block’s dynamic power dissipation is for sure less that the twofold dynamic power dissipation of a single operation. This can be easily realized if the conventional single-operation and the proposed double-operation block are examined thoroughly. However in the theoretical analysis the factor 2 was used in order to cover the worst case that could happen including any power leakages that could be revealed due to the extra hardware used in the proposed operation block.
The proposed implementation can be described as low-power for the above reasons while simultaneously has much higher throughput comparing to the conventional high-throughput implementations. If a similar implementation is indented to be used in a device that does not exploits the extra throughput (i.e some portable or mobile devices for certain use) then this fact can lead to an even more low-power device. This can happen if a certain targeted technology is used where the operating frequency can be slowed down and at the same time the supplying voltage Vdd can be also decreased. Obviously this leads to a significant reduction of the total power consumption whereas the throughput of the device fluctuates to the desirable limits of conventional high-throughput implementations.

In the proposed implementation a 53% higher throughput is achieved comparing to competitive implementations. As a result of this the operating frequency can be reduced about 53% and have the same throughput with the other competitive implementations. The reduction of the operating frequency also leads to reduction of the supplying voltage Vdd ( in ASIC designs)at about 40% taking in consideration  conservative aspects. On the other hand a significant increase in the effective capacitance of the circuit occurs by a factor of two that has to be taken in consideration. Considering that the power dissipation in a circuit is proportional to the effective capacitance, to the operating frequency and to the square of the supplying voltage, it can be assumed that in this way an extra 60% power saving can be achieved
5
Experimental results and Com

In order to evaluate the proposed SHA-1 design approach, the XILINX FPGA technology was used. The core was integrated to a v150bg352 FPGA device. The design was fully verified using a large set of test vectors, apart from the test example proposed by the standard. The maximum achieved operating frequency is equal to 54 MHz, an expected decrease of 25% compared to [8] that correspond to the extra addition level introduced to the critical path. Although the operating frequency of the proposed implementation is lower than that of [7], [8] and [10], the achieved throughput exceeds 2,8 Gbps. 

For a fair comparison, among the considered implementations [7], [8], [9], [10], [11], the work presented in [12] is included, which although it doesn’t present a competitive throughput, it is the most recent on the topic. In Table 1, the proposed implementation is compared to the implementations of [7], [8], [9], [10], [11] and [12]. From the experimental results, there is a range of 53% - 2266% increase of the throughput compared to the previous implementations. It has to be noticed that the implementation of [10] was re-designed for the specific technology, for fair comparison. In [10], the reported operating frequency was 82 MHz and the throughput was 518 Mbps. 
	SHA-1
	Frequency (MHz)
	Throughput (Mbps)

	[7]
	71
	1731

	[8]
	72
	1843

	[9]
	43
	119.0

	[10]
	72
	460.8

	[11]
	55
	1339.0

	[12]
	38.6
	900.0

	Proposed
	55
	2816


Table 1.  Throughput Comparison of Proposed and Other Alternatives SHA-1 Implementations

Furthermore, regarding the overall power dissipation to process a message, the proposed implementation presents significant decrease, approximately by 30% compared to the nearest performing implementation [8]. Power dissipation was calculated using Synopsys Synthesize Flow for the targeted technology as it has already been mentioned in the previous section.

The activity of the netlist was estimated for a wide range of messages so that the gathered values of the netlist activity can be considered as realistic. Then, from the characteristics of the technology, an average wire capacitance was assumed and the power compiler gave rough estimations. The results were also verified on test boards, measuring the overall power consumed for a given set of messages, for each implementation. Power dissipation is decreased primarily due to the lower operating frequency, without compromising performance. Also, power dissipation decrease is achieved due to the reduction by 50% of the write processes to the temporal registers. This turns the proposed implementation suitable for portable and mobile devices, meeting this way the constraint for extended autonomy. 

In the case of the introduced area, the implementation of a SHA-1 core, using the proposed operation block, presented a 20% overall area penalty, compared to the implementation of [8]. The introduced area is considered to satisfy the requirements of the small-sized SHA-1 implementations, meeting in parallel the high-performance and low-power constraints as we have already shown. 
 6
Conclusions and Future work
A high-speed and low power implementation of the SHA-1 hash function was proposed in this paper. It is the first known small-sized implementation that exceeds the 2 Gbps throughput limit (for the XILINX FPGA technology - v150bg352 device). From the experimental results, it was proved that it is performing more than 50% better than any previously known implementation. The introduced area penalty was approximately 20% compared to the nearest performing implementation. This makes it suitable for every new wireless and mobile communication application [1], [2] that urges for high-performance and small-sized solutions. 

However, the major design advantage of the proposed design approach is the low power dissipation that is required to calculate the hash value of any given message. Compared to other high-performing implementations, more than 30% less power per message is required. The proposed design approach will be used to form a generic methodology to design low-power and high-speed implementations for various families of hash functions. 
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