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Abstract: - The introduction of high-level sophisticated mechanisms can bridge the gap in the field of safety-critical applications design and the low-power design. Two modified mechanisms that allow event driven operation with respect to safety requirements and on-line testing are presented. An optimized instruction-opcode mapping algorithm for application specific capable processing units is also introduced to assist the above mechanisms. The whole work has been applied to a commercial product and a 40% of power saving has been achieved. 
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1 Introduction

A discontinuity of nowadays technology in low-power and high-performance portable computing is present when it comes to meet safety-critical applications. With respect to the required level of safety, nowadays safe-systems may even present three times the initial area cost and power characteristics of a non-safe system. The later increases the requirements for small sizes and low-power designs [1,2,3] in order to introduce to the market portable devices targeting safety-critical applications.

The methods still used in most safety demanding fields have been introduced several decades ago contrary to applications that target the multimedia market and portable telecommunication. These methods suggest the use of multi-channeled architectures of unreliable components [4] in order to continuously monitor the operation of the system. 

In this paper, components that are commonly used in a microprocessing system are utilized and modified to fulfill required safety level. Low power dissipation issues are also considered. The main characteristic of these mechanisms is the ability to detect errors on-line, meaning that detection is performed during operation and not during a test mode imposed by a BIST unit. In addition, an application specific instruction mapping methodology  is introduced in order to assist these mechanisms to achieve the required safety levels. These mechanisms have been embedded in a system 
for medicine infusion, the commercial RYTHMIC 
pump. This product has been used as a vehicle for comparisons and extraction of conclusions. 

The low-power mechanisms are applicable in high levels of the design flow where significant savings are observed [5]. These mechanisms are: an embedded mechanism to monitor the execution of the application software and a dynamic task scheduling. The flow of this paper is organized as follows: in section II, the operation mode of the targeted system is explored. In section III, the mechanisms and a proposed optimization instruction opcode-mapping methodology are presented. In section IV, the architecture of the mechanisms is detailed. Summarizing the paper in section V, some conclusions are offered. 
2 A soft-error tolerant system

The increasing demand for safety on portable medical devices in the international market has been a motivation to discover a structure of future SoC that targets this market. A novel approach to implement the system has been selected in order to minimize the power consumption and increase the autonomy of the device. Varieties of errors described by the international standards have been targeted to render the system fault-tolerant. Special care has been given to soft-errors that appear more frequent due to the advance of the nowadays technology [6,7]. 

A microprocessing system can be designed targeting a commonly met Instruction Set, mainly for reusability reasons. Due to the low requirements of the safety-critical applications in terms of performance, the microprocessing system can be embodied by a mechanism that enables event driven operation and not formal constant operation. Advanced characteristic is the ability to detect errors that occur during its operation and the classification of the error as permanent or transient through a rollback algorithm [8,9]. Transient errors can be on-line detected, achieving sufficient fault coverage. This feature enables the system to tolerate soft-errors and continue its operation after the occurrence of an error. An analysis of the form of the application software, may introduce an extra signature mechanism to detect various error types that can be detected only using BIST units. 

3 Introduced Low Power Mechanisms and Optimized Opcode Mapping
An in-depth analysis of the safety-critical systems has shown that the main reasons for extra power consumption were: the duplication of the hardware for safety reasons and the unnecessarily continuous operation of almost every unit. In this section, the mechanisms and a technique that were used to minimize the power consumption of the system are presented, while detection of the faults is performed on-line. 
3.1 Configurable Instruction-Set

In this section, a developed methodology to efficiently arrange the opcodes of the targeted instruction-set is presented. In fig. 1 the flow of the methodology is briefly illustrated. 

In the first phase of the methodology, the candidate configurations of HW/SW of the system must be grouped, with respect to the constraints of the specifications. This is achieved from the use of the executable specifications of the system and an initial formed instruction-set. Every candidate configuration is then evaluated. This phase requires the “active” instruction-set and the characterization of frequently appeared sequences of instructions. The subset of the initial instruction-set that is used to form the application software is defined as “active” instruction-set. Thus, the instruction-set is pruned allowing more flexibility to the opcode mapping. Part of the work that is presented in [10,11] was used to characterize the power dissipation of the frequently appeared sequences of instructions. The probabilistic model offers selection criteria of the opcodes in order to minimize the switching activity on the Instruction Data bus which a major consuming factor of a SoC. The pruned instruction-set results less power dissipation of the control unit to generate the control signals than in the case of a general-purpose. A configuration file for the compiler of the microprocessor is required for every application, which is automatically generated by the development environment. The above methodology can offer a power reduction of nearly 20% in a typical safety-critical system that targets the medical market, operating at 12 MHz and implementing the application software in a 1kB Instruction RAM.
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Fig. 1: The instruction-set opcode mapping methodology for low-power dissipation of the control unit and on the Instruction Data Bus.

3.2 Low Power Memory Cell Tests and Program Consistency Checks

The ROM test routines that were applied until now for safety critical applications are based on the DIN VDE 801 standard [12] (B.2.1.3.1. RAM & ROM test ‘march model’). The sum of the application software opcodes, stored in the Instruction Memory, after execution of a program main loop, is calculated and is compared to a predefined value. Usually, this calculation is performed during idle operation cycles (the processing unit is forced to stop program execution). This Built-in self test (BIST) technique represents the only approach that addresses the fault detection problem for a program stored in memory until now. This test apart from the checking of the contents of the memory blocks (for hardware failures), it also checks the correct execution sequence of the under test program, though it has a pitfall. It introduces an unavoidable power overhead, since the extra circuitry introduced by the BIST checking algorithm not only dissipates excess power but also increases memory accesses to a maximum, to achieve the operation reliability imposed by the standards. Another sideffect presented is a big performance penalty due to the execution interruption caused by the memory test. The solution to these problems can be achieved through the use of the signature analysis [13,14] technique used for VLSI testing, in a more straightforward manner than the usual, resulting in the reduction of the memory read operations. 

The signature analysis technique that is employed in the proposed soft-error fault tolerant microprocessing system compacts the under execution program, instruction after instruction, after the decoding operation performed by the control unit. This technique under a careful selection of the Instruction opcodes and in coherence with the use of CRC (cyclic redundancy code) encoding (for all the Instruction words stored), leads to the detection of almost any single fault or failure that may be caused during operation or during program downloading to the processor’s Instruction memory. The real benefit introduced is that this technique leads to significantly less memory accesses. The proposed technique not only eliminates these memory read operations but also provides an almost concurrent (at the end of a 256 instruction sequence at most) observation of the memory status, instead of a periodic check every 1.2 mins. Although the circuit overhead presented is almost the same or slightly greater, when compared to the BIST technique, the number of comparisons (with signatures stored) must be kept as low as possible. This means that a small trade off is presented because on the one hand power is reduced due to the memory read operations reduction, but on the other hand, power is increased if the signature comparison is performed frequently.

The aftereffect is that this technique leads to power savings, especially when the signature comparison is executed after an adequate number of instructions have been compacted (usually greater than 64 and close to 256, since an 8 bit MISR is used). For the design of the novel commercial Rythmic pump application the presented technique introduced an estimated power reduction in the memory & program tests of roughly 35 %, comparing the power dissipations derived from the memory reads and the comparison between the MISR structure power dissipation and the compaction circuit utilized by the BIST technique.
3.3 Dynamic Resource Management

When designing safety critical application the designer must take under consideration the fact that, certain resources of this application must be continuously under observation in order to avoid critical situations that could lead to instability and failure. This means that the whole system cannot stay in an idle state for a long period, which in consequence prohibits the extensive use of gated clock techniques when controlling the whole system. In fact, because of this property, the possibility of reducing the power consumption for the processor is greatly lowered.

In a fault tolerant system, an external supervisor for the execution of such checking routines, in the form of a Watchdog Routine Timer Interrupt triggering unit can be implemented. Its main task is to safeguard the system’s resources. This means that the whole processing unit can be in IDLE state, while the Watchdog Timer module serves as the awakening stimuli for the processor, in order to execute the safety critical routines needed to preserve the unfailing operation of the system (even for the check of the processor itself). This sort of system operation considerably decreases the power dissipated by the system, and leads to a smoother software operation because it avoids unnecessary polling operations. Major sideffect of this technique is that it introduces the use of extra hardware for the implementation of the Timing mechanisms that trigger the execution of the safety sequences. 

The use of this mechanism leaded to a 36% reduction in terms of Power, for the overall Rythmic microcontroller, with respect to the Rythmic application with the processor being the supervisory unit and performing polling operations in the execution of the demanded safety sequences by the standards. 
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           Fig. 2: The proposed SoC architecture.

4 Proposed Architecture

In this section, the architecture of the proposed fault tolerant microprocessing system is briefly presented. In Fig. 2 the core processor and its interfacing with the peripheral units is illustrated. It must be stated that the signature analysis mechanism that was previously described is an internal part to the CPU, thus no functional block for this mechanism is illustrated in Fig. 2. A subsection concerning each one of the critical components of the microcontroller, namely the Signature Analysis mechanism, the Watchdog Timer and the PI motor controller, follows. Before continuing a statement must be made clear, the architecture is based on a processing core that is built following low power techniques, but taking under great consideration the fact that this is targeted for safety critical applications. This means that the balance tradeoff between safety and power leaned in most of the design towards the fulfillment of the safety criteria imposed by the standards.
4.1 Signature Analysis Mechanism

The architecture of the Signature Analysis mechanism designed to test the instruction memory of the microcontroller is illustrated in fig. 3. The signature analysis technique is based in BIST structures that utilize a linear feedback shift register (LFSR) structure as the data compaction circuit [10,11]. In the signature analysis mechanism implemented an MISR (Multiple Input Signature Register) structure is utilized. Instead of compacting the outputs of a combinational circuit under the execution of a predefined test set, the program under execution is compacted instruction for instruction after being decoded by the processor’s control unit. The derived, from the execution of an instruction sequence, signature is then compared with a pre-stored value to detect any failure or program error. The parity of the stored value is also compared to the parity of the derived signature through a TRC (two rail checker) unit. The error indicator that is formed from 2 FFs is write enabled only during the comparison.
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Fig. 3: Architecture of the Signature Analysis mechanism
4.2 Watchdog Timer module

The primary function of a Watchdog Timer is to perform a controlled system restart after a software problem has occurred. If the selected time interval expires, then a system alarm is triggered. For the Rythmic microcontroller a more sophisticated Watchdog timer is implemented in the sense of safeguarding the system resources (such as the Pressure sensor, the Battery voltage regulator, etc.) with a polling technique, by triggering routines that check hardware resources that can’t be checked through the use of self-checking circuits. The basic units that construct this module are the Watchdog Timer Interrupt triggering units (WTIs), formed from counting units and comparators and their architecture follows the pattern shown in Fig. 4.



 Fig. 4: Detailed schematic of the WTI triggering unit

5 Conclusions

In this paper, sophisticated mechanisms that allow the design of a low-power soft error fault-tolerant system was presented. A novel instruction opcode mapping technique developed and employed in order to reduce power consumption of the design was presented. Power management, based on event driven mechanisms, was applied at the system level. The above mechanisms and methodology have been applied to a commercial medical portable device resulting a 40% power reduction.
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