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Abstract: - A model for local data sharing is presented that centralizes implementation of reporting standards and eliminates the need for interface standards commonly used in XML/SOAP for local stakeholders.  This minimizes costs, training and procedural changes allowing rapid adoption.  The model is adopted from a project in the United States.
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1 Introduction
Attacks by terrorists, food contamination incidents, naturally occurring incidents and world-wide epidemics can strike local communities who are unprepared to provide coordinated responses.  These communities do not have the infrastructure to prevent or minimize such incidents.  This paper presents an information sharing model to bring knowledge to all stakeholders (e.g., police, fire, emergency response, medical, government and educational organizations) so that coordinated prevention, preparedness and early warning capabilities can be initiated.  The model is patterned after the first prototype project of its type in the United States, North Central Texas.
2 Problem Formulation
A case study by Government Technology [1] determined that information sharing across the government is a difficult challenge because 1) different systems often represent the same object in different ways and 2) security must be ensured.  Studies such as these focus primarily on technical issues.  However, the situation is much more complex.   Data to be shared cannot always be represented as an XML/SOAP format as proposed in that study.  Further, various agencies may not have the budgets or talent to setup XML/SOAP interfaces to their databases.  Other challenges not raised by this article are 1) agencies may not know what to do with shared data, they may not wish to share their data and most importantly there are minimal information sharing capabilities at local government levels for the federal agencies to collect a terrorist threat matrix for the nation.  The 9/11 Commission Report [2] concluded that information sharing led to failures by the United States to prevent the terrorist attacks on New York and Washington D.C., especially sharing between the intelligence agencies and law enforcement agencies.  Further, the lack of sharing at the local levels between jurisdictions prevented a coordinated response.  
3 Problem Solution

A model for information sharing at the local level is presented that minimizes or eliminates the needs for expensive and delaying XML/SOAP interface standards between local agencies and incorporates data in many format types.  
Because communications is critical for successful data and information sharing, the county government is creating a redundant, assured communications infrastructure.  This infrastructure includes interoperable truncked radios, satellite-based telephones, redundant high bandwidth fiber and wireless networks.  The communications link all stakeholders, schools, hospitals, and government offices.   There have been more than 10 exercises held by the county since the end of 2002 to improve preparedness awareness.  For the remainder of this paper the communications aspect is assumed.  Here issues of data sharing are addressed.
3.1 Sharing Model Participants
A regional Operations Center (ROC) manages the data sharing, introduces an intelligence function to the county for the first time and provides a central facility for transmitting data with standard wrappers to state and federal government organizations.  This center allows consolidation of funding resources to generate necessary interface standards and to provide access to more complex and expensive data mining and intelligence analysis software tools.  The data query capabilities and analysis reports are accessible via a secure website to all participants.
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Fig. 1 Example participants are shown, including 3 cities, 2 hospitals, the county (sheriff, jails, tax information), health department and a pharmacy.   In the actual system, many more participants will be linked including over 100 area hospitals, state and federal agencies.  Black arrows show method of collecting data into ROC.  Red arrows show participants able to query county and city data.  Turquoise arrows show who can query health data. 
A county contains many cities which have Computer Aided Dispatch (CAD), Incident Based Response System (IBRS) records on police investigations and observations, Municipal Court records on court cases, and public utility records.  This data can be applied to searching for criminal activity and terrorist threats.  The cities may also have geospatial data on building structures, hazardous materials sites, population distributions, utility locations, schools, parks and other resources.   The geospatial data helps to identify potential targets as well as preparedness and response planning.
The county government has CAD records for unincorporated areas and some smaller cities, criminal disposition records, and tax appraisal data.   These data add to knowledge on suspicious activities and help to locate where suspects reside.  
The county has a Health Department responsible for detecting infectious diseases, treating patients and providing inoculations to the public.  The county has the Epidemiologist and Health Authority (County Physician) reporting directly to the County Director of Homeland Security.  This reporting provides for improved detection, protection and response on naturally occurring infectious diseases and bioterrorism incidents.
3.2 Sharing Model Guidelines

Guidelines were adopted for achieving data sharing:

1. Have minimal or no cost impacts to the sharing organization

2. Have minimal or no procedural impacts to sharing organization

3. Allow greater capabilities of each organization through sharing

4. Make the sharing simple to use

5. Create a centralized location for sharing with external organizations
3.3 Human, Cultural and Organizational Factors

Even though the model shows many data types accessible through the Internet, there are rules which control access and permissions.  Added to this model are the human factors.   

· An Information Technology (IT) or external technical group manages the computer system.  The IT group believes its technical prowess enables it to implement any information sharing solution involving its computer system

· The middle management of the organization believes its data is critical to the mission and success of the organization.  The middle management also believes that its data ensures continued power over other organizations; hence data sharing is not advisable.

· Senior management is ordered by the Board of Directors to share information with the other organization to help protect its operations from terrorism.

The IT group stamps its own standards and culture on a proposed architecture, resulting in significant architectural and data standard differences between organizations.  The IT group also may wish to get involved in implementation of the sharing system.   Hence specialized applications tend to become poorly implemented or even inoperable from the designed viewpoint.   
Information sharing and intelligence systems try to integrate software applications and networks to facilitate information flow through the various databases and software applications.   The goal is to bring together disparate pieces of information that provide indications of possible terrorist activities.  The collected data and resulting intelligence can be shared with all participants, enabling improved preparedness and response.
Represent the information content for the architecture by:

A  = xh + ys + zd,

where is the information content associated with the architecture, A, the hardware, h, the software, s and the data flow, s.    The variables x, y, z є [0,1] denote the modulation on entropies due to the IT group.   x = y = z = 0 means the IT group is implementing the solution with no help from technical information sharing scientists.   x = y = z = 1 means that the IT group has no role in the implementation; that is, a turn key system is delivered by the information sharing scientists.  
Middle management is typically operating from a position of control.   They resist change and want to protect information as a means of job security and stability.  They will generally be against any data sharing initiatives.   Senior management will generally be required to enforce data sharing initiatives across organizations.   Hence, this situation is modeled as a conflict relationship between senior management and middle management.

Let A be the information content to be shared.  Let C be the conflict level between the senior and middle management.  Then the amount of data that will be shared based on the amount of conflict is

Information Content Shared = f(C)A
where f(C) is a continuous, monotonically decreasing function.  Thus, for maximum conflict f(C) = 0; and for no conflict f(C) = 1.

The human factors are then combined as the Shared Information Content (SIC)
SIC = f(C)( xh + ys + zd)
3.4 Sharing Model
The information sharing is collected from each participant using the following means:
1. Secure File Transfer Protocol (FTP) at scheduled times to the ROC

2. Secure email to the ROC when new data is available
3. Synchronization of databases between the ROC and sharing organization at scheduled times (when the sharing organization cannot transmit their data)
4. Fill out an HTML form over a secure web

5. Download of an entire website at specified times, exporting only web pages that have changed or are new

Notice that no sharing organization is required to implement an XML type wrapper around their data prior to sharing.

Each city has fields in their CAD and IBRS data records that could be named differently.  These are taken into account at the ROC through the knowledge management software which is setup to extract specified field structures.  When the entire data structure is queried by any participant, they can use the naming conventions they have defined.   Multiple meanings will be attached to their words to reach into data from other cities, counties and organizations.

If the combined information creates a lattice of the situational intelligence, then the human factors (SIC) can result in loss of a node, group of nodes or entire segment of the lattice (Fig 2).  In this case of data loss, there will be loss of intelligence and an increased confusion.
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Fig. 2  Example knowledge lattice (from i2 Analyst Notebook) showing linkages where significant relationships could be lost if data is not shared.  The center node elimination would totally disrupt the lattice. Loss of the data in the lower left would result in further losses.
According to Young [3], in a lattice representation of knowledge, the knowledge representation can be represented as a vector X.  Suppose X represents the knowledge structure if all participants share and Y the knowledge vector if the human factors result in less sharing, the metric distance 
[image: image6.wmf] is a measure of the loss in information between the two structures.  The human factors result in the zeroing out of a subset of vector components in Y.
The shared information content coefficient f(C) is defined to be a vector aligning with the knowledge structure X.   Thus, each element of the coefficient is aligned with the components of the vector X and has a value that specifies the participant where the data originates.  Therefore, the elements of Y are computed by
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3.5 Application to Local Organizations

In Fig 1, the local organizations have data divided into city-county and health data sharing.  The knowledge structures can be represented as the vector sum X1 + X2, where X1 is the city-county knowledge and X2 is the health knowledge.  Each of these vectors in the sum can be affected by human factored sharing reduction, being mapped into Y1 and Y2.  However, from the Intelligence Analyst’s viewpoint, there may be indicators contained in the knowledge space of both vectors such that reduction of sharing in one affects the knowledge content of the other.  Thus the total residual vector after the impacts of human factors is Y1 + Y2 - Y3(X1,X2).  These vectors will be dependent on complexity of the data and the relationships between the data and knowledge relationships.
3.6 Overcoming Obstacles to Sharing
In some cases organizations do not wish to share their data.  Bridging differences between organizations can be accomplished using the following means:

· Brainstorming sessions – between multi-discipline groups to identify understanding of sharing potentials and the relationship to operational gains
· Employ groups that currently have important data to continue maintaining and managing their data  -- don’t try to collect all the data in one “Mother of all Databases”
· Create a vision that allows alignment of projects from various agencies – don’t try to micromanage funding and projects between organizations

· Increase the operational capabilities of each stakeholder through data sharing

· Provide interfaces that bridge cultural and operational differences

· Provide online rules that aid users in sharing data across disciplines

· Make data sharing part of incentive goals for all employees

4 Conclusion
This paper has provided a model for sharing at the local level.   A regional operations center serves as the link between local and national organizations.   Using this structure, local governments can construct a terrorist threat matrix for their region which can be shared with the national agencies.   The national agencies can in turn construct a threat matrix for their nation.   The local sharing infrastructures allow alignments for prevention, preparedness, minimizing impacts of incidents and coordinating responses for all types of hazards.
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