Integration QoS and security technologies in 4G mobile networks
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Abstract:- No ICT networks are perfect. Furthermore,  QoS, security and mobility can be viewed as three vital aspects of mobility-enhanced IP and 4G networks. We would point out, it is especially important to find new quantitative measures of security to be able to offer a new security-related QoS classes. Appropriate QoS support is needed in order to meet end-users’ expectations. In order to achieve that,  QoS, security and mobility  technologies must be integrated, as pointed out in the paper.
Key-words: network security, QoS classes, security services
1 Introduction

Until recently, quality-of-service and network security technologies lived in separate worlds [1, 2]. However, they common important aspects are pointed out in the next section.

Security is an area that has been studied since the 1960s. The area of QoS, which is not as old a security, has been addressed by implementers and researchers during the last decade. Security perspectives on QoS have, however, not been studied much. Furthermore, security is sometimes mentioned in the QoS literature. In the reports, there is distinguish between technology-based and user-based QoS characteristics. In the latter, four categories are identified: criticality, perceived QoS, cost, and security. For the security category, four different parameters are presented: confidentiality, integrity, non-repudiation of sending or delivery, and authentication. Finally, it should be noted that common certification standards, such as TCSEC (Trusted Computer Security Evaluation Criteria)the Orange Book, ITSEC (Information Technology Security Evaluation Criteria) and CC (Common Criteria) represent a way of measuring security in the sense that they rank systems into classes and divisions based on design attributes. It could thus be expected that a system from a higher class in general is more secure than a system from a lower class.

In the third   section, some security definitions have been given. A note on software metrics was also presented. It is stated that the discipline of security metrics is quite immature and must be studied further. The term security parameter is used to denote an attribute that is available to and configurable by the user.
In the fourth section is pointed out that appropriate QoS support is needed for mobility-enhanced IP networks in order to meet end users’ expectations. The provision of the authentication, authorization and accounting (AAA) service in a mobile environment  will require inter-domain exchange of AAA information.

In the last section, QoS, security and mobility are viewed as three vital aspects in 4G networks. Two major challenges in developing 4G heterogeneous network infrastructure are QoS provisioning and security services for mobile users’ communication flows. Providing QoS guarantees in 4G networks is a non-trivial issue. Furthermore, a security association needs to be established to ensure data integrity and encryption. Thus, in order to achieve seamless handover, mobility, QoS and security technologies must be integrated.
2 QoS and network security

Network implementers are recognizing common ground and the benefits of the same integration framework for QoS and security. For example, some types of attacks on network security affect application performance - and ensuring application performance is the main goal of QoS. Next, security and QoS products already tap common access control lists (ACL) for rules on how to treat traffic. And if further integrated, an intrusion-detection system that discovers abnormal traffic patterns could alert a QoS system to treat that traffic according to those rules.

Firewalls and intrusion-detection systems are typically used to identify unauthorized traffic based on known malicious bit-patterns or limited parameters in an IP header. At the same time, sophisticated traffic-management capabilities (available as appliances and as software capabilities in network routers) recognize traffic based on application, protocol, user, media access control address, IP address and other granular variables [3,4].

On the other hand, QoS's primary purpose is to manage the performance of multiple applications contending for bandwidth on a converged network link. To do this, QoS technology identify what traffic is on the network, then classify and treat it according to the enterprise's network policy. Once you have the power to identify and control traffic this way, you can apply QoS to also detect traffic anomalies, then set policies to automatically mitigate their effects.

Adding QoS to the security tools provides another line of defense against network attacks that affect performance. Meanwhile, further integration will enable QoS and security features to communicate with one another. When a network policy configured using one feature can trigger appropriate corresponding behavior in the other, this integration and automation will enhance and simplify the network administrator's ability to implement policy-based rules to manage network behavior.
3 Security-related service classes
The basic idea with QoS in a network is to offer a set of service classes (on top of the standard best-effort variant) to the users, where each class has its own quality parameters (delay, jitter, bandwidth, and loss rate) as well as quality assurance level. In a QoS aware distributed system, a user will be able to choose between various service classes, each with different reliability, predictability, and efficiency degrees [5]. 

However, until now no security-related service classes have been defined! This implies that end users have no chance of configuring their level of security. Security is not recognized as a parameter (or a set of parameters) in current QoS architectures, which is remarkable. One reason for that could simply be that it is difficult to quantify security, something that is needed for security to be treated correctly in such an architecture. Furthermore, security is not a single dimension per se, but rather composed by a number of attributes (confidentiality, integrity, and availability). However, these three attributes describe different, and in many cases contradictory, requirements of the underlying systems and communication channels.

Nowadays, the importance of security for our society is uncontradicted and more and more effort is being expended on security-enhancing  methods and mechanisms as well as in recovery actions after security breaches. Despite this, there are still no good methods to get a quantitative assessment of security! It is evident that such a metric should be needed in order to know the level of security for our systems and to be able to compare one system with another, or to compare an improved version of a specific system with the unimproved version. Hence, new ways of measuring security must be invented as step towards introducing security as a dimension in QoS.

Security is composed of three attributes: confidentiality, integrity, and availability. Confidentiality implies prevention of unauthorized disclosure of information, while integrity means prevention of unauthorized modification of information. Availability means prevention of unauthorized withholding of information or resources. At present, there exist no quantitative measures of confidentiality nor of integrity.

The traditional interpretation of security is that it has two possible states or values: secure or insecure. However, it is believed that this binary model is both immature and insufficient. Instead security (or rather its attributes) should be regarded as a metric with a whole range of values. The discipline of security metrics is, compared to software metrics, much more immature. However, it is regarded the lack of (good) security metrics as one of the most challenging parts of the research in this area. Will it ever be possible to quantify security or its attributes? With todays knowledge it seams to be impossible to answer that question. Without comprehensive attempts to find metrics for security, it will for sure not got an answer. It is evident that neither security, nor its two attributes confidentiality and integrity are easily measurable, the third, availability, being a possible exception. In fact, it is might never be able to directly measure them. What it is should and can do, is to try to identify one or more indirect measures that could be used as an approximation for a certain security attribute [6].

The idea with QoS is to let users choose their own quality level depending on their current needs. The term security parameter is used to denote an attribute that is available to and configurable by the user. However, note that the scale for a security parameter does not necessarily have to be an absolute or ratio scale, where all or most arithmetic analyses are possible on the attribute. In some cases, a parameter with a corresponding ordinal scale could be what we are searching for. A more-secure-than relation might be enough in many real situations. 

Before a user starts a communication session he will assign values to the security parameters. For convenience reasons, some form of QoS profile will probably be available. These profiles, which could be one per user, one per role, etc, contain standard or default values of the security parameters for a user, a role, etc. Furthermore, for this scheme to be really useful, the configurable parameters must be understandable by the users. It is also important that users can change the parameters easily, since they will otherwise not change them at all. Yet another issue with security parameters is the fact that they may change during a session, especially in mobile computing. A user may, for example, have totally different security requirements depending on which network is connected. Given a physical movement both network and service provider may change. A switch from one network to another is called roaming. When roaming takes place, the security requirements may be different. They may for example be dependent on the users willingness to trust other network operators than her own [6].

4 Secure QoS support for MobileIP

Appropriate QoS support is needed for mobility-enhanced IP in order to meet end users’ expectations. QoS support should be in an end-to-end way (both wireless and wired parts that serve a mobile communication should support and maintain the required QoS for communicating peers, in particular, during and immediately after handoff). However, this is not supported by current Mobile IP [7]. 

Furthermore, security measures are required to protect the network infrastructure. The provision of the authentication, authorization and accounting (AAA) service in a mobile environment  will require inter-domain exchange of AAA information, which is essential to provide access services and resource usages within the visited domain.

The paper [8] describes the secure, QoS-enabled MobileIP architecture addressing the above issues:

· Optimization of handoff operations. In addition to basic mobility support (location management and handoff), support of horizontal (intra-technology) as well as vertical (inter-technology) handoff is desired. Furthermore, signaling overhead caused by mobility support as well as service interruption and packet losses caused by handoff should be minimized.

· Low-latency QoS re-establishment for IP-level handoff. Traffic flows should obtain QoS treatment as soon as the packet flow as such has been (re-) established after a handoff, while additional signaling traffic overhead should be kept low. In addition, a handoff to a particular access router (AR) should not be performed if minimal QoS requirements, defined by the user, can not be met along such a new path. It is also desirable for higher layers to know if a path is unable to provide required QoS.

· Authentication and QoS-aware authorization for mobile users. The visited network should verify the MN (Mobile Node) has the identity it claims to have. Also, the visited network needs to learn what kinds of services or how many QoS resources the MN is allowed to use and verify the resource usage of the MN to ensure that the total resource consumption does not exceed what the MN is entitled to use. To support efficient handoffs, it is also necessary to minimize the registration latency introduced by authentication and authorization (AA) procedures in handoffs taking place both within an administrative domain and between such domains. Furthermore, all AA messages should be transmitted securely to prevent both passive and active attacks.

5 Security services in 4G networks

Future 4G mobile communication networks are expected to provide all IP-based services for heterogeneous wireless access technologies, assisted by mobile IP to provide seamless Internet access for mobile users. Two major challenges in developing such heterogeneous network infrastructure are QoS provisioning and security services for mobile users’ communication flows.

Even though a universal consensus on what is going to be 4G is not yet reached in the industry or the literature, there is a reasonable understanding of some characteristics of 4G mobile networks. Some of the accepted characteristics are:

· all-IP based network architecture

· higher bandwidth

· support for different access networks, including WLAN technologies like IEEE 802.11

· full integration of hot spot and cellular
· support for multimedia applications.
QoS mechanisms, including resource reservation (signaling), admission control and traffic control, allow multimedia applications to get certain quality guarantee e.g., on bandwidth and delay for its packets delivery. Providing QoS guarantees in 4G networks is a non-trivial issue where both QoS signaling across different networks and service differentiation between mobile flows will have to be addressed. On the other hand, before providing network access and allocating resources for an MN, the network needs to authenticate the MN’s (or the mobile user’s) credential. Furthermore, a security association needs to be established between the MN and the network to ensure data integrity and encryption. Thus, in order to achieve seamless handover, mobility, QoS and security technologies must be integrated.

Mobility. Mobility involves both control plane and data plane. The control plane is mainly involved with  path decoupled, end-to-end way of mobility registrations, while data plane concerns mobility-enabled routing for data flows into and from an MN while it moves between different locations. The data plane behavior is achieved by installing/changing certain binding caches upon certain control plane information exchange (binding update/acknowledge procedure in MIP) [9]. 

QoS. QoS provisioning also comprises data plane (mainly traffic control e.g., classification and scheduling) and control plane (mainly admission control and QoS signaling) functions. Follow the above exploration of mobility problems, we can identify the fundamental difference of QoS  provisioning in all-IP 4G mobile networks from a traditional: whereas its resource control mechanisms can be similar to that of traditional networks, changing a location during the lifetime of a data flow introduces changed data path, thus requiring identifying the new path and installing new resource control parameters via path-coupled QoS signaling. Hence, a problem is how to apply any QoS signaling mechanism to achieve end-to-end resource setup in mobility scenarios [9]. 

Security. Security in 4G networks mainly involves authentication, confidentiality, integrity, and authorization for the access of network connectivity and QoS resources for the MN’s flows. Firstly, the MN needs to prove authorization and authenticate itself while roaming to a new provider’s network. AAA protocols (Radius, COPS or Diameter) provide a framework for such support especially for control plane functions, but they are not well suited for mobility scenarios. The Extensible Authentication Protocol (EAP), a recently developed IETF protocol, provides a flexible framework for extensible network access authentication and potentially could be useful. Secondly, when QoS is concerned, QoS requests needs to be integrity-protected, and moreover, before allocating QoS resources for an MN’s flow, authorization needs to be performed to avoid denial of service attacks. This requires a hop-by-hop way of dynamic key establishment between QoS-aware entities to be signaled on. Finally, most security lie in network layer functions: although security can also be provided by higher layers above the network layer, mostly studies lies on mobility in the sense of network layer information exchange for mobile devices [9].

6 Concluding remarks

Security is a very important attribute of modern ICT systems. However, there is no good way to make a quantitative assessment of it or to define service level classes that could be of value to the users and designers. We have made a brief survey of what has been done so far in the area and suggested some potential ways of further progress towards a quality of service concept that would include security aspects.
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