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Abstract: - This paper describes the properties of digital signatures used for security of electronic transactions and implementation of those properties with real life problems and precautions. This paper also surveys the various digital signatures used in different parts of world and status of digital signature in India. Finally a list of countries where digital signature has legal status is presented.
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1 Introduction

With the growth of electronic transactions, the need of digital signature has become major requirement in cyber world applications such as e-banking and e-governance. The simple graphic image of signature will not work in electronic transactions as it can be easily copied. To be reliable and secure the digital signature should have the following properties as in handwritten signature.

I. It must verify the signer, date and time of signature.

II. It must authenticate the contents at the time of signature.

III. It must be verifiable by third parties to resolve the disputes.

 The first property can be well understand with the following example – Santa Singh place an order of 1000 Rupees to Banta Singh’s firm. Now Banta should be sure that this message has came from Santa and also Santa can not later refuse that he has not placed such a order. This is implemented using public key technology. The public key technology used in digital signature uses two keys one private key known only to user to sign the document and a public key, which is publicly available to verify the signature. The private key and corresponding public key are actually complex mathematical functions to encrypt and decrypt the message.  The requirement of public key technology used in digital signature is that either key of private–public key pair can be used to encrypt the message and second key is used to decrypt the message. Also it is computationally hard to deduce private key from public key.

When Santa places an order electronically to Banta’s firm. He will perform the following steps-

I. Santa signs the order with his private key.

II. Santa encrypts the sign order with Banta’s public key and sends it to Banta.

III. Banta saves the received encrypted order and then decrypts the order with his private key.

IV. Banta verify the signature with Santa’s public key.

These steps are necessary so that Santa cannot later refuse that he has never placed such an order. If Santa does, then Banta can show the received encrypted and decrypted orders in court and prove that order can be only be encrypted using Santa’s private key. Time stamp is also needed so that Banta can’t reuse the same order again and again.

The second property of digital signature is implemented by using hash functions or message authentication code (MAC). These hash functions are applied on any arbitrary length message and convert it to fixed size hash value. Hash value is 128 bits in MD5 (Message Digest 5) and 160 bits in SHA/SHS (Secure Hash Algorithm/Standard). This hash value will act as checksum as it is also sent with original message. Even a single bit change in message will produce different hash value. MACs  are also same as hash function except that they also include a secret key and some one with secret key can only calculate the hash value.

The third property of digital signature is necessary so that in case of dispute it can be resolved. In India to get your digital signature, you first need to apply any one of the Certifying Authorities (CAs) appointed by Controller of Certifying Authorities (CCA). As a licensed Certifying Authority issues digital signature it goes to provide legal non-repudiation.

2 Digital Signature In Real World

There are number of digital signatures schemes. Some popular digital signature schemes and standards are described here.

2.1 U.S. Digital Signature Standard (DSS)

The National Institute of Standards and Technology (NIST) has published Federal Information Processing Standard FIPS 186, known as Digital Signature Standard. The DSS makes use of SHA and presents a new digital signature technique, the Digital Signature Algorithm (DSA). The DSS was originally proposed in 1991 and revised in 1993 in response to public feedback. There was a further minor revision in 1996. In 2000 an expanded version of standard was issued as FIP 186-2.

2.2 Digital Signature Algorithm (DSA)

The U.S. Digital Signature Algorithm is based on El Gamal algorithm with a few restrictions, which make the algorithm easy to use for those who do not want or need to understand the underlying mathematics. However it also weakens the potential strength of encryption by reducing the uncertainty for attacker.Due to this there is a long list of criticisms against DSA by many  large software companies. The companies want to adopt the ISO 9796 international standard that uses RSA (Rivest, Shamir, Adleman) algorithm for encryption. David Kravitz, formerly of NSA (National Security Agency), holds the U.S. patent #5231668 dated 27 July 1993 of DSA.

Patents are good only for 17 years, and cannot be renewed. On 27 July 2010 this algorithm will enter the public domain.

2.3 GOST Digital Signature Algorithm

This is a Russian signature standard officially called GOST R 34.10 – 94. This algorithm is very similar to DSA and even more secure than DSA because of much larger number used in computation. It has been in use since the beginning of 1995.

2.4 Discrete Logarithm Signature Schemes

Other than El Gamal and DSA  there are thousands of signature schemes based on discrete logarithm problem and can be consider as part of same family. Meta El Gamal signature scheme, Meta Blind signature scheme and Schnorr scheme for smart cards are some examples of this type. 

Schnorr Scheme is very popular due to short signature and high-speed implementation. Schnorr is patented in the United States (Patent #4995082 dated 02 February 1991) and in many other countries. In 1993 Public Key Partners (PKP) of Sunnyvale, California acquired the worldwide rights to the patent.

2.5 ESIGN

This is a digital signature scheme from NTT Japan. It is touted as being at least as secure and considerably faster than either RSA or DSA, with similar key and signature length. ESIGN is patented in United States, Canada, England, France, Germany, and Italy. Anyone who wishes to license the algorithm should contact Intellectual Property Department, NTT 1-6 Uchisaiwai-cho, 1-chome, Chiyada-ku, 100 Japan.

2.6 Fiat-Shamir Scheme

The primary benefit of Fiat-Shamir scheme over RSA is speed: Fiat-Shamir requires only 1 percent to 4 percent of modular multiplications of RSA. Fiat-Shamir is patented in US (patent#4748668 dated 31 May 1988) Any one interested in licensing the algorithm should contact Yeda Research and Development, The Weizmann Institute of Science, Rehovot 76100 Israel.

2.7 ONG-Schnorr-Shamir

This signature scheme is based on quadratic polynomials. Many versions of this scheme have come after the initial release of scheme in 1983, Most of them proved insecure.

3 Precautions While Using Digital Signature

I. Always follow the security rules described in digital signature application.

II. Always sign on hash of message. Never sign on message itself.

III. Choose private key and public key pair such that public key is significantly larger than private key.

IV. If it is possible, change the message sent by other person before signing it so that sender cannot predict the hash value in advance. Change may be even addition of a blank space or a simple greeting.

4 Status in India

The passage of Information Technology Act on 17 October, 2000 legalized digital signature in India. However there are some restricted areas where digital signature cannot be used and hand written signatures of parties are must or to be attested such as negotiable instruments, power of attorney, trusts, wills and documents for the sale or conveyance of immovable property. 
The act authorizes the central government to appoint a CCA to license and supervise the activities of CAs. CAs are empowered to issue Digital Signature Certificate (DSC). The applicant must have a private key that can create a digital signature. This private key and the public key listed on the DSC must form the functioning key pair.

The CCA has licensed National Informatics Centre (NIC), Institute of Development and Research of Banking Technology (IDRBT), Tata Consultancy Services (TCS) and SafeScrypt as CAs to issue digital signature in India. Developments such as the Securities and Exchange Board of India permitting brokers to send online contract notes authenticated by digital signatures, the move to amend the Negotiable Instruments Act to approve electronic cheques and admissibility of e-transactions and the Directorate General of Foreign Trade becoming digital signature-enabled would give a boost to the use of digital signatures in the country. 

A List of countries and Unions where Digital Signature Law is enacted is given in Table 1
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Table 1

List of countries and Unions where Digital Signature Law is enacted

	Argentina
	Australia
	Austria

	Belarus
	Belgium
	Bermuda

	Brazil
	Bulgaria
	Canada

	Chile
	China
	Columbia

	Costa Rica
	Czeck Republic
	Denmark

	Dominican Republic
	Ecuador
	Estonia

	European Union
	Finland
	France 

	Germany
	Greece
	Hong Kong

	Hungary
	India
	Ireland

	Israel
	Italy
	Japan

	Luxemburg
	Malaysia
	Malta

	Mexico
	Netherlands
	New Zealand

	Nicaragua
	Norway
	Panama

	Peru
	Philippines
	Poland

	Portugal
	Puerto Rico
	Romania

	Russian Federation
	Singapore
	Slovak Republic

	South Africa
	South Korea
	Spain

	Sweden
	Switzerland
	Taiwan

	Thailand
	Trinidad & Tobago Republic
	Tunesia

	U.S.A 
	United Kingdom
	United Nations

	Venezuela
	Vietnam
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