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Abstract: Information transferred in a wireless sensor network can be sensitive, hence it is vital to secure the data
on the network. Enhancing the network’s security affects the network operation, by increasing the data’s handling
time. In this paper, the trade-offs between enhanced security and sensor network performance is discussed. The
studies concentrate on the increase in computation time and energy consumption as enhanced security features and
levels are utilized. This paper presents, RC5-based encryption and CMAC authentication, used to achieve data
confidentiality, freshness, replay protection, authentication, and integrity. These features enhance data security
but can also decrease sensor network operability, because of the added load in computation and communication.
By selecting a suitable algorithm and operation conditions for encryption and authentication, the data security in
wireless sensor networks can be improved with minor resource losses.
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1 Introduction
Wireless sensor networks (WSNs) are based on phys-
ically small-sized sensor nodes exchanging mainly
environment-related information with each other.
WSNs have a very wide application area including
home control, industrial sensing and environmen-
tal monitoring. Sensors typically have very lim-
ited power, memory, and processing resources and
so interactions between sensors are limited to short
distances and low data-rates. Sensor node energy-
efficiency and sensor network data-transfer reliability
are the primary design parameters.

Security is one other vital aspect in WSN appli-
cations. The implementation of security policies is a
complex and challenging issue because of resource-
constrained nodes. Short transmission distances re-
duce some of the security threats, but there are risks,
for example, related to spoofing, message altering and
replaying, and flooding and wormhole attacks [6]. It is
important therefore to consider security solutions that
guarantee data authenticity, freshness, replay protec-
tion, integrity and confidentiality.

Security measures should not significantly affect
WSN operations. In Security Protocols for Sensor
Networks (SPINS) over 90 % of security-related en-
ergy consumption is caused by extra communication

[14]. It is estimated that each extra bit transmitted
consumes an amount of power equal to that used in
executing 800-1000 instructions in the processor [22].
The message size also affects reliability and scalabil-
ity of the sensor network [19]. These points support
the idea that message size, and the number of mes-
sages, should be minimized in order to achieve the
goals of low-power, simplicity and reliability. There
are methods that can be used to keep this sensitive
information private. In asymmetric public key cryp-
tosystems each node has a public key and a private
key. The public key is published, while the private key
is kept secret. Asymmetric public key cryptosystems
such as the Diffie-Hellman key agreement or RSA sig-
natures are typically too conservative in their secu-
rity measures, adding too much complexity and pro-
tocol overhead to be usable in WSN solutions. The
influence of public key cryptography on the lifetime
of a sensor network node is evaluated in [15]. In
symmetric cryptography the transmitter and the re-
ceiver of a message know and use the same secret
key; the transmitter uses the secret key to encrypt
the message, and the receiver uses the same secret
key to decrypt the message. Symmetric solutions are
therefore more suitable for resource-constrained sen-
sor networks, though they need special solutions for
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security key pre-distribution. [17]. There are numer-
ous key distribution mechanisms available for WSN
applications, one is presented in [2].

In this paper, the well-known and well-
understood RC5-based encryption and Cipher-based
Message Authentication Code (CMAC) authentica-
tion are used to achieve security in data transfer. RC5
is a symmetric block cipher that is used in counter
mode (CTR). The same simple RC5 algorithm can be
used for encryption and decryption. RC5 is also em-
ployed in CMAC implementation. For these reasons,
RC5 and CMAC are suitable for resource-constrained
sensors.

This paper studies how these chosen security fea-
tures affect sensor and sensor network performance.
The focus is on security and performance trade-offs,
especially in energy consumption and computation
time. KILAVI platform [13, 18, 19, 20, 21] is used
as a reference but all the results are easily exploited
in other approaches as well. KILAVI is intended for
low energy and low data-rate device control and mon-
itoring in buildings, and is comprehensive with regard
to the different functions and devices needed to im-
plement an operative building network, with dynamic
network set-up and maintenance. Message structure
in KILAVI is compact in order to have low over-
head protocol, and reduced channel reservation time
in transmissions. The risk of transmission collisions
increases in relation to channel reservation time.

The rest of this paper is organized as follows.
Section 2 is a general discussion about security so-
lutions in WSNs. Section 3 concentrates on chosen
encryption and authentication principles. Section 4
introduces the KILAVI platform and its security fea-
tures. Section 5 describes the cipher implementation.
Section 6 presents the computation time used by the
security features. Section 7 presents the amount of
time and energy the used security features consume
in data transmission. Section 8 analyzes the obtained
results. Finally, section 9 concludes the paper.

2 Security Solutions in WSN
Although there are encryption algorithms that are
faster and lighter compared with RC5, for example
RC4, they lack the same degree of security [9]. For
this reason it is not advisable to use them in wireless
applications where confidential data is transferred be-
tween endpoints. For the time being, RC5 can be con-
sidered as one of the best ciphers in terms of overall
performance, when used in nodes with limited mem-
ory and processing capabilities. As an industry stan-
dard, RC5 is also utilized in other types of applica-
tions [1, 11], and can be used in other types of wireless

sensor networks than KILAVI [4]. As the network de-
vices and the microcontrollers in them develop further
and gain more memory, more complex ciphers can be
utilized with fewer resources sacrificed.

In a building environment, where data rates are
low and payloads (states, measurements, control mes-
sages etc.) small, requirements for a cipher focus
on data security and resource requirements. Memory
consumption, time demanded for encryption and de-
cryption operations (bit rotation, addition, multiplica-
tion, etc.) and enlarged payload in transmission are
all examples of WSN node resource requirements. If
the amount of protected data were larger, the opera-
tion speed of the cipher would play a more signifi-
cant role. The RC5 cipher is known for its easy adapt-
ability. Utilizing the RC5 encryption and decryption
algorithms in an existing set of instructions is rea-
sonably straightforward. All the necessary functions
can be downloaded, modified and implemented free
of charge. [16, 17]

Encrypting the message for data transmission is
the only way to improve security if the transmission
can not be secured physically by using wired trans-
missions or some other method. Obviously, these
needs set limits to the usability of the application
and hence are not taken into consideration in WSNs.
In WSN solutions, the encryption is usually accom-
plished by using a symmetric cryptosystem such as
RC5 or Advanced Encryption Standard (AES). Just
like RC5, AES is also a block cipher and is used
widely in ZigBeeTM (IEEE 802.15.4) [5]. Although
the National Institute of Standards and Technology’s
(NIST) AES cipher is more widespread than RC5 and
has inbuilt hardware support among some microcon-
troller manufacturers, AES is slower and has higher
memory requirements than RC5, which makes RC5
a better cipher solution for devices with limited re-
sources.

The reason why asymmetric-based cryptosystems
are not used in WSNs is probably due to their slow
execution times. The complexity that is required for
making mathematically-paired keys demands calcula-
tion time and the extra resource-requirements for two
separate keys: public and secret. The public key is
used for message encryption and the secret key for
decryption. In resource-constrained nodes, it is im-
practical to use a cryptosystem with high computa-
tion, communication and storage overheads. The good
thing about asymmetric cryptosystems is that all the
devices are digitally signed and hence the authenticity
of each message can be noted easily. [14]
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3 Security Issues
Section 2 introduced the features of the RC5 cipher
and pointed out its benefits. This section presents
message encryption and authentication using the RC5
cipher.

3.1 Encryption
Block-cipher type RC5 is a symmetric encryption al-
gorithm that transforms a fixed-length block of unen-
crypted text into a block of encrypted text of the same
length. This transformation takes place under the ac-
tion of a user-provided secret key. Decryption is per-
formed by applying the reverse transformation to the
ciphertext block using the same secret key. [1, 17]

RC5 is suitable for resource-constrained sensor
nodes for the following reasons. RC5 is a simple and
fast cipher using only common microcontrollers op-
erations; it has a low memory requirement making it
suitable for sensor applications; the same lightweight
algorithm can be used for both encryption and decryp-
tion; and heavy use of data-dependent rotations pro-
vides high security. The RC5 block cipher has built-
in parameter variability that provides flexibility at all
levels of security and efficiency. Table 1 presents the
variety of parameters and values used in the RC5 op-
erations. [16]

Table 1: RC5 parameters
Parameters Values

Word size (w) 16, 32, 64 bits
Block size (2w) 32, 64, 128 bits

The number of rounds (r) 0 - 255
Key length (b) 0 - 2040 bits

There are three basic routines in RC5: key expan-
sion, encryption, and decryption. Key expansion must
be performed before the encryption can be initiated.
In the key-expansion procedure, the user-provided se-
cret key is expanded to fill a key table whose size de-
pends on the number of rounds. The key table is then
used in both encryption and decryption. The encryp-
tion routine is based on three basic operations: integer
addition, bitwise XOR- (exclusive-or) and variable ro-
tation operations. Figure 1 shows the first half of one
RC5 encryption round. The plain text to be encrypted
is divided into parts A and B. First, an XOR opera-
tion is performed on A and B. A bit rotation opera-
tion is executed on the output of XOR and B. Finally,
the output of the bit rotation operation is added to the
extended encryption key (K). This whole process is
then repeated to complete one round. If the number of
rounds to be used is 12 then the procedure as shown
in Figure 1 is performed 24 times. [16, 17]

<<<

K

XOR

Addition

Bit rotation

A B

Figure 1: Basic operation of the RC5 algorithm, rep-
resenting half of one round.

In this work, the RC5 encryption algorithm is
used in counter mode (CTR). RC5 guarantees a differ-
ent character string each time and thus replay protec-
tion and data freshness qualities are obtained. CTR-
based RC5 encryption does not increase the amount
of transmitted bits or the number of sent messages
in normal operation. In other words, the lengths of
encrypted and plain messages are the same. In CTR
mode the node maintains a counter that is increased
by one after each successful transmission. The receiv-
ing node must be synchronized with the transmitter to
be able to decrypt the messages. Figure 2 presents the
operation of encryption and decryption in CTR mode.
K is the encryption key created in the key expansion
procedure, C is the counter value and E is the RC5
encryption algorithm. CTR mode has the following
benefits: high speed implementation, simplicity, arbi-
trary message length and a low rate of error propaga-
tion [8].

E

Ciphertext

Plaintext

Plaintext

K

C

E

K

C

XOR

XOR

Figure 2: Encryption and decryption in CTR mode.
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3.2 Authentication
Authentication may be used to check data integrity
and authenticate communicating entities. A data in-
tegrity check makes sure that the message has not
been altered by an adversary and an authentication
check confirms the identity of the transmitter.

In this work, a CMAC algorithm is used for au-
thentication. CMAC is an authentication algorithm
defined by NIST. Figure 3 presents the operation prin-
ciples of CMAC: on the left a situation where message
length is an integer multiple of block size and next to
it a situation where message length is not an integer
multiple of block size.
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Figure 3: CMAC operation principles.

The CMAC algorithm depends on the choice of
an underlying symmetric key block cipher, in this case
RC5. The CMAC algorithm is thus a mode of oper-
ation of the block cipher (E). The CMAC key is the
block cipher key (K); K is used to generate sub keys
K1 and K2. The message M is divided into n blocks
whereMi (i = 1, 2, . . . , n) is a block of the formatted
message; and Mn is the last, possibly partial, block.
T is the authentication result. [12]

CMAC is a simple variant of the Cipher Block
Chaining MAC (CBC-MAC) and fixes its security
deficiencies [10]. Whereas the basic CBC-MAC is
only secure for messages of one fixed length (and that
length must be a multiple of the block size), CMAC
is secure across messages of any bit length. The secu-
rity of MAC is directly related to its length - a suitable
value is 32 bits [7].

4 KILAVI Platform
The two previous sections dealt with security in wire-
less applications and moreover, the RC5 block ci-
pher. This section discusses the KILAVI platform as
a workbench for studies on the influence that RC5 ci-
phering has on time and energy consumption.

4.1 Short Introduction
Building control and monitoring is best performed
with application-specific sensor networking. KILAVI
is an open manufacturer-independent platform devel-
oped for low data rate and low-energy building con-
trol and monitoring applications. KILAVI defines a
set of functions and messages which are needed to
enable co-operative networking between different de-
vices and the common means for data collection and
device control tasks. A master controls the network
operation and all network nodes are alike. Nodes op-
erate either in sensing mode (Sensor nodes) or for-
warding mode (Intermediate nodes) depending, for
example, on battery state. The basis for an operational
building control platform comprises: centralized hier-
archical architecture to enable resource concentration,
compact messages to obtain robust networking, 433
MHz operating frequency to gain necessary operat-
ing distances with low-power consumption, multihop
communication to enable large-scale networks and
low-power sensors, and hybrid flooding to provide
low overhead network management. KILAVI network
architecture is shown in Figure 4. Performance evalu-
ation has shown that this platform is energy-efficient,
reliable and low-power. [13, 18, 19, 20, 21]

 
Intermediate 

nodes
Sensor nodes

Master

Cluster

Figure 4: KILAVI network architecture.

4.2 Security in KILAVI
The dominating traffic pattern in WSN is many-to-one
where sensors communicate with a central unit. Thus,
centralized security architecture and symmetrical end-
to-end keys between a master and sensors are a natural
choice. In KILAVI, the central node manages, deliv-
ers and updates keys with every node. Nodes have one
authentication and one encryption key to enable se-
cure communication with the central node. Nodes in
forwarding mode do not interpret messages except for
the information related to the forwarding or storing of
data. This is simple from the sensor node perspective
and a low overhead from the networking perspective.
[13, 21]
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KILAVI uses RC5 encryption in counter mode
and the CMAC authentication presented in Section 3.
More KILAVI security features including security lev-
els, key exchanging procedure and counter synchro-
nization are presented in [18]. In addition to the secure
device registration method presented in [18], KILAVI
also utilizes a safety feature where the network mas-
ter must be set to registration mode by the user for the
new device to become a network member. This pro-
cedure prevents unwanted devices joining the network
without approval from the network caretaker (user).
The master’s registration state operates in two ways:
only one device at a time can join the network and
if a registration request is not received by the master
within a certain period of time, the master resumes its
prior operations. These actions prevent any adversary
devices joining the network without user acceptance
and hence improve network security.

Table 2 summarizes KILAVI security parameters.
The justifications for the selected parameters can be
found in detail from [18].

Table 2: KILAVI security parameters.
KILAVI security Parameters

Word size (w) 16 bits
Block size (2w) 32 bits

Number of rounds (r) 12
Key length (b) 128 bits
Counter length 32 bits
MAC length 32 bits

Further, in KILAVI the increment due to the MAC
field is only 32 bits, if security features are used.
These very small packet length increments do not sig-
nificantly affect sensor network reliability as shown in
[19].

Memory space is usually very limited in sensor
network nodes. The implemented solution with cho-
sen parameters for encryption and authentication is
lightweight: RC5 code size is 716 bytes and MAC
size is 366 bytes in length. The total program mem-
ory size is therefore 1082 bytes.

5 Implementation
The encryption and authentication functions presented
were implemented on an 8-bit ATmega644PV-10PU
microcontroller unit (MCU). The controller has 64
Kbytes of Flash program memory, 4 Kbytes of RAM,
and was running a self-made, event-driven set of in-
structions written in C [3]. These instructions in-
cluded a version of the RC5 symmetric algorithm
modified from the RC5 reference implementation and

the necessary functions needed for making transmis-
sions with the nRF905 radio circuit. These functions
included initializations for port operations required
for the SPI bus operation and signalling between the
microcontroller and the radio.

Comparing the memory requirements, presented
previously, with the controller capabilities, it can be
noted that only about 1,65 % of program memory was
occupied for security purposes. This, of course, is due
to the large capacity of the microcontroller and would
play a more significant role if less memory was avail-
able. Such a memory requirement sets limits for the
variety of microcontrollers usable in KILAVI platform
and other equivalent applications. [3]

Being more than sufficient for embedded devices
in WSNs, RC5 has a downside when used in similar
microcontrollers to those used in this paper. In an 8-bit
environment, 32-bit data-dependent rotations are slow
and hence costly to perform. Therefore, better effi-
ciency can be achieved when 32-bit microcontrollers
are used for RC5 ciphering.

6 Effect of Enhanced Security on
Computation

Section 3 presented the principles of chosen security
measures. This section presents, based on practical
measurements, the time consumed by key expansion,
encryption and authentication computation operations
with different security-related parameters. Section 8
also considers enhanced security from the data trans-
mission perspective.

6.1 Key Expansion
The first routine of RC5 is key expansion. Key ex-
pansion is executed before actual encryption and its
operation was presented in section 3. Figure 5 shows
how much time the key expansion routine for the en-
cryption key consumes with different word lengths as
a function of the number of rounds.

6.2 Encryption and Decryption
After the key expansion, encryption and decryption
procedures can be initiated in a manner presented in
section 3. Figure 6 and Figure 7 present the time taken
to encrypt messages of various data length with dif-
ferent word lengths and with different numbers of en-
cryption rounds.
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6.3 Authentication
Authentication is used to check data integrity and con-
firm the identity of a sender. Figure 8 and Figure 9
present MAC calculation times for variable message
sizes with different word lengths when the microcon-
troller clock speed is set to 1 MHz and 8 MHz, respec-
tively.
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Figure 8: MAC calculation time for different word
lengths (clock speed 1 MHz and 12 encryption
rounds).
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7 Effect of Enhanced Security on
Communication

This section considers how selected security features
affect sensor data transmission including the compu-
tational parts presented in section 6. Computation and
transmission time, and sensor energy consumption are
studied. Message lengths used are 4 - 32 bytes which
are typical in KILAVI.

7.1 Computation and Transmission Time
Figure 10 and Figure 11 show how time is distributed
in typical message transmission (with nRF905), be-
tween message authentication (MAC calculation, and
SPI and RF transmission of 32-bit code), encryption
(encryption calculation), and actual data payload (SPI
and RF transmission).
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Figure 10: Time distribution in data transmission
between MAC, encryption and data payload (clock
speed 1 MHz, 12 encryption rounds and 16-bit word
length).
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Figure 11: Time distribution in data transmission
between MAC, encryption and data payload (clock
speed 8 MHz, 12 encryption rounds and 16-bit word
length).

7.2 Sensor Node Energy Consumption
Table 3 presents current consumption values used in
the following calculations. Current consumption val-
ues were measured with prototype sensors (Atmel’s
ATmega644PV-10PU MCU and Nordic Semiconduc-
tor’s nRF905 radio).

Table 3: Current consumption of prototype nodes.
Operation RC5/MAC SPI Radio

MCU active active pwr save
SPI non-active active non-active

Radio pwr down pwr down active
I@1 MHz 0,9 mA 1,1 mA 9 mA
I@8 MHz 4,15 mA 4,3 mA 9 mA

By using these measured current consumption (I)
values, measured voltage (U) of 2,989 V and previous
measured time values (t), energy consumption (E)
can be calculated with (1)

E = P · t = U · I · t (1)

Figure 12 and Figure 13 present energy distribu-
tion in typical message transmission between encryp-
tion, message authentication, and actual data payload.
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Figure 12: Energy distribution in data transmission
between MAC, encryption and data payload (clock
speed 1 MHz, 12 encryption rounds and 16-bit word
length).
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between MAC, encryption and data payload (clock
speed 8 MHz, 12 encryption rounds and 16-bit word
length).

8 Analysis
This section analyzes the results individually pre-
sented in sections 6 and 7. More comprehensive anal-
ysis of the results is presented in section 9.

8.1 Encryption and MAC Calculations
From Figure 8 and Figure 9, it can be seen that the
crystal oscillator frequency is inversely proportional
to computation time. Therefore, increasing the oscil-
lator frequency from 1 MHz to 8 MHz decreases the
computation times (t) by 87.5 %. At the same time,
energy consumption decreases by about 42 % inde-
pendent of the message length. Energy consumption
(E = P · t) does not decrease by the same amount,
because the power consumption is approximately 4-
times higher with an 8 MHz oscillator speed. The
number of rounds affects security strength. From Fig-
ure 7 it can be observed that additional rounds (n)
increase the computation time by around n · 5 %. Op-
timal word length can save 10 % to 25 % of computa-
tion time depending on the message length (see Figure
6 and Figure 8).

In Figure 6, Figure 8 and Figure 9, the effects of
block size can also be seen, as the timed results for the
32-bit word length increase in steps of 8 bytes. These
steps are formed by the data lengths of 4 and 8 bytes,
12 and 16 bytes, 20 and 24 bytes and 28 and 32 bytes.
This is due to the features of the RC5 block cipher and
the fact that a block is the same size as two words.

In the key expansion procedure (see Figure 5),
computation time can decrease by as much as 68 %, if
optimal word length is used (in this case 16-bits). The
interesting part of the measurement for the key expan-
sion is the similar results with word lengths of 8 and
16-bits, whereas the word length of 32-bits consumes

a lot more calculation time. The reason for this be-
haviour is the 8-bit MCU’s ability to utilize a few of
the 8-bit registers as 16-bit registers. This is accom-
plished by handling the 16-bit register in 8-bit parts;
upper and lower. [3]

8.2 Message Transmission
Here the results are considered from a message trans-
mission perspective. This is important in addition to
the security calculations aspect. From Figure 10 and
Figure 11, it can be seen that by increasing the oscilla-
tor frequency from 1 MHz to 8 MHz, the computation
time decreases by 63 % to 77 % depending on mes-
sage length. Messages tested were from 4 to 32 bytes
long. At the same time energy consumption decreases
by 8.7 % to 18 %. The data transmission time does not
vary as a function of the oscillator frequency (exclud-
ing SPI transmission from microcontroller to radio).

8.3 Security versus No-Security: Transmis-
sion of a Single Message

In this subchapter, 8 MHz oscillator frequency is used
for the reasons given above. From Figure 11, it can
be seen that transmission of a single message without
security takes 2.0 ms to 6.7 ms, depending on the mes-
sage length (4 B to 32 B). With the security features
operating, this time increases by between 74 % and
100 % (3.5 ms to 13.4 ms), again depending on the
message length. From Figure 13, it can be seen that
from the energy perspective, transmission of a single
message without security consumes 53 to 177 µJ de-
pending on the tested message length. The security
features increase energy consumption by 52 % in all
cases.

8.4 Security versus No-Security: Sensor Net-
work Operation

In this subchapter, the above results are mirrored in
a real-world KILAVI-based data collection system
where a sensor wakes up and transmits measured data
at specific intervals and otherwise stays in sleep mode
(here, ISLEEP is 10 µA) most of the time. If a sensor
transmits messages at a rate of 1 message per second,
and security features are used, then the total duration
of one operation cycle increases by 0.15 % to 0.67 %
and the energy consumption increases by 33 % to 45
% depending on the message length (4 B to 32 B). If
a sensor transmits messages at a rate of 1 message per
minute, then the total time taken for one operation cy-
cle increases by between 0.003 % and 0.011 % if secu-
rity features are used, and the increase in energy con-
sumption is between 1.5 % and 4.7 %, both depending
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on message length (4 B to 32 B). With longer trans-
mission intervals, the increase in energy consumption
caused by the security features is negligible, as seen
in Figure 14.
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Figure 14: The increase in energy consumption
caused by security feature utilization in a data collec-
tion system where status information is sent periodi-
cally (TX interval).

9 Conclusions
KILAVI uses Rivest’s nominal version (RC5-
32/12/16) for encryption and decryption, and CMAC
for authentication. In this paper, the effects of these
security features on WSN operation were studied.

It can be concluded that it is beneficial to use
high operation frequencies, in this case from the in-
ternal oscillator, if security features are implemented
in WSN solutions. Due to high oscillator frequency,
MCU’s faster operation compensates for the added
processing which results from enlarged buffer lengths.
Shorter buffer lengths are one reason for faster com-
putation times at sensor nodes and shorter end-to-end
delays in multihop communication.

It can be seen from the results that the increase
in computation time caused by added security is neg-
ligible in sensor networks when using typical trans-
mission intervals. Therefore, KILAVI network nodes
in forwarding mode do not become congested due to
increased computation and resulting delay. Further,
energy-scarce nodes in sensing mode typically oper-
ate with large transmission intervals and therefore the
energy consumption increase caused by added secu-
rity is tolerable and does not substantially affect sen-
sor lifetime.

KILAVI uses very short messages. In building
control applications messages are not normally fre-
quent and so the utilization of security features pre-

sented causes neither congestion in network operation
nor significant increases in sensor node energy con-
sumption.

Although we managed to present a lightweight
solution using optimized C code, lighter and faster
encryption and authentication algorithms are achiev-
able when Assembly code is used in optimization [7].
This area of research can be considered later on when
KILAVI matures and more thorough real-life mea-
surements are performed.

None of the results presented in this paper are
restricted to the KILAVI platform. Similar results
can be achieved with other devices and platforms
where an 8-bit microcontroller is used. The measure-
ments did not contain any KILAVI-specific messages
or functions and hence the results may be applied
more widely. Likely work in the future includes im-
plementation of the security enhancements presented
in this paper with an operational KILAVI sensor net-
work.
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