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Abstract: Radio Frequency ldentification (RFID) is a new technology. In recent years, it is convenient and
feasible in many applications. However, it also addresses many security issues which are worth discussing. The
Counterfeit imposes a menace to industry worldwide, and the problem is not specific for certain products or
countries. In 2003, Koh et al. describe a RFID system based on “track and trace” solution to apply into
pharmaceutical supply chain management to fight the counterfeit. Moreover, there are applications to solve
malicious manner were presented. But there always still existed some disputes and not conform Class 1
Generation 2 (C1G2) standards. Unfortunately, the trick is changeable. The Koh et al.’s scheme is at premise
rather primitive. In order to tackle this problem, we propose an anti-counterfeit ownership transfer protocol for
low cost RFID system. We only use a tag to be a storage media. The proposed scheme can ensure a secure
transaction.
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1 Introduction In 2003, Koh et al. [5] describe a RFID system
) L based on “track and trace” solution to apply into
_Radio Frequency Identification (RFID) uses a pharmaceutical supply chain management to fight
mini equipment to store and receive remote the counterfeit. The approach is sufficient in many
information. The RFID system consists of the tags, cases, but in L. Batina et al. [15] pointed out that the
readers, host, and antenna [1-13]. RFID tags can be used of RFID as an anti-countfeiting technology in
broadly classified as two categories: those with a Koh et al.”s scheme is at premise rather primitive.
power supply and those without. RFID devices with It is deserved to be mentioned that the current
power supply that actively transmitted to a reader RFID tag of low cost isn’t a “Smart Tag” in
are kn(_)wn as “active tags” and un-powered tags that generally. Most of that is just for storage or
are triggered by a reader are called “passive transmission. It’s impossible to process complex
tags” .In every RFID object is a mini and low cost computation on the current RFID tag. Therefore, it’s
tag, receiving read-and-write message from the just to be lightweight operations by wireless access
reader. The RFID reader sends a request signal, the [16-18]. It’s irrational that assumed any information
tag will respond to it. The Electronic Product Code on the RFID tag would not be copied or stolen. In
[14] lies in the tag to provide a unique code of the other words, there’s a problem of the contention of

global product.
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the past researches [19-21], they all hold this

contention and presume tag can capable secure and

anti-counterfeit attacks by integrating digital
signature [22] in their scheme. It is not a practical
concept.

Actually, the above anti-counterfeit designs
which directly write the digital signature into the
RFID tag, and identify the digital signature can not
perform anti-counterfeit function. Here we point out
the critical problem is that only use the digital
signature can not achieve the anti-counterfeit
function. We review past literatures [23-27]
proposed about ownership transfer concept, but
these literatures basically still use the symmetric key
cryptographic function, hash function and PKC
(Public Key Cryptography) method, and regard the
RFID tag to be a “Smart Tag”. Because the current
RFID tag’s logic gates are about 500-5000, it’s
impossible to perform complex computations on the
current RFID tags.

The current RFID standard ratified by
EPCglobal is named EPCglobal Class 1 Gen 2
(Gen-2) RFID specification. We briefly summarize
properties of Gen-2 RFID tag as follows [28]:
(1)Gen-2 RFID tag is passive, meaning that it

receives power supply from readers.

(2)Gen-2 RFID tag communicates at UHF band
(800-960 MHz) and its communication range is
from 2 to 10 m.

(3)Gen-2 RFID tag supports on-chip Pseudo-
Random Number Generator (PRNG) and Cyclic
Redundancy Code (CRC) computation.

(4)Gen-2 RFID's privacy protection mechanism is to
make the tag permanently unusable once it
receives the kill command with a valid 32-bit kill
PIN.

(5)Read/Write to Gen-2 RFID tag's memory is
allowed only after it is in secure mode.

Due to the current RFID tag is just a storage
media which accesses via wireless and the
computing resource was limited. Therefore, there
exits an insecure crisis, the intruder just need to
carry a mobile reader and send a request information
to a tag, tag will response information and signature
to the reader, so the intruder will obtain the original
signature easily. Continuously, the dummy-OEM
only need to write the stolen signature into the RFID
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tag of any counterfeit product, and the intruder can
forward these counterfeit products to the
commercial agent for sale which is regarded as the
legal products. Once the consumer purchases the
product and asks to verify its validity, the reader of
commercial agent will send a read request aim at the
RFID tag on the product, the RFID tag will respond
signature to the reader of commercial agent. Due to
the stolen original signature has been written into
the RFID tag, thus the commercial agent also can
prove its correctness to the consumer. The scenarios
are illustrated as Fig. 1.

In fact, the digital signature is used to be
verified by anyone. However if such concept be
applied to anti-counterfeit design, and anyone can
duplicate the signature and relevant information
from the RFID tag, and then store on another RFID
tag. The false tags which with copies the legal
signature can also pass the identification. That is
only with signature mechanism can not perform
anti-counterfeit. Thus, we propose a novel anti-
counterfeit ownership transfer protocol for RFID
system with efficient and lightweight computation
via online authentication.

The proposed protocol should possess an
online authentication and has the following
requirements:

(1) Against attacks (such as replay attack, man-in-
the-middle attack etc.).

(2) Anti-counterfeit (Prevent a great deal of tag’s
clone)

(3) Lightweight computation and conform C1G2
standards.

(4) With ownership transfer.

The other sections of the paper are as follow:
the proposed protocol content will be involved in
section 2. We also analyze the requirements in
section 3, and make a conclusion in section 4.

2 Our Scheme

Our scheme divides into three phases: (1)
Initialization phase (2) Purchase Phase (3)
Ownership transfer phase. The brief scenarios are
illustrated in Fig.2.
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and requests to read the legal
RFID tag to get the signature
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2. The dummy-OEM writes the signature into
the RFID tag of the counterfeit product,
and sent it to the commercial agent
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Counterfeit
product

y

5. Verify the validity of the signature
for the consumer
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3. Request

4. Signature

Fig. 1. The scenarios of the illegal behavior under the interception

Brand Company = Commercial Agent
1
2
Consumer B Consumer A

Fig. 2. The brief scenarios of our scheme

Step 1 : The product with RFID tag is sent to
commercial agent by various channels.

Step 2 :  The consumer A wants to buy the product
and verify the product.
Step 3 : The consumer B confirms to purchase the

product of consumer A. The
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consumer A transfers the ownership to the
consumer B.

2.1 Notation

Mreg - the request message.

PKy - X’s public key.

SKy - X’s private key.

PW : the consumer’s password.

PWyew the new consumer’s password.

EPC, : Electronic Product Code of a tag X.

IDy : the identity of X .

Certy the certificate of the object; when
user purchases the object X, he has
the certificate Certy .

Vy (m): use X’s public key to verify the
message m.

Sy (m) : use X’s private key to make the
signature of the message m.

H() : one way hash function.

SN : the serial number of the product.

Msg : a confirmation message for
confirming a transaction.

Key; : an authorized key, when reader
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wants to write data into tag. The

reader needs the authorized
key Key; .
SG the signature of the brand company.
?
A=B: compare whether A isequal to B or

not.
II: concatenation operation.

2.2 Initialization Phase

Suppose the OEM (Original Equipment
Manufactures), the commercial agent and the
authorized agent’s reader obtain the certificates from
brand company via online authentication to verify if
the communication correctly with the end server in
advance.

The Secure Socket Layer (SSL) channel is built
between the brand company and commercial agent
in advance. The identification of each reader and
server depends on the secure channel of the PKI
(Public Key Infrastructure).

Therefore, the brand company authorized the
OEM to manufacture new products. The OEM will
read the IDy via the authorized reader which sending
the information of the product to the brand company
to get a unique EPC, serial number, digital signature
and the authorized key Keyr. The information will
also be recorded in the server database.

Simultaneously, the OEM gets the authorized
key Keyr, it will use the Keyr to write SN, EPC,
digital signature into the product tag. The tag stored
the product information (ID, EPCy, SN, SGy).
Finally, the product will be sent to the authorized
commercial agent.

2.3 The Purchase Phase

In this phase, we describe the consumer how to
buy the product from commercial agent, and the
consumer how to identify the counterfeit products.

Firstly, commercial agent’s reader makes an
off-line authentication with the RFID tag, and shows
the verification result to consumer. Once the
consumer confirms to purchase the product, the
commercial agent will ask the consumer to enter a
password, and then the commercial agent will
forward the hash value of password to the brand
company’s server for registration.

The brand company’s server will regenerate a
new signature SG+” and a new serial number SN’ for
the RFID tag. The database will update and send
related information including the authorized key
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Keyr to the commercial agent. The commercial
agent’s reader uses the authorized key Key, to write
the new signature and new serial number into the tag.

2.4 Ownership Transfer Phase

If the consumer A wants to sell and transfer the
ownership of the products to consumer B, he can go
to the authorized neighborhood site (authorized
agent) to show B whether the product is original or
not via the backend server sent back the message
Msg. If the Msg is the same as the original one, the
consumer B only trusts reader of this authorized
agent.

Therefore, the consumer A enters the self-
setting password PW, and then the consumer B
enters a new password PW,e,. The two passwords
are calculated by one way hash function will transfer
to the brand company server for authentication.

After calculating the hash value of consumer
B’s password, the new signature value will be sent
back to the brand company server for generating a
set of new signature, new serial number and
identification message Msg. They will be transmitted
to the authorized agent’s reader.

Finally, the reader writes the new signature and
serial number to the RFID tag by using the
authorized key Keyr, and then prints the
identification message Msg. The Fig. 3 shows the
flow chart of the ownership transfer phase.

Step 1 : The reader sends a request message Mg to
the tag.

Step 2 : Upon receiving the Myg the tag will
transfer the stored (1D, EPCy, SN, SGy)

to the reader.
The reader will use the server’s public key

to verify the correction of the SG; as
follows:

Step 3 :

?

V4(SGy)=H(ID; || EPCy [[SN) (2)
If it is correct, the reader will use its own
private key to make the signature of the
message (H (IDg, ID;, SG;))

S1=SR(H(IDR, IDT,SGT))

The reader transfers
(IDg, 1D;,S,,SG;,Certy) to the server.
After receiving the above message, the

server will use the reader’s public key to
verify Certg. If the verification is correct,
the server will use the reader’s public key

to verify the correction of S, as follows:

)

Step 4 :
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?

VR(S1)=H(IDR, IDy, SGT) 3)
If the verification is correct, check whether
IDr in database equals to the received
IDg ; if it is correct, then pick out the

EPC; and the SN of the ID; in the

database. The server will use its own

public key to verify the correction of
SG; as follows:
?

Vs (SGr )=H(EPCr || SN) (4)

If the verification is correct, then pick out

the Msg in the database, and the server

uses its own private key to make the

signature of the message H(Msg) as

follows:
Sy = Ss(H(Msg)) ()
The server will transmit the message
(Msg, S, ) to the reader.
Step 5 : The reader will use the server’s public key

to verify the correction of S, as follows:
?

Vs (Sz)= H(Msg) (6)
If the verification is correct, consumer A
(the old owner of the product) enters PW
choice himself at buying time and
generates a hash value H(PW), the
consumer B (the new owner of the product)
enters new password PW,., and generates
a hash value H(PW,,), and the reader uses
its own private key to make the signature
of the message (H(H(PW), H(PW,y)))
as follows:

Sg = Sg(H(H(PW), H(PWyey))) (7)
After that, the authorized reader will
transmit the message (H(PW), S3) to the

server.
Step 6 : The reader will use the server’s public key

to verify the correction of S, as follows:
?

VR(S3)=H(H(PW),H(PWnEW)) (8)
If the verification is correct, check if
H (PW) of the ID; in database equals the
received H(PW), and check the Keyr of the
IDtin database. The server generate a new
SN’ and new Msg’, and then update the
record

(ID7, IDg, Keyy,Msg', SN', H (PWyew )) -
The server will use its private key to make

the  signature  of  the  message
H(EPCt || SN' ) as follows:
ISSN: 1109-2750
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SGy' = Sg(H(EPCy [|SN'))  (9)
After that, the server will use its own
private key to make the signature of the
message ( H(Msg,Key;, SN, SGy )) as
follows:

S, = Sg (H(Msg,Keyr, SN, SG )) (10)
The server will transmit the message
(Msg', Keyt,SN',SG+ ', S,) to the reader.
The reader uses the server’s public key to

verify the correction of s, as follows:
?

Vs (S4)= H(Msg', Keyr, SN', SG;') (11)
If the verification is correct, the reader
prints the transaction receipt
(includes Msg ) for the consumer.

The reader uses the authorized key Keyr to
write the serial number SN' (SN = SN")
and the tag’s  signature = SGy'

(SGy =SGy") into tag.

Step 7 :

3 Analysis

In this section, we will examine whether the
requirements mentioned in section one are satisfied
or not.

3.1 Applied into Low Cost and the Limited
Computing Resource Tag

Our proposed scheme can apply into the low
cost and the limited computing resource tag. Due to
the step 7 of the ownership transfer phase, the
commercial agent’s reader uses the authorized key
Keyr to write the new serial SN' and new
signature SG; ' into the tag. The tag is just only a

storage media. It doesn’t need any additional
operations. Thus, it is suitable to current limited
computing source tag.

3.2 The Tag Doesn’t Need to Perform the
Complex Operation and Increase Access
Speed
The proposed scheme with the limited

computing resource tag doesn’t need to perform the

complex operation. In step 2 and step 7 of the
ownership transfer phase, the tag only need to store

(ID7, EPCt, SN, SG;) and update new serial
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number SN' and new signature SG;' .The tag

doesn’t need to perform the complex operation
entirely. Thus, the access time can be decreased.

(PKs, SKs) (PKgr, SKg PKs) (IDr,EPCr, SN ,SGr)
Sever(S) | « SSL channel » | Reader(R) Tag(T)
(Brand Company) (Authorized Agent)
1. My

»
»

3.1V,(SGy) ;H(|DT“ EPC+||SN)
3.2 S; = Sg (H(IDg, ID1, SGy)) <
<3:3(IDg, 1D, S; SGy Certg)
4.1 Verify Gertg and gain PKg
4.2Vg(S1) H (IDg, ID1, SG7)
4.3 Check if IDg in database

2. (IDy, EPCy, SN, SGr )

equals the received IDg 5.1Vs(S2) 2 H (Msg)
4.4Vs (SGr) ~ H(EPC: || SN) 5.2 Consumer enters PW choice himself at buying time
45 Check if IDg in database of and generates a hash value H(PW)

identification message 5.3 The new owner of the product enters new password
4.6 S; = Ss(H(Ms

2 = Ss(H(Msg)) 47 (Msa.S,) PW,ew and generates a hash value H(PWe,)

« 55 (HPW)S; ) > 5.4 S5= S(H(H(PW), H(PWreu)))

6.1 Vg (S5) © H(H(PW), H(PWpew))

6.2 Check if H (PW) of the ID+ in database equals to the
received H (PW)

6.3 Check if the Keyr of the ID¢ in database

6.4 Generate new SN’ and new Msg’

6.5 Increase record Dy, 1Dg, Keyr, Msg, SN’, H(PWnew)
6.6 SGr” = Ss(H(EPC+ || SN”))

6.7 S, = Ss (H( Msg’, Keyr, SN’, SGt”))

6.8 (Msg’, keyr, SN, SGr’, Sy)

?

7.1 Vg(S4)=H(Msg', Key;,SN',SGt ")

7.2 Print transaction receipt (includes Msg’)
and send it to consumer

7.3 Use the Keyr to write the SN’
and SGy’ into tag.

»
»

Fig. 3. The flow chart of the ownership transfer phase

ISSN: 1109-2750 1154 Issue 8, Volume 7, August 2008



WSEAS TRANSACTIONS on COMPUTERS

3.3 Prevent a Great Deal of Tag’s Clone

In aspect of preventing a great deal of tag’s
clone, our proposed scheme can prevent illegal
clone. In step 7 of the ownership transfer phase, the
verification function is shown as follows:

?

Vs (S,)=H(Msg', Key;,SN*,SG; ') (11)
The reader checks the correctness of the signature
S, via online verification. If it is correct, the reader
regenerates a set of serial number SN'and signature
SGt " and the reader use the authorized key Keyr to
writes (SN', SG;') into the tag to update serial
number and signature for each transaction. Once the
illegal clone occurs, the illegal behavior will be
detected. In other words, if the attacker
obtained (SN', SG+') , but the attacker doesn’t know
the authorized key Keyr, so the attacker writes the
correct (SN', SG;') into the tag to update serial

number and signature were impossible. Thus, our
scheme can prevent from a great deal of tag’s clone

3.4 Against Replay Attack

In the current world, the attacker may want to
impersonate a legal signature to the reader. If the
attack occurs, the behaviors of counterfeit may be
dangerous. To prevent the latent danger, one-time
signature is used in our scheme. The scheme can
resist the replay attack. Due to the step 6 of
ownership  transfer phase, the server will
regenerated a new SN’, Msg’ and SGy’ for each
transaction, the server also made the signature S;

with a one-way hash function and its own
private key. Thus the attacker can not spoof the
reader by transmitting the obtained previous SN and
SGr to pass the authentication for this transaction.

3.5 Against Man-in-the-Middle Attack
In step 6 of the ownership transfer phase and,
the server generates the new signature S;" with one-

way hash function and its own private key. Thus,
attackers cannot forge a legal signature to pass the
reader’s authentication. On the other hand, it is easy
to prove whether signature S; is generated by the

server. Due to the server regenerates the signature
S; with the new SG;', SN' for each transaction.

And the reader uses the authorized key Key; to
update the tag’s signature SG;'and serial number
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SN’. Therefore, Man-in-the-Middle attack can be
prevented since the intruder has no knowledge of
server’s private key and the authorized key Key .

3.6 Conforming EPC Class 1 Generation 2
Standards

In our proposed protocol, the tag is just a
storage media. For instance, the reader obtained
signature and serial number from the server, and
using authorized key Key; to update signature and

serial number without any complex computation. In
other word, due to the capability-limited RFID tag
doesn’t need to make the complex operations (such
as hash function, symmetric encryption/decryption,
or asymmetric encryption encryption/decryption etc.
operations) in our protocol. The proposed scheme
can conform to EPC Class 1 Generation 2. standards.

3.7 With Ownership Transfer

In this paper, the purposed scheme can be
applied to high price product for ownership transfer.
In step 6 of the ownership transfer phase, when the
consumer A (the old owner) enters PW chose
himself at buying time and generates the hash value
H(PW), the consumer B (the new owner) enters
new password PW,, and generates the hash value
H(PW,ew). The reader uses its own private key to
make the signature as follows:

S3= Sp(H(H(PW), H(PW,,))) @)
After that, the reader transmits the message
(H(PW), S3) to the server. Upon receiving the

message form server, the reader will use server’s
public key to verify the correction of S; as follows:
?
Vr(S3)=H(H(PW),H (PWygy )) (8)
If the verification is correct, then check whether or
not H(PW) of the ID; in database equals to the
received H(PW). The server regenerates SN’ and
SG+’ transfers the ownership to the owner B.
The authorized reader uses the authorized key
Keyr to write the SN' and SG+ ' into the tag. Thus,

our scheme achieves the ownership transfer.

3.8 Comparison with Previous Schemes

We compare the security and property of the
proposed method with those of the previous
schemes in table 1. Due to the EPC C1G2 standards
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only permit the simple operations (for example
exclusive-OR, random number generation and CRC
operations) for tags’ operation. Some previous
schemes often used the symmetric or asymmetric
cryptosystem to implement their applications. These
schemes do not conform the EPC C1G2 standards.
Thus, they are not suitable to current low cost tag.
Simultaneously, the proposed scheme can resist
various attacks and with mutual authentication.
None of the previous methods achieve all
requirements, but the proposed method achieves all
requirements.

4 Conclusion

At present, the cost of the RFID tag is still too
high, in spite of many literatures are supposed that
the RFID tag has sufficient computing resource.
Due to the current tag are limited the logic gates,
their proposals are impractical. Thus, how to add
the anti-counterfeit mechanism to the passive RFID
tag with low cost and limited computing resource is
the emerging issue.

In this paper, we only use the passive RFID tag
to be a storage media to propose a secure
authentication transaction with ownership transfer.
The proposed scheme not only with the online

Chin-Ling Chen, Yu-Yi Chen, Yu-Cheng Huang,
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authentication but also meet

requirements.

(1) Applied to low cost and the limited computing
resource tag.

(2) The tag doesn’t need to make the complex
operation and increase access speed.

®3)

(4)

Prevent a great deal of tag’s clone.
(%)

Against the replay attack.

Against Man-in-the—Middle attack.

(6) Only simple computing operations (e.g. use
exclusive-OR, Cyclic Redundancy Code and
generate random number etc.) are applied to
conform to EPC Global C1G2 standards.

(7) With ownership transfer.

We proposed an anti-counterfeit ownership
transfer protocol such that against attacks, anti-
counterfeit, and lightweight computation to conform
the C1G2 standards requirements can be guaranteed.
The tag only needs update new signature and new
serial number. Thus the RFID tag doesn’t need to
make the complex computations

In the future, the online verification should be
integrated with the EPC network. For all sale
products, the users can verify whether or not the
original and fake of the products.

the following

Table 1. Comparison of the related schemes

Scheme | Seoetal. [23] | Osaka et al. [24] | Koralalage et al. [26] | Fouladgar et al. [27] | Our scheme
Propert
Resist to Yes No Yes Yes Yes
Man-in-the—
middle attacks
Resist to replay Yes Yes Yes Yes Yes
attack
Resist to DOS Yes Yes No Yes Yes
attack
GEN-2 No No No No Yes
conformation
Mutual No No No Yes Yes
authentication
Ownership Yes Yes Yes Yes Yes
transfer
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