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Abstract: Recently P2P networks become more and more popular. Though they have many advantages, P2P
networks suffer from authentication of nodes. To overcome this problem, a new authentication method called
Hash-based Distributed Authentication Method (HDAM) is proposed in this paper. HDAM realizes a decen-
tralized efficient mutual authentication mechanism for each pair of nodes in the P2P network. It performs a
distributed management of public keys by using Web of Trust and Distributed Hash Table. Our proposed scheme
significantly reduces both the memory size requirement and the overhead of communication data sent by the
nodes. Additionally, the results also show that required resource size of HDAM is O(logn) and HDAM is more

scal able than the conventional method.
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1 Introduction

In Peer-to-peer (P2P) networks all client nodes com-
municate directly with each other without any servers.
P2P networks have many advantages over central-
ized networks. It is easy to build such a network,
anonymity in communications etc. Therefore, appli-
cationswhich runin P2P networks are prevalent[ 1, 2].
However, it is difficult to authenticate nodes in P2P
networks, which is an important issue in P2P network
operation. Authenticating a node means validating a
message by using e-signature appended to the mes-
sage and public keys of the sender[3, 4]. Public Key
Infrastructure (PK1) is a famous existing method of
node authentication[5]. PKI can facilitate effective
node authentication based on social trust between the
node user and the certificate authority-manager. PKI
needs the help of permanent servers called certificate
authority for managing authentication informations.
However, no node can provide permanent services in
P2P networks, because in P2P networks, all nodes al-
ternate between login and logout states. Hence, man-
aging authentication information with a permanent
node such as certificate authority is difficult in P2P
networks.

In this paper, we propose a new authentication
method called Hash-based Distributed Authentication
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Method (HDAM). HDAM s an efficient authentica-
tion method that enables mutual authentication for all
pairs of nodes in the P2P network. The basic idea of
HDAM s efficient distributed management of pub-
lic keys by using Web of Trust and Distributed Hash
Table (DHT). The public key are used for the mu-
tual authentication between two nodes in a P2P net-
work. HDAM forms a Web of Trust among all nodes
in a P2P network by using DHT. As aresult, HDAM
significantly reduces the number of public keys re-
quired by a node compared with conventional meth-
ods. Thus, HDAM significantly yields a sizable re-
duction in memory requirement by a node. More-
over, HDAM realizes an efficient distributed man-
agement of public keys by intelligent deployment of
DHT. Thus, HDAM significantly lowers the overhead
of required communication data, sent for authenticat-
ing nodes, participating into a network, leaving from
anetwork and updating public keys. In this paper, we
observe from the results of computer simulations that
HDAM is more scalable than the conventional meth-
ods. Specifically, the required memory size of HDAM
is O(logn), and communication overhead of HDAM
isO(logn). It means that adapting HDAM to alarge
network is much easier than the conventional meth-
ods. HDAM ensures easy establishment of secure and
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large P2P networks. In addition, it enables creation of
many secure decentralized applications such as a con-
ference system and afile sharing system.

The organization of the rest of this paper isasfol-
lows. In section 2, we discuss existing approaches for
authentication. In section 3, we present our proposed
method HDAM. The advantages of HDAM are shown
through computer simulations in section 4. Finally,
in section 5, we describe the conclusion and future
works.

2 Related Works

Authentication methods can be divided into two main
categories. One is an authentication of node identifi-
cations, which is to confirm whether the node identi-
fication isvalid. Thisisrealized by using e-signature
and public key. Another is an authentication of user
permissions, which isto confirm whether the user can
use the service. Thisis usually realized by using user
password[6]. In this paper, we focus on the first, and
authenticating means validating a message by using
e-signature and public keyg4].

Public Key Infrastructure (PKI) is the most fa-
mous authentication method[5]. PKI authenticates
a node by using permanent servers caled certifica-
tion authority. The authentication is based on a socia
trust between the node user and the certificate author-
ity manager. In a PKI system, users have to prepare
a certificate authority to authenticate nodes. How-
ever, no hode provides permanent servicesin P2P net-
works, because P2P networks are networks in which
al nodes alternate between login and logout. There-
fore, application of PKI to a P2P network is difficult.

Pretty Good Privacy (PGP) is an existing authen-
tication method which does not need any serverg[7].
PGP enables a decentralized authentication by using
Web of Trust which isatrusting relationship between
nodes. In a PGP system, nodes can get a new valid
public key from atrusted node. However, it isdifficult
to accumulate all public keys, because PGP does not
have the information for getting public keys such as
routing maps. In PGP systems, nodes require a lot of
memory to manage keys and a lot of communication
data to exchange keys, because an efficient scheme
for obtaining public keys is not provided. The infor-
mation for obtaining public keys is needed for real-
ization of efficient authentication.

An existing authentication method called self-
organized public-key management enables an authen-
tication without any centralized service in an ad-hoc
network[8]. In a self-organized public-key manage-
ment system, all nodes automatically get new public
keys from trusted neighbor nodes in an ad-hoc net-
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work. However, nodes require a lot of memory to
manage keys and alot of communication data to ex-
change keys, because nodes do not have arouting map
for obtaining public keys.

There are some decentralized authentication
methods which can systematically accumulate pub-
lic keys in specific networks such as ad-hoc networks
and OSPF networkg[9, 10]. These methods redlize a
reduction of required memory size as well as com-
munication overhead. The reductions are enabled by
using routing map of the network and concept of Web
of Trust. However, the kind of networks where we
can use these methods is limited, because the meth-
ods depend on routing protocol of the networks.

Our proposed, HDAM system, automatically
makes a routing map for getting public keys by effec-
tively using Web of Trust and DHT. Therefore, this
HDAM system performs an on-demand and efficient
distributed authentication in any computer networks.

3 Hash-based Distributed Authenti-
cation Method (HDAM)

3.1 Overview of HDAM

Authentication among all nodes in the P2P network is
needed by many applications such as conference sys-
tems and file sharing systems. However, an efficient
authentication method for P2P networks is yet to be
realized. Therefore, in this paper, we propose an au-
thentication method that we name as Hash-based Dis-
tributed Authentication Method (HDAM).

If nodesin aP2P network can achieve an efficient
distributed management of public keys, the number of
public keys which is managed by a node is reduced.
Additionally, if the number of public keys is reduced,
both the memory size and the amount of communi-
cation data required by each node are aso reduced.
Therefore, in P2P networks, an efficient distributed
management of public keys is very important. It is
possible to manage public keys in a distributed man-
ner by using Web of Trust between each node which
participates in a P2P network. If information which
the nodes use for obtaining public keys is provided
to all nodes, an efficient distributed management of
public keys with Web of Trust is possible. However,
in P2P networks, there is no permanent node such as
certificate authority which provides the information,
because al nodes in a P2P network alternate between
participation and departure.

Our Proposed method, HDAM, enables efficient
distributed management of public keys by using Dis-
tributed Hash Table (DHT) and safe authentication
among al nodes in P2P network by using Web of
Trust. In HDAM system, information which the
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Fig. 2: Authentication with Web of Trust

nodes use for abtaining public keys is provided to
al nodes without deploying a permanent node. DHT
is often used to manage contents in P2P network[11,
12, 13]. However, HDAM and existing DHT scheme
differ in the protocol and the distributed management
scheme. The objects managed by aHDAM system is
public keys. On the other hand, existing DHT scheme
expects that the managed objects are contents such
as text, sound and movie. Therefore, HDAM needs
a new protocol and a new distributed management
scheme. In this paper, we present an authentication
with Web of Trust and a distributed management of
public keys with DHT. And, we explain an authen-
tication procedure with Web of Trust formed DHT.
Moreover, we show that HDAM significantly reduces
the memory requirement at each node and the over-
head of communication data at each node.

3.2 Authentication with Web of Trust
In this paper, a node authentication means validating
a message by using the e-signature appended to the
message and the public key of the node. Fig.1 shows
the steps in a node authentication process. When two
nodes A and B exist, and node A has the public key
of node B (Kpg), node A can validate messages sent
by node B. Therefore, in this paper, the situation that
node A has public key K iscaled “node A authen-
ticates node B”. And the aggregate of nodes which
are authenticated by node A isdesignated as A.trust.
Fig.2 shows a node authentication method with
Web of Trust. Fig.2(a) shows the situation where
four nodes A, B, C and D exist, the status of au-
thentications is B € A.trust, C € B.trust and
D € C.trust, and node A is asked to authenticate
node D. In this situation, node A cannot authenticate
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node D directly, because node A does not have the
public key of node D (Kp). Therefore, node A gets
public key Kp indirectly asfollows.

1. Node A gets Ko from node B. = C €
A.trust.

2. Node A gets K, from node C. = D €
A.trust.

An authentication method as above is called a node
authentication with Web of Trust.

3.3 Distributed Management in HDAM

Fig.3 shows an example of a distributed management
of public keys. In Fig.3, i.hash is a hash value of
node 7, K; is a public key of node 7, and NN is the
maximum of hash value. InHDAM system, nodes are
virtually put on a Hash-Ring based on the hash value
which is derived from node ID and the one-way hash
function. Hash-Ring is aring in which indexes from
1to N areput circularly. Node ¢ manages public keys
of aforward node which is the nearest node in nodes
which arelocated over 2¢(k = 0, 1,2, - - - ) from node
1. In the situation shown in Fig.3, node A manages
three public keys as follows.

e Node A manages a public key of node B which
is the nearest forward node in nodes which are
located over 2! (2°) from node A.

e Node A manages a public key of node C' which
is the nearest forward node in nodes which are
located over 22 from node A.

e Node A manages a public key of node D which
is the nearest forward node in nodes which are
located over 22 from node A.

In the situation as above, the status of authentication
is{B,C,D} C A.trust. When the number of nodes
in the P2P network is n, the number of public key
managed at anode is O(loga V). And, when the max-
imum of hash value is NV, the maximum number of
public keys managed at anodeislogpN.
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// build the authentication path to d
n.authenticate(d)
begin
while(!(d € n.trust))
begin
ny := n.closest_trust_node(d)
n' := ny.closest_trust_node(d)
add n’ to n.trust
end
end

/I search for the closest node of d
n.closest_trust_node(d)
begin
n =mn
foreach(n.trust : n;)
begin
if(ng.hash € (n'.hash,d.hash))
then
n = ny
endif
end
return n’
end

Fig. 4: Pseudo-code for authentications
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3.4 Authentication Method in HDAM

Fig.4 shows an authentication algorithm in an HDAM
system. When node n does not have a public key of
node d and is asked to authenticate node d, node n
gets the public key of node d by the steps as follows
and authenticates node d.

1. Node n asks node ! to send apublic key of node
d (K ;) to node n. Node n! isthe closest to node
d among nodes which have been authenticated
by node n.

2. 1f node n' has public key K, node n! sends pub-
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lic key K, to noden. Node n authenticates node
d by using public key K.

3. If node n! does not have public key K, node
n! sends a public key of node »' (K,,) to node
n. Node n' isthe closest to node d among nodes
which have been authenticated by node . Node
n authenticates node n’ by using public key K.,
and repeats the process from step 1.

Fig.5 shows an example of the authentication
process. In this example, node A authenticates node
F by the HDAM authentication method as above.

1. Node F requests node A to authenticate node F'.

2. Node A does not have the public key, K to
node F'. Node D is the closest node to node F'
from node A. So, node A asks node D to send
a public key of node F' (Kr) to node A. Node
D sends apublic key of node E (Kg) in place of
K, because node D does not have K. Node A
authenticates node F, and the status of authenti-
cationsis &/ € A.trust.

3. Node A repeats the process by asking node £ to
send public key Kr. Node E sends public key
K to node A.

4. Node A authenticates node I, and the status of
authentications is F' € A.trust.

Node A gets public key K with the above steps, and
node A authenticates node F. When the number of
nodes in the P2P network is n, the amount of com-
munication data required to authenticate is O (logn).

3.5 Authentication via multiple nodes

HDAM manages public keys by using Web of Trust.
The precondition for Web of Trust isthat all nodes are
honest. Therefore, HDAM with single Hash-Ring is
not resistance to insider attacks from dishonest nodes,
Fig.6 shows an example of insider attack in HDAM
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Fig. 7: Authentication via multiple Hash-Ring

system. In this example, node D, which is a dishon-
est node, sends an invalid public key K, to node A.
In this situation, node A believes that Kj. sent by
dishonest node D is valid, because node A can not
confirm if the received public key is invalid. Thus,
node A try to authenticate node F' by using the in-
valid public key K7J.. But, the authentication process
will be failed, because the valid public key of node
F isdifferent from K7J.. In this example, node A can
not authenticate node F', and a secure communication
between node A and node £’ isimpossible.

The authentication process fails when a node gets
aninvalid public key from adishonest nodein HDAM
system. Thisisbecause the node receives apublic key
from one node only. If anode in HDAM system can
get a public key from more than one node, the node
can validate the public key by comparing the public
keys sent by several nodes. If the public key is same
as others, the public key is valid. On the other hand,
if apublic key is different from others, the public key
might be invalid.

HDAM enables the confirmation of public keys
by using several Hash-Rings. HDAM system can
have more than one Hash-Rings. The position of a
node is decided from hash value which is derived
from node ID and Hash-Ring number. The hash value
is calculated by using one-way hash function such as
MD5 and SHAL. Therefore, the positions of a node
in each Hash-Ring are different, In HDAM system
which has several Hash-Rings, a node can get a pub-
lic key from several nodes, and the node can confirm
the valid public key by comparing public key data re-
ceived from several nodes. If nodesfind the valid pub-
lic keys, nodes can authenticate other nodes.

Fig.7 shows the example of authentication pro-
cessin HDAM system. In this example, HDAM sys-
tem has two Hash-Rings, which are HashRingl and
HashRing2. The deployments of nodes in each Hash-
Ring are different. And node D is a dishonest node.
When node A wants to get the public key of node F',
node A try to get the public key Kz in each Hash-
Ring. In this example, node A gets an invalid pubilc
key K}, from node D in HashRing1, because node D
isdishonest. And node A gets avalid public key Kg
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Fig. 8: State transition diagram of node agents

from node E in HashRing2, because node E is hon-
est. In this situation, node A can receive public key
K, and public key K, and node A can detect that
one of them is invalid, because public key Kj, and
public key K are different.

In HDAM system, several Hash-Rings enable
that nodes get a public key from several nodes. Thus,
HDAM system must manage the several Hash-Rings.
Therefore, the required memory size and the amount
of communication overhead in HDAM increase with
the number of Hash-Rings. When the number of
Hash-Rings is m, the required memory size and the
amount of communication overhead is O(m). Use-
aly, the number of Hash-Ringsis, however, much less
than the number of nodes. The number of Hash Rings
impacts the scalability of HDAM little. Thus, even if
the number of Hash-Rings is more than one, HDAM
is scalable enough.

3.6 Lifecycleof HDAM system

Users of P2P networks are always able to create
HDAM system in anywhere, because HDAM system
does not need any persistent servers. A HDAM sys-
tem starts when a user creates the first node of it. No
specific processisrequired for creating the network of
HDAM system. After creating the network, the node
can invite ther nodes to the existing network. Before
the node invite other nodes, they must authenticate
each other without the HDAM system. HDAM sys-
tem is based on the trust given by the authentication
which is processed without HDAM system before the
invitation. All nodesin the network can invite another
node which istrusted. The network of HDAM system
is alive as long as there is more than one nodes in it,
and the network ends when all nodes leave from it.
No specific process is required to terminate the net-
work of HDAM system. The detail of participation
process and departure process of HDAM is described
in[14]

4 Simulation and Evaluation

4.1 Simulator for P2P network
In order to examine characteristic of HDAM and eval -
uate availability of HDAM, we developed a simula-
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Number of Nodes

Fig. 9: Network topology assumed in the simulation

tor which simulates operations of nodes in P2P net-
works. This system is written in Java, and runs on
Java Runtime Environment. In this simulator, al op-
eration of nodes are implemented in software agents
called “node agent”. The messages between the node
agents simulates all messages which are sent for par-
ticipation, departure, updating public keys and send-
ing messages.

Fig.8 is the state transition diagram of node
agents. Node agents have two status. One is logout
status (S,.¢) Which means that the node isleaving the
P2P network. The other is login status (.5;,,) which
means that the node is joining to the P2P network.
The probability of changing status S,; to status S;;,
IS Pogin, and the probability of changing status S;;, to
status Sout IS Plogout- MOreover, the probability of up-
dating the public key of the node whose status is S,
IS Pypdate, and the probability of sending amessage to
randomly selected node is Ps.,,q. All messages con-
tain e-signatures, and al nodes are authenticated by
using the authentication procedure described in 3.4.

Fig.9 shows the network topology assumed in
this simulator. In this simulator, al nodes are con-
nected by some computer networks like the Internet,
and can communicate with each others. Network fail-
ures such as packet loss are not assumed, and all
communications are executed completely. In simula-
tion results that follow, number of nodes indicates the
number of nodes participating in the computer net-
work.

4.2 Toleranceto Insider Attack

Fig.10 shows the success probability of authentica-
tion when insider attakers exist in the P2P network.
In this figure, the squares show the success probabil-
ity of authentication in HDAM system that has sin-
gle Hash-Ring, and the diamonds show the success
probability of authenticaion in HDAM system that
has three Hash-Rings. This figure shows the relation-
ship between the resistance to insider attacks and the
number of Hash-Rings used by HDAM. In this ssim-
ulation, the number of nodes in the P2P network is
500, and the rate of attackers means the percentage
of insider attacker nodes among all nodes in the P2P
network. For example, when the rate of attackers is
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Fig. 10: Success probabhility of authentication

0.1, the number of insider attacker nodes is 50.

The success probability of authentication in both
HDAM systems decreases with the number of insider
attackers. But, the success probability in HDAM sys-
tem that has three Hash-Rings is more than HDAM
system that has single Hash-Ring. In HDAM sys-
tem that has single Hash-Ring, nodes can not validate
the public key which is received from other nodes.
On the other hand, in HDAM system that has three
Hash-Rings, nodes can validate the public key, be-
cause nodes can compare the public keys which is
sent by three different nodes. For example, when a
node receives a public key from three different nodes,
the node can validate the public key and authenticate
the node which is owner of the public key, even if one
of the received public keysisinvalid. Therefore, the
resistance to insider attacks of HDAM system which
has three Hash-Rings is more than HDAM which has
single Hash-Ring.

4.3 Performance Evaluation

In order to confirm the effectiveness of HDAM, we
compare HDAM with aconventional method that cor-
respond to the best performance parameters. In this
evaluation, the conventional method corresponds to
a decentralized authentication method such as PGP
and self-organized public-key management[8, 7]. The
conventional method authenticates nodes without a
centralized server. This method performs authenti-
cation by using Web of Trust which is not formed by
DHT. Therefore, it needs to aggregate public keysin-
dividually by each node. In the conventional system,
anode aggregate all public keys when the node joins
the P2P network, and the node uses them to authen-
ticate each others. Thus, in the conventional method,
a node needs to communicate each others for public
key exchange when the node joins the network. Ad-
ditionally, a node needs a memory space to manage
public keys. In conventional system, a node does not
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‘ scenario H Plogout ‘ Pupdate ‘ Psend ‘

no.1 0.45 0.05 0.5
no.2 0.25 0.05 0.7
no.3 0.05 0.05 09
no.4 0.01 0.01 0.98

Table 1: Parameters of agent activities

however need any communication for public key ex-
change when the node authenticate others.

We simulated the conventional method and
HDAM in the simulation scenarios described above.
In this simulation, the maximum of hash value, which
is a parameter of HDAM, was set to 224,

4.3.1 Simulation Scenario
We evaluated the availability of HDAM by using the
simulator described above. In this simulation, we
monitored both the number of public keys managed
by nodes and the number of messages sent by nodes.
The number of public keys managed by nodes directly
relates to the required memory size on nodes, and the
number of messages sent by nodes corresponds to the
amount of communication datafor the authentication.
We considered four simulation scenarios with
four different types of node agents. The types of node
agents are established by agent activity parameters
described above. Table 1 shows the configuration pa-
rameters of node agents in each scenarios, and param-
eter Pogn, is 1.0 In all scenarios. The node agents in
scenario 1 send afew messages to communicate with
its partners, so they need small number of public key
exchanges for secure communication. The character-
istic of node agent in scenario 1 is the same as the
applications which join the network for a short time.
On the other hand, the node agents in scenario 4 send
alot of messages to communicate with their partners,
so they need alot of public key exchanges for secure
communication. The node agent characteristic in sce-
nario 4 is same as the applications which join the net-
work for along time. Scenario 2 and scenario 3 are
intermediate in agent characteristic between scenario
1 and scenario 4.

4.3.2 Evaluation of Required Memory Size

Fig.11 shows the number of public keys managed by
a node. Here, the number of public keys means the
required memory size for node authentication. The
solid line in the graph indicates the number of pub-
lic keys in HDAM system which has single Hash-
Ring, and the dotted line indicates the number of pub-
lic keys in the conventional method. In Fig.11, it is
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shown that the number of public keys managed by
nodes in HDAM system is significantly less than the
conventional method. In particular, when the number
of nodesis 1024, HDAM can achieve more than 95%
reduction in the number of public keys managed by
nodes compared with the conventional method. This
means that HDAM ensures a significant savings in
memory requirements at each node compared with
the conventional method.

Fig.12 aso shows the number of public keys
managed by a node. As described above, the number
of public keys means the required memory size for
node authentication. The solid line in the graph in-
dicates the number of publick keysin HDAM system
that has single Hash-Ring, and the dashed-dotted line
indicates the number of public keys in HDAM sys-
tem that has three Hash-Rings. The number of public
keys in HDAM system that has three Hash-Rings is
three times as many as HDAM system that has sin-
gle Hash-Ring. This means that the memory size re-
quired by HDAM system that has three Hash-Ringsis
three times as much as HDAM system that has single
Hash-Ring. However, the scalability of both HDAM

Issue 10, Volume 7, October 2008



WSEAS TRANSACTIONS on COMPUTERS

[ —_— —_
(=) S (=]
] 9 =
T T T

number of messages
_
(=)
T

—_

(=}
=)

T

HDAM (using 1 Hash-Ring) —&— 1
conventional ---&-- |

Ll . Ll
102 103

10-1- |
100 10!
number of nodes

Fig. 13: Communication overhead in scenario 1

104 r T T T

103 F

—_

S

e}
T

number of messages
—
=]
T
X
\
>
1

—_
=}
>
T
L]

HDAM (using 1 Hash-Ring) —s—
conventional ---#--

10 L 1 1 1
100 10! 102 103
number of nodes

Fig. 14: Communication overhead data in scenario 2

104 F T T T T T T T T T T

—_

(=)
g

T
1

A
17 A’
) e
210°F LA i
é -
o) .
° -
..qé) 10'F "" - 1
a

] e -
TS e _ . 1

L & HDAM (using 1 Hash-Ring) —8—

o conventional ==--4=-= |

1l

10?

10_|- T | Lol
100 10! 10%

number of nodes

Fig. 15: Communication overhead in scenario 3

systems is better than the conventional method which
isindicated by the dotted line in this graph. Thus, the
number of public key in HDAM system that has three
Hash-Rings is less than the conventional method.

4.3.3 Evaluation of Communication Over head

We evaluate the number of messages sent by a node
in one step of each scenario described in 4.3.1. The
number of messages is the average in more than 200
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steps. Node agents acts an action shown in 4.1 in
each step, and node agents send some authentication
messages in each step. In this evaluation, the number
of messages means the communication overhead for
node authentication.

Fig.13 shows the number of messages sent by
a node in scenario 1. The solid line in the graph
indicates the number of messages of HDAM which
has single Hash-Ring, and the dotted line indicates
the number of messages of conventional method. In
Fig.13, it is shown that the number of messages sent
by anode in the HDAM system is more than the con-
ventional method when the number of nodes is less
than 64, because HDAM needs procedures to build
the Web of Trust. However, the number of messages
sent by a node in the HDAM system is less than the
conventional method when the number of nodes is
more than 64. And the gap between HDAM and the
conventional method increases with the increase in
number of nodes. When the number of nodesis 1024,
HDAM can achieve 85% reduction in the number of
messages sent by nodes compared to the conventional
method.

Fig.14, Fig.15 and Fig.16 show the number of
messages sent by a node in scenario 2, 3 and 4. In
these scenarios, the advantage of HDAM over con-
ventional method is less than scenario 1, because
Psenq Which is the probability of sending a message
is higher than scenario 1. Specifically, scenario 4
where P,.,q is the highest is the most unfriendly
scenario to HDAM in al scenarios. The communi-
cation overhead of HDAM in the sending message
action is larger than conventional method, because
HDAM'’s authentication process described in 3.4 is
more complex than conventional method. However,
the increase of communication overhead of HDAM is
smaller than the conventional method. The the num-
ber of participation and departure messagesin HDAM
is significantly less than conventional method, be-
cause the number of managed public keysin HDAM
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is significantly less than conventional method. The
communication overhead of HDAM is therefore less
than conventional method when the number of nodes
is large enough. Specifically, in scenario 4 which
is the most unfriendly scenario to HDAM, when the
number of nodes is 1024, HDAM can reduce more
than 60% of the number of messages sent by nodes
compared with the conventional method.

Fig.17 shows the number of messages sent by a
node in scenario 1, and Fig.18 shows the number of
messages sent by a node in scenario 4. As described
above, the number of messages means the commu-
nication overhead for node authentication. The solid
line in the graph indicates the number of messages
in HDAM system that has single Hash-Ring, and
the dashed-dotted line indicates the number messages
in HDAM system that has three Hash-Rings. The
number of messages in HDAM system that has three
Hash-Rings is three times as many as HDAM system
that has single Hash-Ring. This means that the com-
municatino overhead for authentication in HDAM
system that has three Hash-Rings is three times as
much as HDAM system that has single Hash-Ring.
However, the scalability of both HDAM systems is
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required communication
memory size overhead
onventional
method On) On)
HDAM O(log, n) O(logy n)

n : the number of nodes

Table 2: Scalability comparison

better than the conventional method which is indi-
cated by the dotted line in this graph. Thus, when
the number of nodes is large enough, the number of
messagesin HDAM system that has three Hash-Rings
is less than the conventional method.

4.4 Discussion

Table 2 shows the comparison of scalability between
HDAM and the conventional method. When the num-
ber of nodes isn, the memory size required by a node
in HDAM is O(logan), but the memory size required
by a node in the conventional method is O(n). Ad-
ditionaly, the amount of communication data for au-
thentication in HDAM is O(logan), but the amount
of communication data for authentication in the con-
ventional method is O(n). Therefore, when there are
many nodes in the P2P network, HDAM enables a
drastic reduction of the number of messages. This
means that the scalability of HDAM is better the con-
ventional method. According to the above evalua-
tions, both the memory size requirement by a node
and the amount of communication data sent by anode
are much less than the conventional method when the
number of nodes in the P2P network is large enough.
Additionally, the advantage of HDAM over the con-
ventional method become more prominent with the
increases in number of nodes. These results shows
that the scalability of HDAM is better than the con-
ventional method.

5 Conclusion

Our proposed HDAM, which is a mutual authentica-
tion method between each node in P2P network, en-
ables safe authentication among al nodes in a P2P
network by using Web of Trust and an efficient dis-
tributed management of public keys by using DHT.
HDAM reduces both the memory size needed by a
node and the amount of communication data sent by
a node. The scaability of conventional method is
less than HDAM, because conventional method has
no mechanism for distributed management of public
keys. Therefore, conventional authentication meth-
ods can not run in huge P2P networks, where a mil-
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lion nodes may try to communicate with each other.
Whereas, our proposed HDAM method can realize
the authentication in huge P2P networks, because of
its efficient distributed management mechanism of
public keys and thus HDAM is more scalable than
conventional methods. Through computer simula-
tions, we have shown that the required memory size
and the communication overhead are less than the
conventional method when the number of nodesin the
P2P network is large enough. It means that HDAM
is more scalable than conventional methods, and it
meansthat adapting HDAM to huge networksis much
easier than conventional methods. HDAM therefore
enables easy establishment of a secure and huge P2P
network. Also, HDAM ensures easy creation of many
secure decentralized applications such as conference
system and file sharing system.

In our study of distributed authentication method
we have showed the basics of HDAM in this paper.
As a future work, we want to establish the detail of
HDAM trust model. Our final goal isto redlize a se-
cure and large P2P network by using HDAM.
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