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Abstract: In 2004, Bresson et al. proposed a mutual authentication and group key agreement protocol for 

unbalanced wireless networks. Tseng recently proposed a novel secure protocol to improve Bresson et al.’s 

protocol. However, both protocols are based on certificate-based public key systems and insecure against the 

so-called impersonation attacks. They might be unsuitable for unbalanced wireless mobile networks from the 

viewpoints of security, computational complexities, and communication overheads. This paper proposes a 

certificateless authenticated group key agreement (cAGKA) protocol based on elliptic curve discrete 

logarithms. The proposed cAGKA protocol is more secure and efficient than previously proposed protocols for 

unbalanced wireless mobile networks due to the following facts: (i) The entity authentication and the 

authenticity of the intended public keys can be simultaneously verified in a logically single step without 

requiring any public key certificates. (ii) Bit sizes of the keys and the related messages are relatively smaller 

than those of the previously proposed protocols for the same security level. (iii) It saves the required 

communication overheads, and computational complexities. (iv) It achieves mutual authentication, 

impersonation attack resistance, explicit key confirmation, forward secrecy, contributory key agreement, and 

group key updating. 

 

 

Key-Words: Group key agreement, Certificateless, Elliptic curve, Unbalanced wireless networks, implicitly-

certified 

 

1 Introduction 
Wireless mobile networks which consist of low-

power and powerful nodes have attracted significant 

attentions recently in variety of applications [1-3]. 

In general, a low-power node is a device with very-

restricted computing power and some required 

memory capacity such as cell phones, personal 

assistant devices (PDA), and etc. A powerful node is 

a device with high computing power capabilities 

and large memory capacity, such as the base stations 

of cellular mobile networks, the access points of 

wireless local area networks or the cluster-heads of 

mobile ad hoc networks. Hence, such wireless 

mobile networks are also called “unbalanced” 

wireless mobile network. Due to the wireless and 

unbalance properties, the wireless mobile networks 

may suffer from more potential attacks than wired 

networks. It is a nontrivial challenge to secure the 
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wireless mobile network under the considerations of 

the limited computing capabilities and electronic 

power of low-power nodes, less network bandwidth, 

greater transmission delay time, more unstable 

network connection, etc. Most security protocols 

and mechanisms currently deployed in wired 

networks might be unsuitable to such unbalanced 

wireless mobile networks. 

Recently, Bresson et al. [4] proposed an 

authenticated group key agreement protocol for 

unbalanced wireless networks based on public key 

technology. It allows a cluster of low-power nodes 

and one powerful node (e.g. wireless gateway) to 

dynamically agree on a group secret key shared 

among them for securing communications. In 2005, 

Nam et al. pointed out the critical security flaws 

inherent in Bresson et al.’s protocol to show their 

protocol cannot achieve forward secrecy, implicit 

key authentication, and known key security [5]. 

They also proposed a patch to fix the security flaws. 

Later, Nam et al. [6] further proposed a group key 

agreement protocol with constant-round for the 

unbalanced wireless networks under decisional 

Diffie-Hellman assumption. The Nam et al.’s 

protocol however is non-authenticated one which 

implies it cannot provide user and message 

authentication. 

In 2006, Tseng [7] showed that Bresson et al.’s 

and Nam et al.’s protocols are not contributory key 

agreement ones in which the group secret keys are 

derived from the contributions of all participant 

nodes. Furthermore, Tseng proposed a real 

contributory key agreement protocol [8] to allow 

every group node to contribute their shares to the 

group key generation. It is more efficient than 

Bresson et al.’s and Nam et al.’s protocols in terms 

of the computational complexities but is less 

efficient than those in terms of the communication 

overheads. 

In Tseng’s and Bresson et al.’s protocols, each 

low-power node must generate and transmit digital 

signature to the powerful node for entity 

authentication. They both suggest that low-power 

nodes with limited computing capabilities can 

prepare these digital signatures beforehand by off-

line pre-computing them in advance. However, this 

paper will demonstrate that these two protocols are 

both vulnerable to the so-called impersonation 

attacks since no timestamp or nonce is bound in 

signing messages. The adversary can intercept the 

signatures and masquerade as the intended legal 

nodes by replaying the intercepted digital signatures 

to cheat the powerful node and other participating 

low-power node(s). Although the adversary cannot 

derive the correct group secret key, both above 

protocols failed in entity authentication. It is easy to 

see that the adversary might collude with any 

participating low-power node and obtain the 

established group secret key from the node. Under 

such situation, the adversary can masquerade as the 

legal low-power node to communicate with other 

participating nodes (including powerful node) 

without being detected. 

In addition, fundamental cryptographic 

primitives used in all above mentioned protocols are 

based on discrete logarithm problem with large 

primes. That means specifications of related 

cryptographic parameters, private keys, and public 

keys must be limited to the required larger bit length 

(e.g., 1024 bits) for the intended security level. 

Costs of key management, computational 

performance, communication overheads, and the 

size of the required storage are heavy to mobile 

devices. Victor Miller [9] and Neil Koblitz [10] 

discover elliptic curve cryptography (ECC) as an 

alternative solution to public key system in the 

middle of 1980s. Unlike other popular public key 

systems such as RSA, ECC is based on elliptic 

curve discrete logarithms (ECDL) that more 

difficult to challenge at equivalent key sizes. In 

another words, key size required in ECC is smaller 

than that of other public key systems at the same 

security level. Table 1 illustrates the comparison of 

the required key size used in symmetric 

cryptosystems, asymmetric cryptosystems/public 

key systems, and ECC systems at equivalent level of 

security. For example, the key size used in 

traditional public key systems requires 1024 bits but 

163 bits in ECC. Smaller key size will gain better 

computational performance, lower key management 

costs, and bandwidth savings, which is especially 

suitable for unbalanced wireless mobile networks. 

 

Table 1. Comparison of the required key size at the 

same security level [11] 

Symmetric 

cryptosystems 

(Bits) 

Asymmetric 

Cryptosystems 

 (Bits) 

ECC 

(Bits) 

80 1024 163 

112 2048 233 

128 3072 283 

192 7680 409 

256 15360 571 
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Moreover, all of the above proposed protocols 

are based on the certificate-based public key 

systems. This means the authenticity of all public 

key will be verified by checking the validity of extra 

public key certificates issued by a certification 

authority (CA). All nodes (including powerful and 

low-power nodes) must get the intended nodes’ 

public key certificates and then check their validity 

before performing Bresson et al.’s, Nam et al.’s, and 

Tseng’s protocols. Otherwise, these protocols might 

suffer from some potential man-in-the-middle 

attacks. The certificate-based public key systems 

might be unsuitable for unbalanced wireless mobile 

networks from viewpoints of computational 

complexities and communication overheads. 

This paper will propose a certificateless 

authenticated group key agreement (cAGKA) 

protocol based on ECDL for unbalanced wireless 

mobile networks. It achieves the same security 

requirements of contributory group key agreement, 

key confirmation, forward secrecy, and mutual 

entity authentication as mentioned in Tseng’s 

protocol. The new property “certificateless” means 

that the authenticity of all public keys are implicitly 

verified in key agreement procedure without 

requiring and verifying extra public key certificates. 

Such public keys used in the proposed protocol are 

also called implicitly-certified public keys [12] or 

certificateless ones [13]. As compared with Bresson 

et al.’s, Nam et al.’s, and Tseng’s protocols, the 

proposed cAGKA protocol has the following 

advantages: 

(i) The proposed protocol is secure against the 

impersonation attacks. 

(ii) Its bit sizes of the key and the related 

messages are relatively smaller than those of above 

mentioned protocols at the same security level. The 

costs of key management and message transmission 

are thus relatively lower. 

(iii) It reduces space requirements due to no 

required storage for storing public key certificates. 

(iv) It does not require extra communication and 

computational costs to transmit and verify the 

authenticity of the intended public keys since no 

extra certificates are required. Entity authentication 

and the authenticity of the intended public keys can 

be simultaneously verified in a logically single step. 

(v) Node joining and leaving issues are 

considered from the practical viewpoints in the 

proposed protocol. 

The rest of this paper is organized as follows: In 

Section 2, we briefly review Tseng’s protocol. In 

Section 3, we propose the cAGKA protocol. We 

discuss the security analysis and performance 

evaluation of the proposed cAGKA protocol in 

Section 4 and 5, respectively. Finally, some 

concluding remarks are presented in Section 6. 

 

 

2 Brief Review and Discussions of 

Tseng’s Protocol 
 

2.1 Review of Tseng’s Protocol 
In 2007, Tseng modified the Bresson et al.’s 

protocol [4] to propose a real contributory group key 

agreement protocol [8] for an unbalanced wireless 

network consisting of some low-power nodes and a 

powerful node. In Bresson et al.’s and Tseng’s 

protocols, the fundamental cryptographic primitives 

are based on discrete logarithm problem with large 

primes and all public keys are certificate-based ones. 

In this session, we briefly review Tseng’s protocol 

and demonstrate an impersonation attack on it. 

Let p′  and q′  be two large primes (where 

12 +′=′ qp ), g be a generator for the subgroup qG ′ , 

and )(⋅h  be a secure one-way hash function, 

respectively. Without loss of generality, let 

},...,,{ 21 nNNNN =  be the set of low-power nodes 

that want to agree on a group secret key shared 

among them and a powerful node AN . Private and 

public keys of a node i are denoted as iSK  and iPK , 

where *
qRi ZSK ′∈ , pgPK iSK

i ′= mod , and “ R∈ ” 

denotes “randomly chosen from”. Initially, each 

low-power node NNi ∈  computes 1−
ix , 

pgy ix
i ′= mod , pPK ix

Ai ′= modα , and the 

signature ),( iii ySKSign=δ  for iy , where 

*
qRi Zx ′∈  and ),( ii ySKSign  denotes the signing 

algorithm (e.g., DSA [14] or ElGamal’s digital 

signature scheme [15]) under the private key iSK  

for iy . The tuple ),,,,( 1
iiiii yxx δα

−  should be 

stored in the low-power node iN  in advance. 

In Tseng’s protocol, all nodes in N will cooperate 

with a powerful node AN  to agree on a group secret 

key among them by performing the following steps. 

Step 1. Each low-power node NNi ∈  sends the 

pre-computed },{ iiy δ  to the powerful node 

AN  for entity authentication.  
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Step 2. The powerful node AN  verifies legitimacy 

of Ni’s identity and generates group secret 

key by performing the following sub-steps. 

Step 2-1. On receiving the },{ iiy δ  from Ni (for 

ni ,...,2,1= ), the powerful node AN  

verifies the validity of the signature iδ  

by ),,( iii yPKVerify δ , where (Verify  

), iiy δ  denotes the signature verification 

under the public key iPK  for the 

signature iδ . If iδ  pass ,( iPKVerify  

), iiy δ , the legitimacy of Ni’s identity is 

verified.  

Step 2-2. The powerful node AN  computes 

pgX x ′= mod , pyz x
ii ′= mod , =′iα  

py ASK
i ′mod , ...( 21 ⊕⊕⊕= zzXhC  

)nz⊕ , and ∏ =
=

n

i iG zXk
1

 where 

*
qR Zx ′∈ , ni ,...,2,1= , and the symbol 

“⊕” denotes an exclusive-or (XOR) 

operation. Note Gk  is regarded as the 

shared group secret key. Finally, AN  

broadcasts },...,2,1);,(,{ nizC ii =′α  to all 

low-power nodes in N.  

Step 3. Upon receiving },...,2,1);,(,{ nizC ii =′α , 

each low-power node NNi ∈  checks if the 

received iα ′  equals to the stored iα . If it 

holds, the low-power node Ni further uses 

the stored 1−
ix  to compute 

1−

=′ ix
izX  

p′mod  and checks if ⊕⊕′= 1( zXhC  

)...2 nzz ⊕⊕ . If it holds, Ni can derive the 

group secret key by ∏ =
′=

n

i iG zXk
1
. 

 

2.2 Discussions of Tseng’s Protocol 
In Tseng’s protocol, all public keys are 

certificate-based ones. Extra public key certificates 

with respect to all public keys must be issued by the 

certification authority (CA) and verified by the 

verifier before using the public keys for 

withstanding well-known man-in-the-middle attacks. 

Hence, it requires extra communication and 

computational costs to transmit and verify the 

intended public key certificates. The extra costs 

might be heavy for unbalanced wireless mobile 

networks and mobile devices. 

Moreover, we will show that Tseng’s protocol is 

vulnerable to the impersonation attacks. Consider 

the scenario of an impersonation attack that the 

adversary attempts to masquerade as an intended 

low-power node Ni for cheating other participating 

nodes and the powerful node. As mentioned above, 

the legitimacy of Ni’s identity is verified by the pre-

computed and stored authentication message 

},{ iiy δ  with respect to the low-power node Ni. 

Although the Tseng’s protocol have adopted On-

line/Off-line signature scheme proposed by Shamir-

Tauman’s scheme [16], no timestamps or nonce are 

real bound in the signature iδ . If the adversary 

intercepted an authentication message },{ iiy δ  

transmitted by Ni, he can masquerade as the node Ni 

to perform the Step 1 of Tseng’s protocol by 

replaying },{ iiy δ  in the next group communication 

session. The replayed message },{ iiy δ  will pass the 

signature verification in Step 2, still the adversary 

cannot derive the group secret key Gk  with the 

messages broadcasted by the powerful node in Step 

3. The powerful node and other participating low-

power node(s) will believe that the node Ni 

impersonated by the adversary participates in the 

protocol. This implies Tseng’s protocol failed in 

entity authentication. Moreover, if such an 

adversary is able to collude with any corrupted low-

power nodes, he can obtain the group secret key 

revealed from them. For instance, an adversary can 

masquerade as the node Ni by replaying },{ iiy δ  and 

collude with a corrupted low-power node in the next 

group communication session. Then, he can always 

get a copy of the group key and masquerade as the 

legal low-power node Ni to participate in the group 

communication without being detected. 

 

 

3 The Proposed cAGKA Protocol 
There are three roles involved in the proposed 

certificateless authenticated group key agreement 

cAGKA protocol: system authority (SA), low-power 

nodes, and a powerful node as mentioned above. 

The SA is responsible to generate all necessary 

system parameters and cooperates with each node to 

generate valid node’s private and public key pair. 

The powerful node will authenticate the legitimacy 

of the participant low-power nodes and determine a 

group secret key shared among them. 

According to the Tseng’s protocol, we also 

assume that the SA and powerful node are trusted. 

The proposed cAGKA protocol consists of five 
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phases: the system setup, the mobile node 

registration, the authenticated group key agreement, 

the node leaving, and the node joining phases. 

Detailed descriptions of these phases are given 

below. 

 

3.1 System Setup Phase 
Initially, the SA determines a large prime p and a 

non-supersingular elliptic curve ),( baE p  as 

)(mod 32 pbaxxy ++= , where *, pR Zba ∈  and 

0mod 274 23
≠+ pba . The SA further determines a 

large prime q and a base point G of order q over 

),( baE p , where q is a divisor of the number of 

points on the elliptic curve ),( baE p . Let O be a 

point at infinity over ),( baE p , yixi QQ .. /  be the x-

coordinate/y-coordinate of the point iQ  [17], and 

h(⋅) be a secure one-way hash function that accepts a 

variable length input and produces a fixed length 

output which is over GF(q). The private and public 

keys for the SA are respectively defined as SAs  and 

SAP , where qRSA Zs ∈  and GsP SASA = . The SA 

publishes ),,,),,(,,( SAp PGhObaEqp  while keeps 

SAs  secret.  

 

3.2 Mobile Node Registration Phase 
When a mobile node Ni associated with a 

distinguished identifier Ii wants to join the system, 

he will cooperate with the SA to perform the 

following steps to generate a valid private and 

public key pair: 

Step 1. The mobile node iN  randomly chooses an 

integer qRi Zv ∈ , computes GvV ii = , and 

then sends },{ ii VI  to the SA. 

Step 2. On receiving },{ ii VI  sent from the node iN , 

the SA checks whether the identifier Ii is 

unregistered. If it holds, the SA computes 

and returns },{ ii sP  to the node iN , where 

),()||( .x. yiiiiii PPGIrhVP =+= , =is  

qsIPIrh SAiiii  mod)()||( x. ⋅++ , qRi Zr ∈ , 

and “||” is the concatenation symbol. Note 

that iP  is regarded as iN ’s public key 

issued by the SA. 

Step 3. The node iN  computes a private key ix  as 

qvsx iii  mod += . Further, iN  can verify 

the validity of the private key ix  by 

checking if SAiiii PIPPGx )( x. ++= . If it 

holds, ),( ii Px  is a valid key pair of iN . 

 

3.3 Authenticated Group Key Agreement 

Phase 

Without loss of generality, let ,,{ 21 NNN =  

}..., nN  be the set of n low-power nodes that want to 

agree on a group secret key shared among them. All 

the low-power nodes will cooperative with a 

powerful node AN  to generate the group secret key. 

Responsibility of the AN  are to authenticate the 

identity of all low-power nodes and determines the 

group secret key Gk  for them. The procedure for 

the authenticated group key agreement phase is 

stated as follows (as depicted in Fig. 1). 

Step 1. Each low-power node Ni computes 
1−

ir , 

GrR ii = , ))(( x. SAAAAii PIPPxB ++= , 

))(( x. SAAAAii PIPPrC ++= , and =ia  

)||||||||( x.x. iiAii tIICBh , where qRi Zr ∈  

and it  is the current timestamp. Finally, iN  

sends },,,,{ iiiii atRPI  to AN . 

Step 2. The powerful node AN  verifies the 

legitimacy of iN ’s identity and generates 

group secret key by performing the 

following sub-steps. 

Step 2-1. On receiving },,,,{ iiiii atRPI  from iN  

(for ni ,...,2,1= ), the powerful node AN  

checks whether ttt ii ∆≤−′ , where it′  is 

the timestamp of receiving ,,{ ii PI  

},, iii atR  and t∆  is the preset acceptable 

delay threshold. If it holds, the powerful 

node AN  computes (( +=′ iAi PxB  

))x. SAii PIP + , iAi RxC =′ , and verifies 

the legitimacy of the low-power node 

iN  by checking if ||||||( x.x. Aii ICBh ′′  

)|| ii tI  equals to the received ia . If it 

does not hold, AN  requests iN  to re-

send valid ,,,{ iii RPI  }, ii at . Otherwise, 

both of the identity authentication and 

the authenticity public key iP  for iN  are 

verified.  

Step 2-2. The powerful node AN  computes 

GrR AA = , x.x.x. ||||( iiAi CBRhz ′′=  
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)|| At , nAG zzzRhk ||...||||||( 21x.=  

)|| At , )||...||||||||( 21 nAG IIIIkhm = , 

and iAi RrY = , where At  is the current 

timestamp of powerful node AN , 

qRA Zr ∈  and ni ,...,2,1= . Finally, AN  

broadcasts =iIYzmtPI iiiAAA );,,(,,,,{  

},...,2,1 n  to all low-power nodes. Note 

that Gk  is the shared group secret key. If 

the broadcast message is lost in 

transmission, it may cause the nodes are 

not able to join the group until those 

nodes send another join request. The 

power node should unicast or broadcast 

the above message to those nodes which 

did not get the group key. 

Step 3. On receiving );,,(,,,,{ iiiAAA IYzmtPI  

},...,2,1 ni =  from the powerful node AN , 

each low-power node iN  checks whether 

ttt ii ′∆≤−′′ , where it ′′  is the timestamp of 

receiving ,2,1);,,(,,,,{ =iIYzmtPI iiiAAA  

}...,n  and t′∆  is the preset acceptable delay 

threshold. If it holds, the node iN  can 

compute iiA YrR 1−
=′  and verify the 

legitimacy of AN ’s identity and the 

authenticity of AN ’s public key AP  by 

checking if )||||||( x.x.x. AiiA tCBRh ′  equals 

to the received iz . If it holds, the low-

power node iN  can further derive the group 

secret key ||...||||||( 21x. zzRhk AG ′=′  

)|| An tz  and verify the validity of the group 

secret key by checking if ||||( AG Ikh ′  

)||...|||| 21 nIII  equals to the received m . 

If it holds, Gk ′  is the group secret key 

shared among the powerful node and all 

participating low-power nodes. 

 

3.4 Node Leaving Phase 

When a low-power node iN  wants to leave the 

group, the remaining nodes must update the group 

secret key for ensuring the confidentiality of the 

future communications. The procedure of the group 

secret key updating is described below (as depicted 

in Fig. 2). 

Step 1. The powerful node AN  computes =′
AR  

GrA′ , )||||||( x.x.x. AiiAi tCBRhz ′′′′=′ , 

iAi RrY ′=′ , ||||...||||||( 121x. −′′′′=′ jAG zzzRhk  

)||||...||' 1 Anj tzz ′′+ , and ||||( AG Ikhm ′=′  

)||...||||||...|||| 1121 njj IIIII +− , where At′  

is the current timestamp of AN , qRA Zr ∈′ , 

and njji ,...,1,1,...,2,1 +−= . The node AN  

then broadcasts );,,(,,,,{ iiiAAA IYZmtPI ′′′′  

},...,1,1,...,2,1 njji +−=  to the remaining 

low-power nodes iN ’s, where ji NNN \∈ . 

Note that Gk ′  is the shared group secret key. 

Step 2. On receiving );,,(,,,,{ iiiAAA IYzmtPI ′′′′  

},...,1,1,...,2,1 njji +−=  from the powerful 

node AN , each low-power node 

ji NNN \∈  checks whether ttt Ai ′′∆≤′−′′ , 

where it ′′  is the timestamp of receiving 

,1,...,2,1);,,(,,,,{ −=′′′′ jiIYzmtPI iiiAAA  

},...,1 nj +  and t ′′∆  is the preset acceptable 

delay threshold. If it holds, the low-power 

node ji NNN \∈  computes iiA YrR ′=′′ −1  

and verify the legitimacy of AN ’s identity 

and the authenticity of AN ’s public key AP  

by checking if )||||||( x.x.x. AiiA tCBRh ′′′  

equals to the received iz′ . If it holds, the 

low-power node Ni can further derive the 

group secret key 21x. ||||( zzRhk AG ′′′′=′′  

)||||...||'||||...|| 11 Anjj tzzz ′′′ +−  and verify the 

validity of the group secret key by checking 

if ||...||||||...||||||||( 1121 +−′′ jjAG IIIIIkh  

)nI  equals to the received m′ . If it holds, 

Gk ′′  is the group secret key shared among 

the powerful node and all participating low-

power nodes. 

 

3.5 Node Joining Phase 

When a low-power node 1+nN  wants to join the 

group in progress, he needs to obtain the group 

secret key. All participant nodes and the new node 

1+nN  cooperates with each to perform the 

following steps (see also Fig. 3) to generate a new 

group secret key shared among them. 
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Step 1. The 1+nN  chooses qRn Zr ∈+1  to compute 

1
1

−
+nr , GrR nn 11 ++ = , ((11 += ++ Ann PxB  

))x. SAAA PIP + , ++= ++ x.11 (( AAnn PPrC  

)) SAA PI , and x).1(x).1(1 ||( +++ = nnn CBha  

)|||||| 11 ++ nnA tII , where 1+nt  is the 

current timestamp of low-power node 1+nN . 

Finally, 1+nN  sends ,,,{ 111 +++ nnn RPI  

}, 11 ++ nn at  to AN . 

Step 2. The powerful node AN  verifies legitimacy 

of 1+nN ’s identity and generates group 

secret key by performing the following sub-

steps. 

Step 2-1. On receiving 1111 ,,,{ ++++ nnnn tRPI  

}, 1+na  from 1+nN , the powerful node 

AN  checks whether ttt nn ∆≤−′ ++ 11 , 

where 1+′nt  is the timestamp of receiving 

},,,,{ 11111 +++++ nnnnn atRPI  and t∆  is 

the preset acceptable delay threshold. If 

it holds, the powerful node NA computes 

))(( 1x.)1(11 SAnnnAn PIPPxB ++++
++=′  

and 11 ++
=′ nAn RxC , and checks if 

)||||||||( 11x).1(x).1( ++++
′′ nnAnn

tIICBh  

equals to the received 1+na  for verifying 

the legitimacy of the low-power node 

1+nN  by. If it does not hold, AN  

requests 1+nN  to re-send valid 

},,,,{ 11111 +++++ nnnnn atRPI . Otherwise, 

both of the identity authentication and 

the authenticity public key 1+nP  for 

1+nN  are verified. 

Step 2-2. The powerful node AN  computes 

GrR AA
′=′ , ||||||( x.x.x. iiAi CBRhz ′′′=′  

)At′ , ||||...||||||( 121x. +′′′′=′ nAG zzzRhk  

)At′ , )||...||||||||( 121 +′=′ nAG IIIIkhm , 

and iAi RrY ′=′  , where At′  is the current 

timestamp of AN , qRA Zr ∈′ , and 

1,,...,2,1 += nni . Furthermore, AN  

broadcasts );,,(,,,,{ iiiAAA IYzmtPI ′′′′  

}1,,...,2,1 += nni  to all low-power nodes. 

Note that Gk ′  is the shared group secret 

key. 

Step 3. On receiving );,,(,,,,{ iiiAAA IYzmtPI ′′′′  

}1,,...,2,1 += nni  from the powerful node 

AN , each low-power node 1+∪∈ ni NNN  

checks whether ttt Ai ′′∆≤′−′′ , where it ′′  is 

the timestamp of receiving ,,,{
AAA tPI ′  

}1,,...,2,1);,,(, +=′′′ nniIYzm iii  and t ′′∆  is 

the preset acceptable delay threshold. If it 

holds, the low-power node 1+∪∈ ni NNN  

computes iiA YrR ′=′′ −1  and verify the 

legitimacy of AN ’s identity and the 

authenticity of AN ’s public key AP  by 

checking if )||||||( x.x.x. AiiA tCBRh ′′′  

equals to the received iz′ . If it holds, the 

low-power node Ni can further derive the 

group secret key ||||( 1x. zRhk AG ′′′=′′  

)||||||...|| 12 Ann tzzz ′′′′ +  and verify the 

validity of the group secret key by checking 

if )||||...||||||||( 121 +′′ nnAG IIIIIkh  equals 

to the received m′ . If it holds, Gk ′′  is the 

group secret key shared among the powerful 

node and all participating low-power nodes. 

 

 

4 Security Analysis and Comparisons 
In this section, we will discuss some security 

considerations of the proposed cAGKA protocol. 

The security of the proposed protocol is based on 

the assumptions of the elliptic curve discrete 

logarithm (ECDL) problem [17-19] and the one-way 

hash function (OHF) [12, 20]. Security 

considerations are analyzed from the following six 

perspectives: confidentiality of private keys, entity 

authentication, authenticity of public keys, 

confidentiality and confirmation of the established 

group secret key, group key contribution, and 

forward secrecy. 

 

4.1 Confidentiality of Private Keys 
Consider the scenario of a compromising attack 

that an adversary or a malicious registered node 

attempts to derive SA’s private key SAs . With the 

knowledge of SA’s public key GsP SASA = , the 

adversary will face the ECDL problem to derive 

SAs . A malicious registered node can successfully 
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compromise SA’s private key SAs  with the SA’s 

sending qsIPIrhs SAiiiii  mod)()||( x. ⋅++=  only 

if he can derive ir  first. However, it is 

computationally infeasible to derive ir  from 

GIrhVP iiii )||(+=  under the ECDL and the OHF 

assumptions.  

Similarly, consider the scenario of a 

compromising attack that a malicious adversary 

(including any registered node) attempts to derive 

node’s private key ix . Since the node’s private key 

ix  is computed by qvsx iii  mod += , the adversary 

will face the ECDL assumption to derive iv  from 

GvV ii = . The private key satisfies the verification 

SAiiii PIPPGx )( x. ++= . With knowledge of 

},,{ SAii PIP , it is computationally infeasible to 

derive ix  under the ECDL problem.  

Consider the scenario of an attack that an 

adversary attempts to derive nodes’ private keys ix  

by the intercepted messages },,,,{ iiiii atRPI ’s and 

},...,2,1);,,(,,,,{ niIYzmtPI iiiAAA = . From the 

equations ))(( x. SAAAAii PIPPxB ++=  and 

)||||||||( x.x. iiAiii tIICBha = , the adversary will 

face the ECDL and OHF assumptions to 

compromise the private key ix . Similarly, the 

adversary cannot derive the private key Ax  from 

)||||||( x.x.x. AiiAi tCBRhz ′′= , ++=′ x.(( iiAi PPxB  

)) SAi PI , and iAi RxC =′ . 

 

4.2 Entity Authentication 
The proposed cAGKA protocol provides mutual 

authentication for verifying the legitimacies of the 

powerful node and the low-power nodes with each 

other. To authenticate the legitimacy of the 

participating low-power node iN , the powerful 

node can check if )||||||||( x.x. iiAii tIICBh ′′  equals 

to the received ia , where (( +=′ iAi PxB  

))x. SAii PIP +  and iAi RxC =′ . Since 

)(())(( x.x. iiiASAAAAii IPPxPIPPxB ++=++=

iSA BP ′=)  and =++= ))(( x. SAAAAii PIPPrC  

iiA CRx ′= , the adversary can successfully 

generate a valid ia  for cheating the powerful node 

only if he knows ix  or Ax . Security of the private 

keys is based on the ECDL and the OHF 

assumptions as analyzed above. Since the timestamp 

it  is included in ia , the adversary cannot replay the 

intercepted messages to masquerade as a valid low-

power node. The proposed protocol can adopt the 

existing time synchronization schemes [21,22] to 

achieve a synchronization objective. This also 

implies the proposed cAGKA protocol can 

withstand the impersonation attacks. 

On the other hand, each low-power node iN  can 

authenticate the legitimacy of the powerful node by 

checking )||||||( x.x.x. AiiA tCBRh ′  equals to the 

received iz , where iiA YrR 1−
=′ . The adversary can 

successfully masquerade as the powerful-node for 

cheating any low-power node iN  if he can correctly 

derive iB , iC , and AR′ . Security of iB  and iC  is 

protected under the ECDL and the OHF 

assumptions as discussed above. It can be seen that 

the security of iiA YrR 1−
=′  is also protected based 

on the ECDL assumption since the adversary will 

face the ECDL assumption to derive ir  from iR  and 

then use ir  to compute AR′ . 

 

4.3 Authenticity of Public Keys 

Seeing that a valid public key iP  with respect to 

ix  and iI  has to satisfy the check of the verification 

equality, SAiiii PIPPGx )( x. ++= , a malicious 

adversary advN  (including any registered node) 

may attempt to forge a valid pair ),,( advadvadv PxI  

to satisfy this verification equality. Consider the 

scenario that an adversary advN  attempts to choose 

an identity information advI   and try to generate a 

valid certificateless private and public key pair 

),( advadv Px  without the assistant of SA. The 

adversary can first arbitrarily choose his identifier 

advI  and private key advx , and then tries to 

compute the corresponding public key advP  such 

that SAadvadvSAadvadv PIGxPPP −=+ x. . It can be 

seen that the adversary will face the intractability of 

the ECDL problem to derive x.advP  and advP  from 

this equation. Similarly, the adversary might first 

determine ),( advadv PI , and then try to derive advx  

to satisfy above verification equality. It is obvious to 

see that advx  is protected under the ECDL 

assumption. What is more, to generate a valid advI  

with the arbitrarily chosen advx  and advP , the 
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adversary will be confronted with the difficulty of 

the ECDL assumption. 

 

4.4 Confidentiality and Confirmation of the 

Established Group Secret Key 
In the proposed cAGKA protocol, the group 

secret key is generated by ||||( 1x. zRhk AG =  

)||||...||2 An tzz . Only one secret variable x.AR  is 

contributed to key generation. The adversary can 

successfully compromise AR  for deriving Gk  only 

if he knows ir  or Ar  due to ==
−

iiA YrR 1  

GrGrrrRrr AiAiiAi ==
−− )()( 11 . Compromising ir  

from iR  or Ar  from iY  is an ECDL problem. On the 

other hand, if the adversary attempts to derive Gk  

from the intercepted message ||||( AG Ikhm =  

)||...|||| 21 nIII , he will face the intractability of 

reversing the one-way hash function (i.e. OHF 

problem). Hence, the confidentiality of the group 

secret key is protected under the ECDL or OHF 

assumptions. 

In addition, the proposed cAGKA provides 

explicit key authentication (also called key 

confirmation) in such a way that all participating 

low-power nodes can explicitly verify the 

authenticity of the established group secret key. It 

can see that the message 21 ||||||( IIIkhm AG=  

)||...|| nI  can be regarded as an authenticator for this 

purpose. If the group secret key is not correctly 

computed by )||||...||||||( 21x. AnAG tzzzRhk = , it 

will fail to the verification of m. 

 

4.5 Group Key Contribution 
We will show that the proposed cAGKA 

protocol is a contributory key agreement one which 

allows every participating low-power nodes to 

contribute their shares to the group key generation. 

It can be seen that the group secret key is computed 

by )||||...||||||( 21x. AnAG tzzzRhk = , where =iz  

)||||||( x.x.x. AiiA tCBRh ′′  and iiA YrR 1−
= . The 

secret random number ir  is secretly determined by a 

low-power node iN , and hence contributed to the 

group key generation. This means that each low-

power node equally contributes to the group secret 

key and guarantees its freshness in each group secret 

key construction, that is to say, no participant node 

can predetermine the group secret key. Hence, the 

proposed protocol is a contributory group key 

agreement one. 

 

4.6 Forward Secrecy 
The forward secrecy guarantees that an adversary 

who compromises a private key(s) or one group 

secret key must not reveal previously established 

group secret keys. For example, when a low-power 

node wants to join a group, forward secrecy must be 

achieved to prevent the new member from accessing 

the previous group communications. As mentioned 

of the proposed cAGKA protocol, the group secret 

key is )||||...||||||( 21x. AnAG tzzzRhk = , where 

)||||||( x.x.x. AiiAi tCBRhz =  and iiA YrR 1−
= . 

Compromising the private key ix  (or Ax ) only help 

to derive iB  and iC . The group secret key is still 

protected by the secret AR . It is easy to see that 

compromising ir  from iR  or Ar  from iY  is an 

ECDL problem. Hence, the adversary cannot derive 

any one group secret key with the compromised 

private keys. 

Consider the scenario that the adversary 

compromised one group secret key attempts to 

derive any one previously established group secret 

key. Since the proposed protocol is a contributory 

one as mentioned above, the group secret key for 

distinct session will be refreshed by the random 

secret values. The group secret keys can be regarded 

as a random number generated by all participating 

nodes. Hence, the adversary knowing one group 

secret key cannot derive previously established one, 

which implies the forward secrecy is achieved. 

 

4.7 Comparisons of Security Properties 
We compare the necessary security properties of 

the proposed scheme and those of Bresson et al.’s [4] 

and Tseng’s protocols [8] in Table 2. From Table 2, 

we can see that the proposed cAGKA protocol is a 

certificateless contributory key agreement one, 

while the other two protocols are certificate-based 

ones. The proposed protocol will have the merits of 

the certificateless public keys. Bresson et al.’s and 

Tseng’s protocols [4, 8] are all insecure against the 

impersonation attack, since their transmitted 

messages can be replayed by the adversary. Hence, 

they cannot achieve the mutual authentication. As 

we analyzed above, the proposed protocol are secure 

against the impersonation attack and achieves the 

mutual authentication. Considering the security of 

the established group secret key, the proposed 

protocol and Tseng’s protocol can achieve 

contributory group key agreement, forward secrecy, 

and key confirmation, while Bresson et al.’s 
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protocol cannot. Key confirmation of Tseng’s 

protocol can be implicitly achieved by checking the 

correctness of all variables contributed to group key 

generation, while that of the proposed protocol are 

explicitly achieved by a key authenticator. We also 

considered and proposed the group key updating 

mechanisms for node leaving or joining in our 

proposed protocol. Moreover, the underlying 

cryptographic assumption of the proposed protocol 

is elliptic curve discrete logarithm problem, while 

that of Bresson et al.’s [4] and Tseng’s protocols is 

discrete logarithm (DL) problem. The proposed 

protocol is hence more secure than the other two 

protocols under the same key size. 

 

 

5 Performance Evaluations and 

Comparisons 
In this section, we will evaluate the performance 

of our proposed cAGKA protocol in terms of the 

computational complexities and the communication 

overheads. For convenience, we first define the 

following notations: 

TEM/EA: the time for computing a point 

multiplication/addition operation over an 

elliptic curve; 

TMM/EXP/INV: the time for computing a modular 

multiplication/exponentiation/inversion; 

TH: the time for computing a secure one-way 

hash function h; 

TSIG/VER: the time for generating/verifying a 

signature; 

n: the number of low-power nodes that want to 

agree on a group secret key shared 

among them;  

|a|: the bit-length of a variable a. 

Note that the time for computing a modular 

addition and that for XOR function are ignored here 

for that they are negligible as compared to the other 

complexities measures. From [23-26], the time 

complexities can be respectively regarded as TEM ≈ 

29TMM, TEA ≈ 0.12TMM, TEXP ≈ 240TMM, TINV ≈ 

10TMM, and TH ≈ 4TMM.  

First, we discuss the computational 

complexities of low-power nodes in our proposed 

cAGKA protocol. In Step 1, each low-power node 

iN  computes 1−
ir , GrR ii = , ++= x.(( AAii PPxB  

)) SAA PI , ))(( x. SAAAAii PIPPrC ++= , and =ia  

)||||||||( x.x. iiAii tIICBh . The computational 

complexities for the step 1 are 4TEM + TEA + TH + 

TINV. In Step 3, the low-power node iN  computes 

iiA YrR 1−
=′  and checks whether x.x. ||( iAi BRhz ′=  

)|||| x. Ai tC  holds or not. Further, the low-power 

node iN  computes ...||||||( 21x. zzRhk AG ′=′  

)|||| An tz  and checks whether ||||||( 1IIkhm AG′=  

)||...||2 nII  holds or not. The Step 3 requires TEM + 

3TH. Therefore, the computational complexities for 

each low-power node are 5TEM + TEA + 4TH + TINV.  

In the following, we consider the computational 

complexities of the powerful node in our proposed 

cAGKA protocol. In Step 2, the powerful node 

computes ))(( x. SAiiiAi PIPPxB ++=′ , iAi RxC =′ , 

and checks whether )||||||||( x.x. iiAiii tIICBha ′′=  

holds or not. If it pass verifications, the powerful 

node AN  computes GrR AA = , iAi RrY = , 

)||||||( x.x.x. AiiAi tCBRhz ′′= , ||||( 1x. zRhk AG =  

)||||...||2 An tzz , and ||||||||( 21 IIIkhm AG=  

)||... nI . Thus, computational complexities for the 

powerful node are (4n+1)TEM + nTEA + 2(n+1)TH. 

Comparisons of the computational complexities 

among the proposed cAGKA, Bresson et al.’s, and 

Tseng’s protocols are given in Table 3. In Bresson 

et al.’s and Tseng’s protocols, all public keys are 

certificate-based ones. This means that the 

authenticity of all public keys will be verified by 

checking the validity of extra public key certificates 

issued by a certification authority CA. The proposed 

protocol uses certificateless public keys and hence 

gains performance efficiency in computational 

complexities due to no certificate verification. For 

simplicity, we assume that the public key 

certificates are implemented by ElGamal signature 

scheme [15] in Bresson et al.’s and Tseng’s 

protocols. The digital signature used in both 

protocols is also assumed to be implemented by 

ElGamal signature [15]. From Table 3, it can see 

that the computational complexities for each low-

power node are independent on the number of the 

low-power nodes in Bresson et al.’s and the 

proposed protocols, but not in Tseng’s protocol. 

Computational complexities for the powerful node 

in these three protocols are all dependent on the 

number of the low-power nodes, but the proposed 

protocol requires lower computational complexities. 

In summary, the proposed cAGKA protocol is more 

efficient than Bresson et al.’s, and Tseng’s protocols 

in computational complexities. 

Considering the communication overheads in the 

three protocols, we let the adopted one-way hash 

function h be SHA-1 [27] (the bit length of the 
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output is 160 bits), |p'| = 1024 bits, |q'| = 160 bits, |p| 

= |q| = 163 bits respectively. For simplicity, the 

counter c (used in Bresson et al.’s protocol [4]), the 

timestamp t (used in the proposed protocol), and the 

identity I are all assumed to be 160 bits.  

In our proposed cAGKA protocol, each low-

power node iN  sends },,,,{ iiiii atRPI  to the 

powerful node AN  via uni-cast communication. 

Thus, the communication overheads sent by each 

low-power node are |I| + 4|p| + |h|+ |t|. In Step 2, the 

powerful node AN  broadcasts ,,,,{ mtPI AAA  

},...,2,1);,,( niIYz iii =  to low-power nodes. The 

communication overheads sent by the powerful 

node are (n+1)|I| + 2(n+1)|p| + (n+1)|h|+ |t|, where |h| 

is the bit-length of the adopted hash function. Table 

4 shows comparisons of the communication 

overheads. Since Bresson et al.’s and Tseng’s 

protocols are certificate-based ones, they require 

2048 bits (i.e., 2|p'| bits) for transmitting an extra 

public key certificate which is assumed to be 

implemented by ElGamal signature scheme [15]. As 

seen from Table 4, the communication overheads 

sent by each low-power node in Bresson et al.’s and 

Tseng’s protocols are larger than those in the 

proposed cAGKA protocol. The communication 

overheads sent by the powerful node in the proposed 

protocol are larger than those in Bresson et al.’s 

protocol, since it requires extra communication 

overheads for achieving contributory group key 

agreement, key confirmation, and mutual 

authentication. If the proposed cAGKA provides the 

same security requirements as mentioned in Bresson 

et al.’s protocol [4], the communication overheads 

of the powerful node are only (326n + 486) bits (i.e., 

the powerful node broadcasts );,,{( iAA YtP  

},...,2,1 ni =  instead of );,,(,,,,{ iiiAAA IYzmtPI  

},...,2,1 ni = . All the protocols require the same 

number of rounds in the group key agreement. The 

Tseng’s protocol does not consider and propose the 

group key updating mechanisms for node leaving or 

joining process. For the joining and leaving process 

of the proposed cAGKA and Bresson et al.’s 

protocols, the communication overhead depends on 

how many mobile nodes join/leave in a given time 

period. 

 

 

6 Conclusion 
Elaborating on merits of the certificateless public 

keys and elliptic curve cryptography, the proposed 

cAGKA protocol is more efficient and secure than 

previously proposed protocols for unbalanced 

wireless mobile networks. Authenticity of public 

keys is verified together with entity authentication 

without any public key certificates. We showed that 

the proposed cAGKA protocol is a real contributory 

group key agreement and provides mutual 

authentication between low-power nodes and the 

powerful node. Based on the intractability of solving 

the ECDL and the OHF problems, our proposed 

cAGKA protocol is secure against some potential 

active and passive attacks. Moreover, it can gain 

much efficiency in saving of computational 

complexities and communication overheads. 
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Fig. 1. The proposed authenticated group key agreement protocol 
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Fig. 2. Node leaving phase 
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Fig. 3. Node joining phase 

 

 

 

Table 2. Comparisons of security properties 

 
Bresson et al.’s 

protocol [4] 

Tseng’s protocol 

[8] 

The proposed 

cAGKA protocol 

Public keys Certificate-based Certificate-based Certificateless 

Mutual authentication No 
No Yes 

Impersonation attack resistance No No Yes 

Contributory group key agreement No Yes Yes 

Forward secrecy No Yes Yes 

Key confirmation No Implicit Explicit 

Group key updating 

(when member joins or leaves) 
Yes No Yes 

Underlying cryptographic 

assumption
 DLP DLP ECDLP 
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Table 3. Comparisons of computational complexities 

 
Bresson et al.’s 

protocol [4] 
Tseng’s protocol [8] 

The proposed 

cAGKA protocol 

Each low-power 

node 

Time 

complexities 

2TEXP + 2TH + TVER ‡ 

+ TSIG * 

3TEXP + nTMM + TH + 

TINV + TVER ‡ + TSIG * 

5TEM + TEA + 4TH + 

TINV 

 
Rough 

Estimation 
≈≈≈≈ 1461TMM ≈≈≈≈ (n + 1707) TMM ≈≈≈≈ 162.12TMM 

powerful node 
Time 

complexities 

nTEXP + (n+1)TH + 

2nTVER ‡ 

(2n+ 1)TEXP + nTMM + 

TH + 2nTVER ‡ 

(4n+1)TEM + nTEA + 

2(n+1)TH 

 
Rough 

Estimation 
≈≈≈≈ (1686n+4)TMM ≈≈≈≈ (1923n+244)TMM ≈≈≈≈ (124.12n+37)TMM 

Remark *: The computational complexity for generating a signature is TSIG = TEXP + 2TMM + TINV + TMA  ≈ 

252 TMM according to ElGamal signature scheme [15]. 

 ‡: The computational complexity for verifying a signature/public key certificate is TVER = 3TEXP + 

TMM  ≈ 721 TMM according to ElGamal signature scheme [15]. 

 

 

 
Table 4. Comparisons of communication overheads  

 Bresson et al.’s protocol [4] Tseng’s protocol [8] The proposed cAGKA protocol 

Communication 

overheads sent by 

each low-power node 

|I| +5|p'| ‡ 

≈≈≈≈ 5280 bits 

|I| +5|p'| ‡ 

≈≈≈≈ 5280 bits 

|I| + 4|p| + |h|+ |t| 

≈≈≈≈ 1132 bits 

Communication 

overheads sent by the 

powerful node 

(n+1)|I| +|c| + n|h|+ 2|p'| ‡ 

≈≈≈≈ 320n + 2368 bits 

(n+1)|I| + |h| +2(n+1)|p'| 
‡ 

≈≈≈≈ 2208n + 2368 bits 

(n+1)|I| + 2(n+1)|p| + (n+1)|h|+ |t| 

≈≈≈≈ 646n + 806 bits 

Number of rounds 2 2 2 

Remark ‡: The costs for transmitting each public key certificate/signature of the Bresson et al.’s protocol and the Tseng’s 

protocol are assumed to be implemented with ElGamal signature [15], i.e., 2|p'| = 2048 bits.  
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