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Abstract: - In their paper the authors investigate redundant data transmission protected by arbitrary (not
necessarily linear) codes. They generalize results known so far for linear codes, in particular for cyclic
redundancy checks (CRCs). They use the concept of the Generalized Erasure Channel (GEC) to determine the
probability of undetected error for some binary symmetric and non-symmetric channels protected by
appropriate encoding procedures. In detail, they investigate communication via different Binary Symmetric
Channels (BSCs), Generalized Erasure Channels and Symmetrized Binary Non Symmetric Channels (BNSCs).
Simple upper bounds are given, relating the new formulas to that one of the BSC, and the channel capacities are
calculated. Finally the results in connection with an inequality for proper codes are applied to multi channel
coloured transmission via laser beams propagating through Polymer Optical Fiber (POF).
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1 Introduction in[3], [4], [7], [8], [12], [13], [15], [16], [18], [24],
Safety related systems can get strongly affected due and [25]. ) »
to electromagnetic disturbances. These disturbances In case of a poor (large) bit error probabﬂlty,' a
can be caused by high frequency transmitters, frequently used procedure to achieve the second aim
mobile phones, or walky-talkies etc. Especially in is redundant data transmission, protected by
high safety critical applications, like oil and gas appropriate checksum and momtgrmg procedures.
extraction, or Ethylene and Phenol processes, In [23]. Wacker&Boercsoek 1nvest1gat§d the case of
disturbances can have fatal consequences. transmitting each message block via the same
To implement a safety related system of channel or at least via channels with the same bit
redundant processors, it is of paramount importance error probability . They thpp found formulas and
to have undisturbed communication channels with a upper bounds for the probability of undetected error.
transmission rate in the Gbps scope. H111n.1q et al. in [9] and‘[IO] suggested an approaph
Basically, there are two attributes in order to by killing two birds with one stone: Fiber optics
avoid those difficulties: together with multi channel coloured transmission
by Wavelength Division Multiplexing (WDM).
- reduction of the bit error probability With this approach it would be possible to
- reduction of the probability of undetected error implement a feedback-free, redundant and safe
transmission with only one single fiber.
An approved method to achieve the first aim is the The aim of this paper is to determine equations
usage of fiber optics. The bit error probability of for the probability of undetected error in the case

channels using fiber optics has been investigated redundant transmission via different channels, and
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then to apply it to laser beams, thus bringing
together both of the above features. Actually, there
is a second way of generalizing the results of [23]:
In [23] the authors restricted themselves to linear
codes. In this paper we consider arbitrary (not
necessarily) linear codes. The results turned out to
remain valid in this more general case.

2 The Probability of Undetected
Error for Non Linear Codes

2.1 The Distance Distribution of a Code

Let there be given a binary transmission channel and
a transmission procedure protected by a (n, K) code.
A (n, K) code is a subset C of the n- dimensional
linear space GF(2)" of all n-tuples consisting of K
elements. The space GF(2) is the Galois field of
order 2, consisting of the elements 0 and 1. The
number 7 is called the block length. Given the n-

tuples x = (xy,...,x,) and y = (y1,...,y) » X5, v = 10,
1}, the Hamming distance of x and y is defined as
the number of components in which x and y differ:

dx,y)=[{{=1,....,n:x, £ y,}|.
The Hamming distance induces a metric on the
space GF(2)" of all n-tuples. The minimum distance
of the code is defined as

d=min{d(x,y):x,ye C}.

The distance distribution of an (n, K) code is the
vector

D(C)=(D,,D,,...,.D,),

where
1
Dy =—1{(x.p):x,y e Cand d(x,y) =1} |

is the average number of code words being at

distance / from a codeword of C (see [14]).

The Hamming weight w(x) of a vector x is

defined as the distance of x from 0:
w(x)=d(x,0)

The weight distribution of an (n, K) code is the
vector
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AC)=(4,,4,,....4,)),
where
A =l{xeC:w(x)=1}|

is the number of code words being at distance /
from 0.

A linear [n, k] code C is a k-dimensional linear
subspace GF(2)" of all n-tuples. For linear codes the
weight distribution and the distance distribution
coincide.

2.2 The Binary Symmetric Channel (BSC)
Let there be given a binary symmetric channel
without memory with a bit error probability € and a
transmission procedure protected by a (n, K) code C,
for example a cyclic redundancy check (CRC). The
probability of undetected error is given by (see [14]
or [17]):

P.(€,C)= Zn: D¢’ (1 - 8)"71 ,

=1
where

€ = bit error probability (bit error ratio,
BER) of the channel.

In the case of CRCs, bounds on the distance

distribution and the probability of undetected
error can be found in [20], [21], and [22].

2.3 The
(GEC)
In the present paper we shall use the concept of the
GEC to extend the results of Wacker&Boercsoek in
[23] to the case described in the introduction:
Redundancy with channels of different physical
properties and non linear codes.

To get an approach to redundant data
transmission, we shall take advantage of the concept
of the Generalized Erasure Channel (GEC),
introduced in [23] by Wacker & Boercsoek, and
which we shall present now in short. Consider a
channel with 2 input variables 0 and 1, but 3 output
variables 0, 1, and e. The output e stands for the
situation of receiving a symbol which cannot be
decoded, i.e. can not be identified as a “0” or a ’1”.
Hence, the symbol e may be considered as the error

Generalized Erasure Channel
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symbol. We supposed the transition probabilities to
be given by

p(el0) = p(e[l) =&,
p(110) =p(0]1) =n
p(00) =p(1]1) =0

(€>0,1>0,and 0 >0, + 0 +n =1, see Figure 1
below). Here p(y|x) is the probability of receiving y
given x is sent.

We called a channel defined by this properties
“Generalized Erasure Channel” (GEC), because for
n = 0 it is about the customary erasure channel. For
€ = 0 it is the BSC. For linear codes the probability
of undetected error of the GEC turned out to be
given by

(1) pue(CJnaeac)zzAlnLe/7

=1

In this subsection we shall prove that (1) is true for
arbitrary codes. In the course of the proof we shall
make use of Bayes’ theorem of the total probability

N
p(B)=2_ p(B|C))p(C)),
j=1
Here { C; : j =1, ..., N} is a partition of the
probability space Q
N
e=Jc,. ¢,nc, =0,
Jj=1

and p(B| C) is the conditional probability of B
given C,.

Theorem 1: The probability of undetected error of

the generalized erasure channel for an arbitrary (n,
K) code is given by

pue(cﬁn’eac) = ZD[niﬁ/_
/=1

Proof: We may assume that each code word is sent
with equal probability. Therefore the probability
p(x) that a certain code word is sent is given by

1
P(x)—E-

Let further p(y|x) denote the probability of receiving
the message vector y, given the code word x is sent.
Then, by Bayes’ theorem of the total probability,

pue(ca naeac) = Z(zp(y|x))p(x)

xeC yeC
YEX
1
= p(yx)) '
xeC yeC
y£EX
1
— d(yx)gn=d(y.x)y, ___
);(y;n )
YEX
- 1
DN PRINCR
xeC I=1 yeC
d(y,x)=l
= 1
SYCT v
I=1l xeC yeC
d(y,x)=Il
S
=YD Y e
I=1 KxeC yeC
d(y,x)=l
-3 Dm'o".

I=1

As for the channel capacity of the GEC we got in
[23]

(2)  c(&,m,0) =nlogn+0logh—(n+0O)log(m+0)+n+6 .

Fig. 1 The GEC

3 Data Protection by Transmission
via p Different Channels

3.1 p BSCs Considered as one GEC
Suppose there is a transmission procedure
transmitting each message block via p different
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binary symmetric channels without memory, each
one with an individual bit error probability &;,...,&,.
Assume further that the receiving device is
performing a cross check between all p message
blocks having been received: A message block will
be accepted by the receiver if and only if all of the p
blocks coincide bit by bit, otherwise it will be
rejected as an error. The situation is cleared by table
1.

Table 1 Transmission via p BSCs

Transmitter Receiver Probability

0] (0,...,00 | (0,....,00 | O

(o) | (o (1] d=sd-e)
0| (0,...,00 | (1,...,1D) |1 et

1] (1,...1) | (0,...0) |0 .

0] (0,...,00 | (..,1,..0) [ e | I-(1—g)(1-g)
1| (1,...,1) | (...,0,...) | e -€1" €y

The symbol e means that the received symbol
cannot be identified. l.e. transmission via u BSCs
turns out to be transmission via a single GEC with

(3) n:ﬁsj,e=ﬁ(1—sj),(;=1-n-e.

3.2 The Probability of Undetected Error for
Transmission via p Different BSCs

Suppose now the transmission procedure via each of
the p channels to be protected additionally by an
arbitrary (n, K) code C (same code applied
separately to each channel,). Let p(ei,....,£,C)
denote the probability of undetected error of C
considered under this transmission procedure. What
we expect is the inequality

0
4) pue(sl,...,ap,C)SHpue(aj,C).
j=1

By Theorem 1 and (3) we get

Theorem 2: In the case of p BSCs with individual
bit error probabilities ¢,...,5,, the probability of
undetected error of the (n, K) code C is given by

Pulerrt, O = D[ T [T (-8
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Corollary 3 states that the performance of the
code C considered on the GEC of table 1 at bit error
probabilities of ¢,...,e, is at least as good as the
performance of the same code C considered on the
BSC at a bit error probability of €;-...-g,.

Corollary 3: For each (n, K) code Cand 0<¢g; <1
n
Pu(®n . O < p ([ TE,5O).
j=l

Proof: Firstly, by induction, we prove the inequality

(5) (1'81)"'(1-8u)31_81...8

n

forp=1,2,3, ...

For pu = 1 inequality (5) reduces to the most trivial
statement

I-g <1-¢

If (5) is true for some natural number p, then,
because of 0 <g; <1,

81‘“8u 281'“8u.8u+1’
and
e >81"'8“‘8

p+l = p+l o

and therefore, by induction hypothesis,

(1-g)---(1-g,.,)=(1-£)---(1-¢,)-(1-€ )
S(1'81"'f‘:p)'(l'f‘:wl)

=1-g---¢,-€,,+¢& g €,
S1-g-vg 08, €€, €, TE € €,
=1-g--g,.

Hence

PO = A Te) [T -2,
siA,(f[sj)’(l—f[sj)"’

n
= pue (HS_/" C)
Jj=1
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Corollary 4 is the well known result mentioned at
the beginning of this subsection (see (4)):

Corollary 4: For each (n, K) code Cand 0<¢g; <1
n

Pucl€pseins€,, O < Pucle;, ).
Jj=1

Proof: The prove will again be done by induction.
For p =1 the statement is evident.
Let now be

0
Puc(€psees €, OV ST Prele;, )
Jj=1

for some natural number p, then surely for each / =
1,..,n

B, =(e,,) (1-¢,.)"
<3 A, (=500
= Pue(€,41,0).

Hence, by induction hypothesis,

pue (81""78|,1+1’C)

pn+l pn+l

=>4 Te) AT~
=>4 Te) AT, B,

: Zn: 4, (H g;) (H (1-2,)"" Pe(8,,1,0)

IN

n

Hpue(s_/’c) : pue(spﬂ’c)
j=1

pn+l

<] | PulE;»C)

Jj=1

The last three results generalize Theorem 1,
Corollary 2 and  Corollary 3 of
Wacker&Boercsoek in [23].

3.3 The Probability of Undetected Error for
Transmission via p Different GECs

In this subsection we consider transmission via
different GECs together with a cross check and
protected by a (n, K) code C. To this end, let {;, 0,
M s G 6y My be the transition probabilities
corresponding to each of the u channels.

Table 2 Transmission via @ GECs

Transmitter Receiver Probability

0] (0,..,0) | (0,....0) J0 -

1| (1,...,0) | (1,...,1) |1 s

0] (0,..,00 | (1,...,1) |1

1] (1,.,1) | (0,..,0) |0 LT

0] 0,.,00) | (...1,..) | e

1] (1,...,1) [(..0..)]e

01 (0...0) | ey [o] O Oemm,
1| (1,...,1) | (...,e,...) | e

As in subsection 3.1 the procedure is described by a
table (table 2) and turns out to be equivalent to
transmission via a single GEC with

Finally, let p.(Ci, 01, ni,..., G Oy MwC) denote the
probability of undetected error of C considered on
this channel. Then in a completely analogous
manner as for the BSC in subsection 3.2 we get
from Theorem 1:

Theorem 5: In the case of p GECs with individual
transition probabilities &;, 01, 1 ..., {u, 64, My, the
probability of undetected error of (n, K) code C is
given by

pue(Cl:nlael:”-ncp:nuaeuac)
n g 1
=2 A In) To)""
I=1 j=1 j=1
The probability of undetected error via p GECs is
related to that one via u BSCs by a simple
inequality:

Corollary 6: For each (n, K) code C

pue(z;lanl’el""7§u5nuzeuﬁc)
<min(p,, (5,1, C), pe(1-6,,...,1-6,,C))



Proof: By Theorem 5
puc(c]ﬂn]ﬂe]ﬂ'"7C“3nuﬁeuﬁc)

= > A ) [T, ¢
<Y Aq ) qTa-n)"

= P (My>--->M,,,C)

and
pue(Clanlaela'--7cuanp:eu’c)

=>4 Ta-0,-¢) o)

Jj=1

<> 4qa-0,) o)
= pu(1-0,....,1-0,.,0).

This means that transmission via u GECs is at
least as good as transmission via i BSCs at bit error
probabilities of ny,..., nuand 1 - 64,..., 1 - 0.

3.4 The Probability of Undetected Error for
Transmission via p Different BNSCs

A Binary Non Symmetric Channel (BNSC) is
characterized by the fact that the transition
probability from “0” to ”1” is different from the
transition probability from ”1” to ”0”. Thus the
situation is described by the equations

p(10) =3, p(0[1) =,
p(00)=1-8, p()=1-e.
(€20,0>0,e#09).

In [23] Wacker&Boercsoek symmetrized the BNSC
by transmitting each block twice: the original block
and the second one with an inverted bit pattern. If a
cross check is performed in the receiving device, the
resulting channel is a GEC with transition
probabilities given by:

p(0[0) = (1 -3)(1 - &),
p(1]0) = &g,
p(el0) =03 +¢e-20¢,

p(0[1) = d-,

p(1[1)=(1-8)(1 - &),
p(e[l) =0 +¢e-20¢.

They then calculated the probability of undetected
error of this transmission procedure, when it is
protected by a linear code.

In this subsection we shall consider transmission via
u BNSCs with different transition probabilities 01, €;
soe Oy, €, protected by a (n, K) code. When each of
the p channels is symmetrized in the way described
above, we get transmission via i GECs. Therefore
Theorem 5 yields

Theorem 7: In the case of pu symmetrized BNSCs
with individual transition probabilities 8, €i,..., J,,
gl, the probability of undetected error of the (n, K)
code C is given by

Puc(01,€,,...,8,,€,,C)
n 0 p
:zAl(Hﬁjgj)l(H(l—8/,)(1—3]))”_1‘
I=1 Jj=1 J=1

Similar to subsection 3.3, the undetected error
probability of p BNSCs is upper bounded by that
one of transmission via g BSCs:

Corollary 8: For each (n, K) code C and 0< g;,8; <
1.

Due(01,815...,0,,€,,C)< p, (8€,...,8,¢,,C)
Proof: Firstly,

(1-6,)(1-¢;)=1-8,—-¢,+9, ¢,
<1-2,/8,-¢, 49, ¢,

<1-9, ¢,
and then by Theorem 7 and Theorem 2

pue(519817"' ’ SW gua C)
n 1 g
=2 A T8y Ta-8)1-¢)""
= Jj=1 Jj=1
/1

<> AQT8,e) [ T(-5,7 )

J=1

= P (88,-..,0,8,,C).

3.5 The Channel Capacity of p Different
Channels

The capacity of a channel with the input alphabet X
and the output alphabet Y is defined by
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Cap:= sup{/,(X.Y): p probability measure on X},

where

L1 =3 p(pxlog 2 pOP

yeY xeX ( )

is the mutual information between X and Y. All
logarithms are related to the base 2. In [23]
Wacker&Boercsoek used the concept of the GEC
and the formula for its channel capacity (cf. (2)) to
calculate the channel capacity of the symmetrized
BNSC

c(3,¢€) = delog(de)+ (1—-0)(1—¢)log(1-06)(1—¢)
—(1—e—-30+2¢d)log(l-e—5+2¢d)
+1—eg—0+2¢€d.

And so, by (2) and by the results of the preceding
section we get:

Theorem 9: For a channel consisting of p different
channels, the channel capacity turns out to be equal
to:

a) In case of u BSCs with bit error probabilities
STPPI o}

c(L*BSC) = ﬁsjlogﬁsj +ﬁ(1— sf)logﬁ(l -€;)
—(ng +H(1 —8j))10g(H8j +H(1- £,))
+ﬁsj +ﬁ(1—ej).

b) In case of u GECs with transition probabilities {;,
el,nl,"" C}ls eu’ np.

u n n u
c(u*GEC)=Hnjloanj +H6110gH61
j=1 j=1 j=1 j=1
p u u u
—([In, +IT0 o I, +TT0,)
J=1 J=1 Jj=1 Jj=1
i u
+]n, +110,
j=1 j=1

¢) In case of p symmetrized BNSCs with transition
probabilities 8, €,..., Oy, &,
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c(u*BNSC)=ﬁ(5 € ,)logﬁ(Sjﬁf)
+f[(1-sj)(l—sj)log]%[(l;5j)(1‘8f)
—lj(ajaj)log(ﬁ(ﬁjsj)+lj(1-5f)(1‘8f))
—t[u-sj)(l—s,)log(ﬁ(ﬁjsj)+lj(1-5f)(1‘8f))

+f[(5jej)+f[(1-sj)(1—ej)

3.6 Redundancy with Proper Linear Codes
The aim of this subsection is an upper bound on the
probability of undetected error for redundant
transmission protected by proper linear codes. A
linear code C is said to be proper if and only if the
probability of undetected error p.(s,C) is an
increasing function of € in the interval [0, 1/2]. In
[20] and [21] Wacker&Boercsoek proved that for
proper linear codes and for all 0 < ¢ < 1/2 the
inequality

g4 1 2(\2g)™!

72 \/_1
6 <= o
6) p.(e,0)< =

holds, where d is the minimum distance of C.

Therefore by the Corollaries 3, 6, and 8 for
proper linear codes and redundant transmission via
u channels the probability of undetected satisfies the
upper bounds of

Theorem 10: Let C be a proper linear code, then
a) In the case of © BSCs

D (&15--,€,,C)

<22 L g o faer !

121 2" d' Emax

where 0 < ¢, ...,

€y).
b) In the case of u GECs

€, < 1/2 and &pa = max (g, ...,

pue(Clanlaela'~~5Cuanuaeuac)

2nn 1 -
(E > dnmax +2(y2nh,)",

2
72 nn 1 (1 .
121 2’

) +2(2(1-0,,)")"
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then, by Corollary 6
where 0<my, ..., Mw 01, ..., 0, < 1/2, Nmax = mMax
(M1 +.. s MW and Oy = min (04, ..., 6,). Poe Compn015e.,6,0m,,0,,0)
¢) In the case of p symmetrized BNSCs .
) usy <min(p,. (..M, O), Poc(1-0,,...,1-6,,C))
0,,€..-,0,,€,,C 2
Puc (31,8, ) < min(Z2 7rtn 1 dnm”(m)ﬂ
121 2
72 \2nn 1 i wd
S r | (SmaXSmax) 72 2nn 1 d 1
121 2 d! nd(1-0_ ) +2(2(1-0,.)")"
121 2" d'
+2( 2(Smax max)u
b) By Corollary 8 and 3 and by (6)
where 0 <gy, ..., g, 61 ..., 0, < 1/2, gmax = max (g,
, &) and Opax = max (o, ... , 9,). P (81,81,...,8,,6,,0) < p, . (B,8),...,8,8,,C)

Proof: a) By Corollary 3 and (6)
n

P @, O < p ([ ]e,50)
j=1

Jn 1
121\/_ (Hg

2" d'

72 2nn 1 g )
<— el +2(y2eh )"
121 2r ' max ( max)
b) By Corollary 3 and (6)

0
puc(nl""’nuac)spue(Hnj’C)

J=1

<2 om f[ +2( 2f[ )
‘121 2’ d' Jln Hn,,»

72 2nn 1 e )
+2(4/2 "
121 2, d' T]max ( T]max )

and
P (1-6,,...,

72 A1 ‘
121\/_ (H(l'ef)J

2r d' j=1

+2( /2ﬁ(1-e‘,.))""

<12 72 2nn 1 n(1-0 )
121 27 d' i
+ 2( 2(1 _emin)u'd )"—1,

1-6,,C)
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1 d u
202 e
Jj=1 Jj=1

—pue(HS, e;,C

[0
+2( /2H5jaj )"
Jj=1

<12 72 \2mn 1 (. e )
121 2r d' max — max
+2( 2(8max8max)u

Even for relatively poor € the remainder term
2(’\/2_8)’171

is small compared with the other term on the
right hand sight of (6). So Theorem 10 is very
useful to determine maximum values of € and n
for meeting specific upper bound B on py(¢,C):
Firstly choose €y and n¢ such that

72 —n 1,
121\/_ 2" dv”°8°<B

(or the respective terms of Theorem 10). then
verify that

eyt <8P L

121 2

Let us state, at this place, without proof, that the
results of Theorem 10 remain valid for nonlinear
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proper codes. But for our needs in section 4, this
generalization is not essential.

4 Laser Channels

4.1 Safety Integrity levels (SIL)
In this section we investigate the problem of
achieving a certain Safety Integrity Level (SIL) by
optical data transmission via fibers using multiple
wavelength semiconductor laser sources (short:
laser channels, in the following) protected by a CRC
C.

Safety Integrity Levels are defined by bounds on
the number A of undetected errors per hour, given

by

(7) A=3600-p, (C)-v-(m-1)-100
where

v = number of safety related messages per second
m = number of communicating devices
100 = 1% factor

For details see IEC 61508 2000, [11]. In [11] it is
highly recommended that “the safety
communication channel does not consume more
than 1 % of the maximum PFH (Probability of
Failure per Hour) of the target SIL for which the
functional safety communication profile is
designed”. The 1%-factor is introduced to avoid the
proof of this assumption. The respective bounds on
A are shown in table 3.

Table 3 Safety Integrity Levels
SIL 4 3 2 1
A high demand 10° | 107 | 10° | 107

A more detailed analysis of safety networks and
the used items can be found in [1] and [2]. In [19] a
safety analysis of fieldbus systems is performed by
means of a Markov model.

4.2 The Bit Error Probability of Laser
Channels

A lot of publications have been dealing with laser
channels and their respective bit error probabilities.
Clearly the bit error probability depends on the
material the waveguides are consisting of. Because
of long-term low cost arguments we mainly studied
waveguides based on polymers or fibers and multi
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channel transmission techniques by Wavelength
Division Multiplexing (WDM). Table 4 contains a
list of POF waveguides together with the respective
bit error probabilities reported in the literature. The
example of Boom et al. [4] shows that WDM does
not affect the bit error probability.

Table 4 Bit Error Probabilities

< g
<) — o
2 2 B s | 9 | =
- c o (51
= | g | &5 | 7
= &
[3] GI-POF 840 1.25 107
GI-POF 9
[4] wpM | 34071310 | 2.5 10
[7] MMF 850 3.125 | <10
[8] GI-POF | 1300 11 10"
[12] | GI-POF 647 2.5 10”7
PMMA B
(131 | GLpOE 645 2.5 10
GI-POF 11
[15] MME 935 3 10
[15] | GI-POF 935 7 10"
[16] | GI-POF 850 2.5 10"
[18] MMP 850 1.0625 | 10™
[24] | GI-POF 850 2.5 10"
GPF 9
[25] POF 1300 1 10

4.3 Redundancy by 4 Laser Channels

For our application we consider 2 communicating
devices, a redundant 2-processor system for
example in a back to back arrangement (Fig.2),
communicating at a maximum transfer rate of 10
Gigabit per second via 4 binary symmetric channels
without memory: 2 waveguides, each one
multiplexed by 2 laser beams. The

) () \ »
N

N - |

\i@s{j Iy e/

Fig. 2 Laser Channels

o]
Board Laser
L Z# ;I

2T

message length is supposed to be fixed at 1024
bytes, and data transmission should be protected by
a CRC32. Take for example the CRC32/6 of
Castagnoli et al. from [5] or the standard ethernet
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polynomial IEEE 802.3 investigated by Fujiwara et
al. in [6]. In any case we have a block length n =
8224. Then, by (7) and table 3, SIL 4 is achieved, if

®)  P(O)<107

Now, by [5], at a block length of n = 8224, the
CRC32/6 has a minimum distance of d = 6. And, by
[6], at the same block length, the IEEE802.3
polynomial has d = 4. By [5] both CRCs are proper
for this block length. Therefore by (8) and Theorem
10 a) SIL 4 is surely achieved, if the maximum bit
error probability €.,.,x occurring in our example
satisfies the bounds presented in table 5. Taking
account of the possible failure of one waveguide,
table 5 also includes the maximum values in the
case of 2 channels.

Table 5 Maximum Bit Error Probability

€max TOr 4 €max TOr 2

CRC channels channels
CRC32/6 0.04 0.0017
IEEE 802.3 0.02 0.0004

A comparison of table 5 with the results mentioned
in table 4 shows that in any case the bit error
probability of our example is small enough to meet
SILA4. Even in the case of a complete failure of one
waveguide there is a safety margin of at least 107
between the bounds of table 5 and the measured
values.

4 Conclusion

Formulas for the probability of undetected error of
redundant data transmission via different channel
types protected by an arbitrary (not necessarily
linear) (n, K) code have been derived. The result is
applied to ensure Safety Integrity Level 4 for multi
channel coloured laser transmission protected by
CRC32/6 of Castagnoli et al. or the standard
Ethernet polynomial IEEE 802.3. As was to be
expected because of the larger minimum distance d
CRC32/6 performs slightly better than IEEE 802.3.
In any case the performance of both polynomials is
sufficient to guarantee SIL4 in the gigabit scope..

References:

[1] Boresok, J., Schwarz M.H., Holub P.,
“Concepts of Safety Networks in Industries”,
WSEAS Transactions on Communications,
Issue 8, Volume 5, August 2006 ISSN  1109-
2742

ISSN: 1109-2742

603

Wacker H. D., Boercsoek J., Hillmer, H.

[2] Boresok, J., Ugljesa E., Holub P., “Concepts of
Safety Networks in Industries — Part II7,
WSEAS Transactions on Communications,
Issue 8, Volume 5, August 2006 ISSN  1109-
2742

Boom, H.P.A. v.d., Bennekom, P.K. wvan,
Niessen, L.J.P., Koonen, A.M.J., & Khoe,
G.D., “Gigabit Ethernet  Transmission
Experiments using GI-POF”, Proc. Symposium
IEEE/LEOS Benelux Chapter 2001, 3-3
December 2001, ISBN 90-5487247-0, ed.
Hugo Thienpont; Francis Berghmans; Jan
Danckaert; Lieven Desmet; VUB Press, Vrije
Univ. Brussels, Brussels, Belgium, 2001, pp.
141-144.

[4] Boom, H.P.A. v.d., Li, W., & Khoe, G.D,,
“CWDM Technology for Polymer Optical
Fiber Networks”, Proc. Symposium

IEEE/LEOS Benelux Chapter 2000, 30-30
October 2000, ISBN 90-9014260-6, ed. X.J.M.
Leijtens;, J.H. den Besten; Delft University of
Technology, IEEE/LEOS, Delft, The
Netherlands, 2000, pp. 13-16.
Castagnoli, G., Braeuer, S. & Herrman, M.,
“Optimization of Cyclic Redundancy-Check
Codes with 24 and 32 Parity Bits” JEEE Trans.
on Communications, Vol. 41, No. 6, June 1993
pp. 883-892.
Fujiwara, T., Kasami, T.& Lin, S., “Error
Detecting Capabilities of the Shortened
Hamming Codes Adopted for Error Detection
in IEEE Standard 802.3”, [EFEE Trans. on
Communications, Vol. 37, No. 9, Sept. 1989,
pp 986-989.
Fujitsu, “4-Channel Optical Parallel
Transceiver Using 3-D Polymer Waveguide”,
0-microGiGaCNTM Technical bulletin Jun 13,
2006 Revision 0.2.
Giaretta, G., White, W., Wegmuller, M.S.&
Onishi, T. “High-Speed (11 Gbit/s) Data
Transmission Using Perfluorinated Graded-
Index Polymer Optical Fibers for Short
Interconnects (<100 m)”, [EEE Photonics
Technology Letters, Vol. 12, No. 3, March
2000, pp 347-349.
Hillmer, H., Wang, Y., Kusserow, T., Irmer, S.,
Dharmarasu, N., Hasse, A., Mikami, O.,
Bartels, M., »Wavelength Division
Multiplexing (WDM) for Secure Optical Data
Communication in Industrial Computers,
Process Control and Fabrication Systems®,
WSEAS Trans. on Communications, Issue 2,
Volume 6, February 2007 ISSN  1109-2742.
[10] Hillmer, H., Wang, Y., Kusserrow, T, Irmer, S,
Dharmarasu, N, Hasse, A, Bartels, M, Schwarz,

[5]

[7]

Issue 6, Volume 7, June 2008



WSEAS TRANSACTIONS on COMMUNICATIONS

M.H., Boresok, J., & Mikami, O.,
“Optoelectronic technologies for optical data
communication in safety computer systems for
process control and fabrication”, Proceedings
of the FEuropean Safety and Reliability
Conference 2007 (ESREL 2007), Stavanger,
Norway, 25-27 June 2007, pp. 377- 383.

[I1]IEC 61784-3, Industrial communication
networks - Profiles - Part 3: Functional safety
fieldbuses, Final Draft International Standard.

[12] Koike, Y., Ishigure, T.&Nihei, E., “High-
Bandwidth Graded-Index Polymer Optical
Fiber”, Journal of Lightwave Technology, Vol.
13, No. 7, July 1995, pp 1475-1489.

[13] Li, W., Khoe, G.D., Boom, H.P.A. v.d., Yabre,
G., Waardt, H. de, Koike, Y., Yamazaki, S.,
Nakamura, K., & Kawaharada, Y., “2.5 Gbit/s
Transmission over 200m PPMA Graded Index
Polymer Optical Fiber Using a 645 nm Narrow
Spectrum Laser and a Silicon” APD”,
Microwave and Optical Technology letters,
Vol. 20, No. 3, February 5 1999 pp. 163-166.

[14] MacWilliams, F.J., Sloane, “The Theory of
Error Correcting Codes”, New York: North
Holland, 1977

[15] Mederer, F., Jager, R., Schnitzer, P., Unold, H.,
Kicherer, M., Ebeling, K.J., Naritomi, M., &
Yoshida, R. “Multi-Gb/s Graded-Index POF
Data Link with Butt-Coupled Single-Mode
InGaAs VCSEL”, IEEE Photonics Technology
Letters, Vol. 12, No. 2, February 2000, pp 199-
201.

[16] Neyer, A., Wittmann, B.& Johnck, M.,
“Plastic-Optical-Fiber-Based Parallel Optical
Interconnects”, [EEE Journal of Selected
Topics in Quantum Electronics, Vol. 5, No. 2,
March/April 1999, pp 193-200.

[17] Peterson, W. W.&Weldon, E. J. Error
Correcting Codes, The MIT Press Cambridge,
Massachusetts , and London, England, Second
Edition 1972.

[18] Sakamoto, T., Tsuda, H., Hikita, M., Kagawa,
T., Tateno, K.&Amano, C., “Optical
Interconnection Using VCSELs and Polymeric
Waveguide Circuits”, Journal of Lightwave
Technology, Vol. 18, No. 11, November 2000,
pp 1487-1492.

[19] Velten-Philipp, W., Houtermans, M.J.M.,
Fieldbus: A solution for safety and availability?
Proceedings of the 6th WSEAS International
Conference on Applied Computer Science
(ACS’06), Tenerife, Canary Islands, Spain,
December 16-18, 2006

[20] Wacker, H., D.& Boercsoek, J., “Binomial and
Monotonic Behavior of the Probability of

ISSN: 1109-2742

604

Wacker H. D., Boercsoek J., Hillmer, H.

Undetected Error and the 2”-bound”, WSEAS
Transactions on Communications, Issue 3,
Volume 7, March 2008 ISSN  1109-2742.

[21] Wacker, H., D.& Boercsoek, J., “Some
Inequalities Concerning Binomial Coefficients
and the Weight Distribution of Proper Linear
Codes”,  Proceedings of the 7th WSEAS
International Conference on Applied Computer
Science (ACS '07), Venice, Italy, November 21-
23,2007, accepted.

[22] Wacker, H., D.& Boercsoek, J., “The Dual
Distance of a CRC and Bounds on the
Probability of Undetected Error, the Weight
Distribution, and the Covering Radius”,
WSEAS Transactions on Communications,
Issue 3, Volume 8, April 2008 ISSN 1109-
2742

[23] Wacker, H., D.& Boercsoek, J., “The
probability of undetected error of some
communication channels”, Proceedings of the
European Safety and Reliability Conference
2007 (ESREL 2007), Stavanger, Norway, 25-27
June 2007, pp. 385- 391

[24] Watanabe, Y. & Tanaka, C., “Current status of
perfluorinated GI-POF and 2.5 Gbps data
transmission over it”, Proceedings of the
Optical Fiber Communications Conference,
2003. OFC 2003, Volume , Issue , 23-28
March 2003 Page(s): 12 - 13 vol.1.

[25] Zeng, J., Ngoma, A., Lee, S.C.J., Watanabe, Y.,
Boom, H.P.A. van den & Koonen, A.M.J.,
“Subcarrier Modulated Transmission over
Silica and Polymer Multimode Fibres”,
Proceedings Symposium IEEE/LEOS Benelux
Chapter, 2006, Eindhoven, pp. 193- 196.

Issue 6, Volume 7, June 2008



