














j non-faulty nodes do not receive the message is:(
n− t− 1

j

)
p j (1− p) (n−t−1)−j

Therefore, the probability that at least t non-faulty
nodes will receive the message is:

(n−t−1)−t∑
i=0

(
n− t− 1

i

)
p i (1− p) (n−t−1)−i

Fig. 6 shows this probability graphically for p ranging
from 0.1 to 0.5, with t set to 2 and increasing n starting
at the minimum value 6. The figure signifies that the
probability of at least t non-faulty nodes receiving a
broadcast approaches 1 quickly as number of nodes is
increased, especially when the omission probability p
is not high. Also the graph shows consistency with the
simulation results in Fig. 3 at n = 10.
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Fig.6: The probability that at least t non-faulty nodes
receive the first broadcast of a message.

5 Hierarchical Multicasting
Up to this point the multicasting paradigm was limited
to only include nodes within a single network. Now
we consider multiple networks, connected by gate-
ways.

5.1 Simple connected networks

Fig. 7 shows a network consisting of two subnetworks
A and B that are connected by gateways. There are
a total of ng gateways directly connected to the two
neighboring subnetworks. As in the previous discus-
sion, each subnetwork uses a single shared medium.
Two multicast scenarios are now possible. Either the
multicast spans over a single subnet or it spans over
both subnets, i.e., the multicast includes nodes in net-
works A and B. Since single networks have been al-
ready discussed in the previous sections, the focus will
be on the latter scenario.

Let’s consider the connectivity of the two subnets.
If ng = 1, then all communication between A and B
passes though the same gateway. In configurations
with ng > 1, the gateways operate in a redundant
mode where each gateway forwards messages to all
subnetworks that are directly connected to and have
nodes participating in the multicast. Note that this is
different from standard network configurations where
only one gateway usually forwards packets, i.e., the
configuration builds a spanning tree and multiple gate-
ways play only a role if an active gateway in the span-
ning tree fails.

GatewaysNet A Net B

Fig.7: Configuration with two networks

Consider the case where the subnetworks A and
B communicate via a single gateway, i.e., ng = 1.
Furthermore assume that a message broadcast orig-
inates on A and the multicast membership includes
nodes in both subnets. Since the gateway is the only
point of connection between the two subnetworks, the
gateway will rebroadcast the message onto subnet B.
However, the nodes in subnet B will not be able to re-
ceive the required (t + 1) identical copies of the same
message from different nodes to accept the message.
Additionally, the gateway can not forward the mes-
sage onto B as a new one, since the message did not
originate from the gateway. Furthermore, if the gate-
ways are treated as standard network nodes, the re-
quirement to receive (t + 1) identical copies would
require the number of gateways to be at least (2t + 1).
However, this large number of gateways most likely is
not practical for t > 2.

Therefore, to incorporate multiple subnetworks
connected by gateways, the fault model needs to be
adapted. Up to this point we considered t to be the
number of faulty nodes. However, it seems reasonable
to treat standard network nodes and gateways differ-
ently with respect to failure probability. It can be ar-
gued that a gateway is more reliable, or less prone to
failure, due to the fact that it is not used as a general
purpose computer and it is a special piece of hardware
with dedicated software.

Let na and nb denote the number of nodes in net-
work segment A and B that participate in the multi-
cast respectively, i.e., n = na + nb. The n nodes are
in addition to the ng gateways. Furthermore, let tn
denote the number of faulty nodes in all subnetworks



and let tg be the number of faulty gateways between
the two subnets, with the failure probability of a gate-
way to be much less than that of a network node, i.e.,
tg � tn.

It can be shown that to tolerate the failure of tn
nodes and tg gateways, one needs

n ≥ 2tn + 2

nodes and
ng ≥ 2tg + 1

gateways, where no assumption is made about the dis-
tribution of the faulty nodes in the different subnet-
works. Hence, the bound for N is the same as that in
the single network case, i.e., N = na + nb + b.

The criterion for accepting a message via the
broadcast paradigm across the gateways is different.
Since authentication is assumed, i.e., no gateway can
impersonate to be a different node, each receiving
node can recognize whether a message is broadcast
by a gateway. Therefore, a simple majority mes-
sage forwards by the non-faulty gateways is sufficient.
Consequently, a receiving node can vote on a cor-
rect message using a (2tg + 1) majority of received
messages. This voting effectively constitutes gateway
fault masking and can be viewed as a restoring organ.

The overhead resulting from sending a single
message to another network is of factor ng plus the
overhead associated with voting. Note that this only
applies to messages sent across subnetworks and not
to messages sent to the same subnetwork that contains
the originating node. Furthermore, since the failure
rate of a gateways is assumed significantly lower than
that of a network node, tg and thus ng will be small.
For example, tg is likely to be equal to 1 or 2 resulting
in 3 or 5 gateways, respectively.

A multicast network can be represented by a spe-
cial kind of network graph in which the vertices are
nodes or gateways and the edges are logical network
connections. Given two graphs Gi and Gj with re-
spective vertex sets Vi and Vj and edge sets Ei and
Ej , the union G = Gi ∪ Gj has V = Vi ∪ Vj and
E = Ei ∪ Ej . The join G = Gi + Gj consists of
Gi∪Gj together with all edges joining Vi and Vj , i.e.,
∀vp ∈ Vi and ∀vq ∈ Vj , ep,q ∈ E, the edge set of the
join graph. Fig. 8 shows an example of a join graph.
The edges defining the join operation between G1 and
G2 are shown as dashed lines. Note that the edge con-
nectivity is logical, i.e., in the context of broadcasting,
if a vertex emits a message, all connected vertices re-
ceive the message (in the error-free case). This should
not be confused with point-to-point messages, where
vertices emit messages to neighboring vertices on one
edge at a time.
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Fig.9: General join graph of two subnetworks

Let’s revisit the requirement that a new broad-
cast must be received by at least tn other non-faulty
nodes in the context of multiple subnetworks. The
fact that these nodes may now span over two neighbor-
ing networks has no consequence other than the over-
head associated with sending (2tg + 1) messages for
each message that needs to cross gateways. As long
as no more than tg gateways are affected by failure
or malicious act, each node which receives forward-
ing messages from gateways will be able to determine
whether it should accept the message, i.e., if (tn + 1)
identical messages are received, or discard the mes-
sage, i.e., if (n− tn − 1) NACKs are received.

The join graph associated with Fig. 7 is shown in
Fig. 9. Node S broadcasts to the nodes in the two
subnetworks, shown in dark gray, and the gateways
are depicted in the light-gray shaded oval. Formally,
node S broadcasts on subnetwork A and to the gate-
ways. The gateways, by the nature of the join opera-
tion, forward the messages to all participating nodes
in B, which vote on the messages received from the
gateways. The additional overhead associated with
the gateways is captured by the join operation of the
two subnetworks, when a new message is broadcasted
for the first time. Specifically, a new message broad-
casted onto subnetwork A needs to be rebroadcasted
by at most ng gateways. But, the message overhead
due to rebroadcasts crossing the gateways is less. This
is because the number of gateways is small, and thus
(tg + 1) identical copies are needed to accept a mes-
sage in comparison to (tn+1) needed by the nodes on
the originating subnetwork. For example, three gate-
ways can mask one failure, which is a relatively small
price to pay.



5.2 General hierarchical multicasting

Whereas the previous subsection considered the spe-
cial case of two subnetworks connected by gateways,
this subsection is concerned with general network
configurations. Consider a scenario with ns net-
work segments that are interconnected with gateways.
Fig. 10 shows a configuration with ns = 4 and de-
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Fig.10: General join graph with multiple networks

picts the possible scenarios in which subnetworks can
be connected with gateways. The segments A and B
are connected via a group of gateways, which are not
connected to any other networks. On the other hand,
networks A, C, and D share gateways. In fact the
gateways connecting A and D are a subset of the gate-
ways connecting A and C. The network model of the
previous subsection can now be extended to multiple
subnetworks. The following cases can be enumerated,
where the associated network interconnections are in-
dicated in parenthesis:

1. Two subnetworks are interconnected by non-
shared gateways. This is the scenario for subnet-
work (A, B), where the number of non-shared
gateways is ng(A,B). In order to mask tg(A,B)

gateway faults, at least (2tg(A,B) + 1) gateways
are needed.

2. Multiple subnetworks share gateways. This
is the case involving subnetworks A, C, and
D. To mask tg(A,C) gateway faults, a total of
ng(A,C) ≥ 2tg(A,C) + 1 gateways are needed.
Similarly, a total of ng(A,D) ≥ 2tg(A,D) +1 gate-
ways are needed to mask tg(A,D) gateway faults.
However, with respect to ng(A,C) no more than
tg(A,D) of the shared gateways (depicted by the
darker shaded oval) may fail, and the remain-
ing (tg(A,C) − tg(A,D)) faults must occur on non-
shared gateways (drawn in a lighter shade of gray
in the oval).

The discussion above assumed subnetworks to be
only one hop away from the initial sending node. Mul-

tiple hops are considered in Fig. 11. There is no as-
sumption about the distribution of the tn faulty nodes,
e.g., they could be concentrated in specific subnets or
distributed randomly over all subnets. In the first case,
multi-hop messages are forwarded from one group of
gateways to the next and due to the majority argument
of (2tg + 1) messages, there will always be a majority
of correct messages relayed to the next hop.
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Fig.11: General join graph with multiple hops

Considering ng gateways between any two neigh-
boring subnetworks and ns segments, so that n =
n1 + n2 + . . . + nns , the bounds in the previous
subsection regarding the two subnetworks still hold
for the ns segments, i.e., N ≥ 2tn + b + 2 and
ng ≥ 2tg + 1. Similarly, the overhead associated
with a multicast spanning over multiple ns subnets is
induced by the message traffic of the redundant gate-
ways, i.e., (2tg +1) messages per subnet hop, and it is
bound by a total of nsng = ns(2tg + 1) gateways. If
gateways are shared, as shown in Fig. 10 for networks
A, C, and D, the number of gateways is reduced by
the number of shared gateways.

6 Conclusion
Using a broadcast medium, it is difficult or unlikely
that messages can be received asymmetrically, but it
has been shown that an asymmetric behavior is still
possible by allowing a faulty node to broadcast differ-
ent messages for a given original message at different
times. It has been shown that (tn + 1) identical mes-
sages are needed to deliver a message if the message
is not received in the first broadcast, and (n− tn − 1)
NACKs are needed to ignore a message. The research
did not discuss transmission of messages by the use
of digital signatures. If messages are digitally signed,
the receipt of only one digitally signed message is suf-
ficient to accept the message, instead of (tn +1) iden-
tical messages. But there would not be any changes in
(n− tn − 1) NACKs that are needed to address M1.

The protocol assumes that a faulty node can be-
have in OS, TS, and TA manners at the protocol level.
In addition, it is assumed that the network medium
can temporarily experience omissions in the form of
OS or SOA, due to different scenarios such as loss of



a message or not being able to correct errors.
It has been shown that to tolerate the failure of tn

nodes and tg gateways, one needs N ≥ 2tn + b + 2
nodes, possibly spread over ns subnets, and ng ≥
2tg + 1 gateways, connecting any two adjacent sub-
nets.

One of the requirements in achieving reliable
multicasting is reaching agreement in delivering a
message. Normally, a Byzantine agreement algorithm
is needed to ensure that every non-faulty node agrees
on delivering a message. The process of reaching this
agreement for every message will become very pro-
hibitive if new messages are transmitted continuously,
or if a point-to-point topology were used. The pro-
posed protocol reduces message complexity, as each
node can independently determine the safety of de-
livering a message to the user. Furthermore, simu-
lation has shown message complexity is dynamically
adjusted according to the level of network fault con-
dition, whilst the correct operation of the network is
maintained.
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