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ABSTRACT: — Algebra-logical model, method and algorithm of fault embedded diagnosis in functional blocks
of SoC are proposed. The reduced SoC Functional Intellectual Property Infrastructure that is characterized by
minimal set of the embedded diagnosis processes in real time and enables to realize the services: testing of the
nominal functions on basis of generable input patterns and analysis of output reactions; fault diagnosis with
given resolution of fault location by means of utilization of the IEEE 1500 multiprobe; fault simulation to pro-
vide of realization of the first two procedures on basis of the fault detection table is presented.
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1 1-1P Infrastructure

Computational and hardware complexity of modern
digital systems on a chip (SoC) is characterized by
millions of equivalent gates and requires making
and implementation of new high-level design tech-
nologies: Electronic System Level (ESL) Design,
Transaction Level Modelling (TLM) and embedded
service — Infrastructure Intellectual Property (I-1P).
It means that search for high-performance methods
and facilities [1-12, 15-17] reduces all researchers to
necessity to rise of an abstraction level of Functional
Intellectual Property (F-1P) models, which are cre-
ated and embedded into a chip. EDA market sug-
gests facilities for computer-aided modelling and
verification of system level devices, beginning with
HDL- compilers (C++, SystemC, SystemVerilog,
UML, SDL) [7] up to graphics environments (Simu-
link, LabView, Xilinx EDK). These facilities enable
to create projects using existing library components
by means of ESL-mapping and creation of TLM-
interfaces [8, 9]. Market appeal of the implementa-
tion of a digital system to FPGA is determined by
the followings: application of relatively cheap chips
instead of the universal processors, low power con-
sumption, small overall size, qualitative and reliable
realization of the main functions due to on-chip I-
IP-infrastructure that is urgent in the century of mo-
bile computers.

The research aim is development of algebra-logical
method of SoC Functional Intellectual Property In-
frastructure that is intended for the diagnosis of SoC
components in real time.
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The problems: 1) State of the market of SoC Infra-
structure Intellectual Property technologies; 2) Al-
gebra-logical (AL) method of Infrastructure Intel-
lectual Property on basis of the cover matrix; 3) Ap-
plication of the AL-method to diagnosis of SoC
components; 4) Practical results.

Modern design technologies of digital systems on
chips propose along with creation of functional
blocks F-IP development of service modules I-1P,
which are oriented on complex solving of the pro-
ject quality problem and yield increasing in manu-
facturing that is determined by implementation of
the following services into a chip [8]:

1) Observation for state of input and output lines in
functioning, verification and testing of standard
blocks on basis of utilization of the boundary scan
standard IEEE 1500 [10, 12];

2) Testing of functional modules by means of input
of the fault detection patterns from different test
generators, which are oriented on verification of
faults or fault-free state;

3) Fault diagnosis by means of analysis of an infor-
mation obtained on the testing stage and utilization
of special methods of embedded fault lookup on
basis of the standard IEEE 1500 [10,12];

4) Repair of functional modules and memory after
fixation of negative testing result, fault location and
its type on diagnosis stage;

5) Measurement of the general characteristics and
parameters of a device operation on basis of on-chip
facilities, which enable to make time and volt-
ampere measurements;
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6) Reliability and fault tolerance of a device opera-
tion in working that is obtained by diversification of
functional blocks, redundancy of them and repair of
SoC in real time.

In Fig. 1 it is represented the reduced structure [8],
oriented on solving of the following problem: 1)
testing of the functionalities on basis of generable
input patterns (Automated Test Pattern Generator)
and analysis of output reactions; 2) Fault simulation
[5] to ensure the diagnosis and repair on basis of the
fault detection table; 3) Fault diagnosis with given
resolution of fault location by means of utilization
of the IEEE 1500 multiprobe.

— Infrastucture IP |
] Fault Fault Detection|
] | Ssimulator Table —
— t —
— A F-IP: | _
— | T Functional Analyser —
— | P Intellectual (signature) —
— | G Property —
- f I
—_— Diagnosis | I
1 SoC IEEE 1500 Standard I

Fig. 1. Infrastructure Intellectual Property of SoC
DSP

1. Automated Test Pattern Generator for verification
of functionalities and single faults consists of a set
of input patterns generators, which provide creation
of the following tests [1,2]: PRTG is pseudo-random
generator of input stimuli with uniform distribution
law of zero and unit signals at input variables;
SATG is test generator of hexadecimal codes on
basis of the signature analysis; SPTG is algorithmic
generator of the test patterns, which activate one-
dimensional logical paths, oriented on verification
of given single faults; ADTG is test generator that is
designed for verification of the summatory ALU
circuits; BSTG is test generator for the bus organ-
ized structure of data transceiving; METG is test
generator, oriented on the matrix memory verifica-
tion; DFTG is test generator for automata, specified
in the form of algorithm flow graphs; RCTG is test
generator for sequential arithmetic-register struc-
tures and trigger circuits.

Generator module analyses the structural-functional
model of a tested block and assigns a subset of such
synthesizers, which provide given fault cover qual-
ity (F%) and functional modes (P°):

¢ Nmin c .
F( iEJl Ti)ZFmin,

PR +SA +SP +AD +BS +ME +DF +RC
T={T TN T3 T4P, 785, TVE, P8 18Ch.

min’

pe( U )>RS
i=1 (1)
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Generalized structure of Testbench synthesis [1] is
represented in Fig. 2 and includes HDL-code gen-
erator that is designed for functional testing and
verification on the stage of project development.

A number of test generators on the SoC develop-
ment stage can be considerably greater than a subset
of ones that embedded into a chip later. So, on the
simulation and verification stage the analysis of
covering features of every test generator is per-
formed to search for the minimal aggregate configu-
ration of them that is satisfied expression (1). It is
important to say that within the next 5 years the test
synthesis ideology for SoC will borrow the best tra-
ditions of ESL-, TLM-design [7,11].

ATPG
G1|G2|Gs| G4
Gs|Gs|G7|Gsf

Fault free simulator

Test;
Fault table, TestBench

> Response Ed Generator
F-IP

F-1P
circuit

G14 Fault simulator

A v T Y
FC > Cmin 1 HDL-code
19

Fig. 2. Structure of the Testbench synthesis process
for F-1P

It means: 1) Use of the Testbench libraries of the
lead companies in the world for testing and verifica-
tion of standardize functionalities, which are desig-
nated as F-IP. 2) Application of I-IP standard solu-
tion for on-chip testing of SoC components. 3)
Creation of own test libraries for new-developing
functionalities. 4) Adoption of new technology of
the test synthesis for a digital system, based on the
discrete mapping [11] (Fig. 3) of covering of func-
tionalities and faults of the initial specification by
means of minimal Testbench set from a test library.
5) Application of the on-chip testability facilities,
such as IEEE boundary scan and six I-IP compo-
nents, to increase of the technological effectiveness
of test synthesis procedures.

Specification Platform
r
E.IP T1 T2 T3 T4
Funcionality
(Faults of IP) TS T TT| T8
Tn
S + T9
Mapping - Complete Test of F-IP

Fig. 3. Mapping of the test synthesis model for F-IP
2. Fault analysis module. It uses the deductive algo-
rithm that is oriented on verification of single faults,
which are generated on basis of analytical or tabular
definitions of SoC functionalities. It means that de-
ductive simulation can be applied for projects, rep-
resented on gate abstraction level or on some higher
one (register or system). The main idea of the
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method is making of deductive functionality model
on basis of the known expression using [5]:

F=H[(X ®T)),(X2 ®Tp)...LX} ®T)).... (%, ®T,)]1@T;,(2)
where deductive function F on test-vector T is the
modified definition of fault-free behaviour that en-
ables to determine an input fault lists, which are
transported on a circuit output under the influence of
input signals. On the example of Xor function the
synthesis of a deductive function according to the
Karnaugh map is demonstrated:

(xy)\(ab) [ 00 101111110

00 J0;1:011
F=| 01 |oi1!0!1 (3)

Fe———————q——— Fo—dm—————

. 0111011

10 0'1!0'1

The variables x,y are Boolean, the signals a,b are
register and they are used for storage of fault lists:

L =f(x,y,a,b)=abvab. (4)
Hardware realization of the deductive function, de-
fined by formula (4), is represented in Fig. 4.

am——r
b o—t &"|_
| 1 —L

Fig. 4. Deductive primitive of the Xor function
The circuit primitive is universal with respect to
various test patterns. The model synthesis strategy,
proposed in the paper, is based on creation of a de-
ductive element library that covers all standardize
functional elements, which are used by a designer in
the process of computer-aided project creation in a
SoC form. In this case the matter is synthesis of a
deductive structure on basis of mapping [11], the
kernel of that is represented in Fig. 5.

Specification Platform
r
F-Ip D1 D2 D3 D4
Funcionality
(Deductive IP) D5 D6 D7 D8
\_ D9 Dn
Mapping - deductive model of F-IP

Fig. 5. Mapping of a deductive model for F-IP
The proposed approach to the deductive analysis
provides creation one more embedded model on a
chip, which must ensure practically all six services,
specified by the I-IP infrastructure standard [8].
“Pay” for quality of diagnostic and test assistance is
sufficiently large cost of additional hardware costs,
which greater than nominal functionality in 10-15
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times. At that gain in the performance in compari-
son with the external software realization of the de-
ductive analysis is 2-3 orders that practically pro-
vides the service in real time. Other more economi-
cal solution of the problem is the interactive modifi-
cation of the deductive model circuit structure for
every test-vector. For that the internal memory of a
chip is used, where the model is formed in compli-
ance with the rules, defined in (2). Mapping (Fig. 5)
gives a deductive function, where the hardware
costs is equal to the cost of F-IP functionality.

2 Algebra-Logical Method of the Fault
Diagnosis

The general role is assigned to the boundary scan
technology [10,12] that is implemented into a chip
now has to simplify solution of practically all prob-
lems of SoC Functional Intellectual Property Infra-
structure. The access controller to internal lines and
ports of the boundary scan register uses a cell or a
stage of the register. In the aggregate a number of
such cells, which provide monitoring in this case,
must be equal to the quantity of problem observable
lines of a project, which are necessary for exact es-
tablishment of a diagnosis. Diagnosis procedure,
based on the boundary scan register uses informa-
tion from the fault detection table that is a fault set,
which are covered by test patterns. Using result in-
formation of a diagnostic experiment that is repre-
sented in an experimental validation vector form V
= (V1,V2,...,Vi,...,Vy), as well as the fault detection
table F [5], the diagnosis procedure is carried out in
compliance with the expression, written in the prod-
uct of disjunctions form for all faults [6], which can
give an experimental reaction in the form of V that
determined by unit and zero values:

i=Ln j=Lm
F= A (V F) (5)
VVi=l VM;jj=1

The conjunctive normal form, derived from the fault
detection table, is transformed to the disjunctive
normal form by means of equivalent transformations
(conjunction, minimization and absorption) [6].
Therefore we have the Boolean function, where
terms are the logical product, which represent full
solution set in the fault combination form (they give
the experimental validation vector V at SoC outputs
or its component):

i=Ln j=Lm 2™ m (6)
Fe AV E)=l = V(AKE)k ={01}.
WVi=1 VMij=1 ] [g;giab} iz = S

Represented procedure in general case diagnoses
some fault subset that later needs a refinement by
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application of additional flexing of internal points
by means of the boundary scan register. An example
of defect finding is considered on basis of the fol-
lowing fault detection table (columns are faults,
rows are test patterns) that is product of the deduc-
tive fault analysis and the experimental validation
vector [13,14]:

% RiR|R| KKV
T |1 1 1
M=l T2 1 1 1
T 1 0
T, | 1 1
Ts 1 111

A number of units in the experimental validation
vector V forms quantity of CNF disjunctive terms
(6). Every term is line-by-line writing of faults (by
logic operation OR), which influence on functional
outputs. Table representation in the analytical form
(conjunctive normal form) makes possible to reduce
volume of diagnostic information for defect finding
essentially. Subsequent transformation of CNF to
DNF on basis of the Boolean algebra identities en-
ables to reduce the Boolean function that is illus-
trated by the following result:
F=(RVR)RVvRE)FRVFEVE)RVRE)FR VY=
=(RVE)RVvRE)RVFEVvE)FR V)=
=(RR v RFy v AR v RF)(RR v RF v AR v
F3Fs v FsFy v Rfs) = (RF, v FoFy v R v Fyfs)
(RFy v RFs v ) =(RRRR v AR v RRRF v RRsRF)
(RRRFs v RFRFs v AR v FaFshFs)
(AR v RRgR3 v AR v FyRsFs) =
=hRR v FRRF v AR v RRFs v R v RRF v
v hFs =Rk v RRR v RRF, v R R v R
To decrease of a number of computing at carrying
out of conjunction in the first line (7) the initial no-
tation can be simplified in accordance with the Boo-
lean algebra laws:
(Fa vEs)A(Fa vFs vFg) =(Fp vFs)
The derived result
F= F1F5 Y F1F2F3 \Y F2F3F4 \Y4 F3F4F5 \Y4 F1F2F4
represents all possible solutions (fault covering of
the fault detection table rows of SoC functionality
on condition that the experimental validation vector
has all unit coordinates V = (11111). Taking into
account the actual value of the experimental valida-
tion vector V=(11011), it is carried out the simula-
tion of function F by substitution of zero fault val-
ues, which are verified theoretically, but they give
zero coordinate in the vector V. Such fault are:

()
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F=FgvFsvFg. Final result is determined by the

next function:
F= F1F5 \Y F1F2F3 \Y F2F3F4 \Y F3F4F5 \Y

v R FoFg | EvRvRs=0 =0.
Whatever combination is DNF conjunctive term,
presented in solution
F= F1F5 \Y F1F2F3 Y F2F3F4 \Y F3F4F5 \Y F1F2F4 y

covers all rows of the fault detection table according
with definition, so addition of any zero row trans-
forms function F to zero without fail. So, correct
solution that corresponds to the experimental valida-
tion vector must take into account zero coordinates
of the vector V. Subject to the stated above it is nec-
essary to eliminate the term (F3 v F4 v F5) from ex-

pression (7) on CNF forming stage

F=(FvR)(FR vFEs)(FLvR)(F vFs vFg) =

=(FLvF)(Fo vFs)(F vRg) =

= (F1F2 \Y F2 F4 V F1F5 V F4F5)(F1 \Y F3) =

= F1F2 \4 F1F2 F4 \Y F1F5 \Y F1F4F5 \Y F1F2 F3 \4

\Y F2F3F4 \4 F1F3F5 \Y F3F4F5 =

= F]_FZ \Y4 F1F5 \Y F2F3F4 \Y F3F4F5.
The result represents all possible solutions, which
make a device reaction, determined given experi-
mental validation vector:

F= F1F2 \Y4 F1F5 \Y F2F3F4 \Y F3F4F5 .

Additional simulation of last Boolean function gives
final solution in the form of two faults combination:

(8)

F= FJ_FZ \4 F1F5 \4 F2F3F4 \4 F3F4F5 |:3V|:4V|:5:0 = F]_Fz.

Algebra-logical method can be formally considered
by an example of the following fault detection table
M; and it can be represented by five algorithm
items.

T/FJ. Rk RV
T [ 1 1 1
My =| T2 1 1 1
T 1 11
T, |1 1
Ts 1 110

1. Detection of all rows, which correspond to zero
values of the experimental validation vector for
nulling of all 1-coordinates of found rows. In this
case it is the row Ts.

2. Detection of all columns, which have zero values
of rows coordinates with zero state of the vector V.
Nulling of unit values of found columns. In this case
itis F», Fs, Fe.
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3. Removal the rows and the columns, which have
only zero coordinate values (found in items 1 and
2), from the fault detection table.

T
/,:j RIR|RB|K|KB|FRB|V
T, |1 1 1
My =| T2 0 0 1]

T 1 01
T, |1 1
Ts 0 000

T.

/F,- AR | R |V

1 T[1
T 1 1
T, |11 1

4. Making CNF by unit values of the experimental
validation vector:
F=(FvFg)A(F3vF)A(R vs)=

=(FF3 vRFys VEF, VRF ) A(F V) =
=FFF3 vFFF, vEFFs vEFF, vR RV
v FsFsFy v R FsFy vIF3F4Fy =

=FF3vRFFy vRF, VEF, v F3Fy v FsFy =

= F1F3 \Y4 F1F4 Vv F3F4.
5. Transformation CNF to DNF with subsequent
minimization of the function. In this case it brings to
gaining of sought-for result in the fault combination
form:
F= F1F3 \Y F1F4 Y4 F3F4.

The proposed algorithm is oriented on preliminary
analysis of the fault detection table to decrease its
size and amount of subsequent computing related to
DNF making that forms all solutions of SoC func-
tionalities diagnosis. Further refinement of a diag-
nosis is possible by application of the multiprobe on
basis of the boundary scan register [10].

3 Algebra-Logical Diagnosis Model

The structure of I-1P service modules for fault diag-
nosis in F-IP functional blocks is represented in Fig.
6. Comparator (@) analyses output reactions of a
model and a real device on input test vectors, enter-
ing from a test generator. Discrepancy between
model and experimental reactions on a test forms
unit coordinates of the experimental validation vec-
tor V(T)=(V1,Va,,..,Vi,,... V) for every input pat-
tern. Communication between the vector V and the
fault detection table (T=[T,].t=1p;r=Lq+n of
dimension pxn, p is a number of test-vectors, nis a
number of stages of the boundary scan register) and
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circuit structure gives a set of lines and elements,
which are suspected as faulty on a current test-
vector. To organize of computational processes,
which result in exact diagnosis, it is important met-
rics or initial information representation form.

| ATPG |

®

Observing

Repairing
le—|

‘ Boundary Scan Register

!

| Scoreboard ‘

!

| Diagnosis ‘

Good

Fig. 6. Diagnosis process model for F-1P
An interesting solution of the diagnosis problem can
be get by application of the Boolean algebra and the
fault detection table M that is the Cartesian product
of the test T on the set of given faults F, in the ag-
gregate with the experimental validation vector V,
where realization of the covering task gives maxi-
mally exact result in the DNF form and every term
is a possible variant of presence of faults in a de-
vice. Thereby, the diagnosis process model is repre-
sented by components:
A=<TFEMV> T=(T,T2,....Tj,... Tp);

F= (AR, P Fm) M= Ml i =L j=1m; (g
V=(W,V,..V ,...,Vn);{\/i,Ti,Mij,Fj}e{O,l}.

The diagnosis problem solution consists of analysis
of the fault detection table, formed at fault simula-
tion, by writing of logical product of disjunctions
(CNF), which are formed by unit values of the fault
detection table rows (5). Then CNF is transformed
to DNF (6) by means of equivalent transformations.
Therefore it is turned out the Boolean function,
where terms (logical products) are full solution set
that is fault combinations, giving the experimental
validation vector, formed in the process of diagnosis
experiment, at functional outputs.

The following matrix M =TxF is an example of
algebra-logical analysis of faults on basis of the
fault detection table in functional blocks of SoC,
guantity of them is equal to 10. A test of the length
11 input patterns verifies all faults set in the table.
The experimental validation vector of a digital unit
V=(10001001001), formed in the process of diagno-
sis experiment, fixes discrepancy between unit out-
puts and the model (the gold standard) on four (1, 5,
8 and 11) test patterns.
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Fo

M=TxF=| T5 1 1

o|lo|r|olo|lr|lololo|lr <L

i 111

[ERN

In compliance with quantity of units in the experi-
mental validation vector V a number of disjunctive
terms CNF that is equal to 4 is formed. Every term
is line-by-line writing of faults by logic operation
OR which influence on distortion of functional out-
put signals. Then CNF is transformed to DNF on
basis of the Boolean algebra rules. It enables to get
result:

F=(FsvFRo)(Fs v R)(Fa)(Fg vFg vp) =
=(F5 v R)(F4)(Rg v Fy v Fo) = (F4Fs v F4Fg)
(Fg v Fg v Fio) = (FaFsFg v FaFsFg v FaFsFro v

v F4FgFg v F4FgFg v F4RgFp) = (F4FsFg v P45y v 10)
v FgFsF10 v FaFRg v FyRgRg v FaRgho) =
= (F4FsFg v F4FsF10 v F4Fg).
The result
F=(F4FsFo v F4FsFio v F4Fg) (11)

contains the fault F4 in all terms, it means that the
fault is present in SoC functionality without fail. If
to put forward hypothesis about existence of single
fault or minimal quantity of multiple faults, the so-
lution determinate by third term F=F,Fg is prefer-

able (in a circuit there exist two faults, which form
the experimental validation vector that is equal to
V=(10001001001) on the outputs).

4 Sumulation for

Refinement

Obtained disjunctive form (6) is basic model for
defect finding. It does not always identify a func-
tional fault definitely, so it needs in procedures,
which improve a diagnosis. First of all it should be
noted that all rows of the matrix M =TxF, which
were marked by zero values of the experimental
validation vector, can be joined in a disjunction of
faults (6), which can not be present in a circuit.

The creation of form (5) from concerned fault detec-
tion table enables to determine all faults, which can
not be present in a circuit:

F-1P  Diagnosis
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I_:=(F2 VF7)\/(F3VF6\/Fg)\/(Fl)\/(F]_VFz)\/

v(F3)v(Fs vFg)v(F7)=
=(F2\/F7VF3\/F6\/F9\/F1\/F5)=

(12)

=(FRvF vF3VvFs vFs v vRg).

Analysis of the expressions, represented by formu-
las (11) and (12) results in interesting conclusions:
1) Faults, which can not be present in a circuit, are
determined in the DNF terms, obtained by zero rows
concerning the experimental validation vector; 2)
Faults, which are in DNF (14), must be removed
from function (12); 3) In this case removal of the
fault Fs results in breakup of two terms
FsFsFg v F4FsFg, as far as without the fault Fs

every of them separately can not form given ex-
perimental validation vector; 4) So, it is make the
sole conclusion — double fault that is determined by
the term F=(F4Fg) is present in a circuit; 5) Com-
putational complexity of gaining of exact and full
solution set is determined by expression
Q=2""(2m+1), mis a number of faults.

If to designate absence of the concrete fault F =0,
it can to form input conditions for DNF (11) for
subsequent simulation of the function on the follow-
ing initial conditions:

(F1,Fy, F3,Fs,Fg, F7, Fg) = (0000000) .

function
to

the
equal

Then  simulation result of
F:(F4F5F9VF4F5F10VF4F8) iS
F= (F40F9 4 F4OF10 \4 F4F8) = F4F8 .
Really, if the faults (F;,F,,F;,Fs,Fg,F7,Fg), Which
are verified on the test patterns theoretically, give
the negative result (don’t distort the output states), it
means they are absent in a circuit. Support of this
fact is corroborated by the following proof.

Lemma 1.Full set of all possible fault combinations,
which are verified by the test T, is determined as
DNF, and obtained by transformation of a conjunc-
tive form

i=Ln  j=Lm 2M m
F= A (V Fj)=V(AKF),
wVi=1l VMijj=1 i=1 j=1

every term of that is written by unit values of the
fault detection table row [18] M =TxF correspond-
ing to the experimental validation vector state
V; =1.

Initial information, formed in compliance with unit
values of the experimental validation vector, is full
model of faulty behavior of a real object, which
forms the experimental validation vector with fixed
quantity of units (fault detection table rows) that is
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equal to k. Every row forms a fault disjunction,
written by OR. A number of such disjunctions is
equal to k, they are logical multiplied and form full
and consistent set of events (faults), which are pre-
sent in a circuit simultaneously. By multiplication of
elementary disjunctions with subsequent simplifica-
tion of the expressions and using the axioms
(avab=b;ava=a) DNF that includes all possible
combinations, written in the elementary conjunc-
tions form, is turned out. Considering identity of
made transformations the obtained function is
equivalent to the initial CNF at logic and it is tech-
nological notation of all solutions (fault combina-
tions), which are in a circuit, essentially.

Lemma 2. All faults, verified in the fault detection
table rows M =TxF and marked by zero values of
the experimental validation vector V; =0 are absent

in a real object.

Really, the fault detection table M=TxF has
unit and zero rows concerning the experimental
validation vector value:

M (0110) - Vp =1 M (0102) — Vg =0.

The row p detects presence of two faults F, v F;

in a circuit. The row g evidences of theoretical veri-
fication of the faults F, v F, if the vector is equal to

1: Vg =1. But practically the signal V; =0 shows

nonessentiality of the faults F, v F, for distortion of

circuit outputs. Or these faults are absent in a tested
device. Put zero signals for F, v F, in the function

F=F, vFR; and obtain the result:
F=F, vF3|g-r,-0 = F3. Analogous, all faults which

are determined in the rows, corresponding to zero
values of the experimental validation vector, are
absent in a circuit. But if it is true they must be re-
moved from DNF, written by unit values of the vec-
tor V. So, there are DNF terms and a fault set, which
can not exist in a circuit for given experimental
validation vector and the procedure of substitution
of zero signals in the variables of elementary con-
junctions of DNF function can be carried out. But,
in consideration of the fact 0naAbac..=0 the re-
sult of substitution and subsequent transformations
to obtain minimal function will have only the terms,
which don’t have variables (faults) with zero signal
value. It means that the faults which concern to zero
fault detection table rows (concerning the vector V),
will be removed from DNF.

Theorem 1. Minimal set of all possible fault combi-
nations, which are determined by the fault detection
table M =TxF, is computed by DNF simulation on
an initial conditions set
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2™ m

F= |\:/1(j/=\1kJFJ) (VFg=0)«—(3Mpq=1)&(Vp=0) *

specified by zero values of all verified faults, which
correspond to zero signals of the experimental vali-
dation vector.
In compliance with lemma 1 full set of all possible
fault combinations, verified by a test, is determined
in DNF form

that forms all solutions, which satisfy to unit values
of the experimental validation vector V, =1. It can

be decreased by removal of the faults, which are
verified by a test theoretically, but really they don’t
distort the output states on the test patterns, that
mean complete absence of them in a real circuit. So,
they can be removed from DNF terms, which are a
full set of all possible combinations. The removal
mechanism, according to lemma 2, is substitution of
zero variable values to DNF terms and subsequent
simulation (simplification) of the function. If a term
has zero-component one of the variables F;, accord-

ing to the algebra of logic whole term is turned into
0, that means removal of it from DNF. So, after
minimization subject to the condition of lemma 2
the minimal DNF is turned out that contains the
minimal quantity of possible fault combinations
(single and multiple ones) that can not be decreased
without additional diagnostic information incoming
from the multiprobe on basis of boundary scan reg-
ister.

So, proposed algebra-logical diagnosis method uses
Boolean calculus as the basic apparatus for solving
of the covering task by getting of the disjunctive
form that then is minimized by removal of the
terms, which have fault variables, relating to the
rows with zero values of the vector V. For little
quantity of faults in SoC the computational com-
plexity enables to realize fault finding in real time.

5 Conditional Diagnosis of F-IP by
DNF

To decrease of precautionary faults field essentially
the half-division method is used [10], it is based on
use of an interactive procedure of internal check
point flexing that provides the obtained fault DNF
by additional information to decrease a fault set. In
this case as such tester the boundary scan register
can be used that is able to determine an internal line
state for fault removal or its confirmation. The
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check point choice strategy is oriented on approxi-
mately half-division of precautionary set (removal
of half faults by simulation on every step) and sim-
plification of the initial DNF. The essence of the
half-division method on disjunctive normal form
that represents all possible fault combinations in a
circuit can be demonstrated by the following exam-

ple:
F = (F4FsFg v FaFsFg v F4Fg) -

Choice of the first check point Fg = 0 turns the Boo-
lean function into reduced expression:

el {Fg =0 (RRR vRRsho v RR) = RRsho v Fafs;
R =1- (R v s v FaRg) = FaFsFy v sk o v FaFs.

If Fg = 1, it means confirmation of a line fault and
decrease of DNF size do not happen. It is necessary
to orient the check point choice algorithm on maxi-
mal decrease of the initial DNF after definition of
the initial conditions (F; = {0,1}) for simulation.
Weights of DNF powers, obtained in the process of
simulation the both verification states, can be used
as the check point choice criterion.

Check point choice rules are regulated by the fol-
lowing assertions.

Assertion 1. If Fj is present in all DNF terms, there
exists given fault in a circuit without fail and it is
not necessary to test it. Otherwise, if to suppose that
verification result is zero, all terms is turned into
zero and this fact contradicts to the existence condi-
tion of nonzero values of the experimental valida-
tion vector V.

Assertion 2. There is a single fault combination in a
circuit that is determined by a single DNF term. If it
is found one confirmed solution in the DNF term
form other terms should be removed from consid-
eration by reversal of them to zero.

So, the check point minimization problem is re-
duced to the carrying out of two alternative strate-
gies: 1) consideration of variables in the terms of
minimal length to corroborate all faults in a term by
flexing; 2) verification of such variables, which turn
maximal quantity of DNF terms to zero.

If there exists the function
F=(F4F5Fg v F4FsFyg vF4Fg) that has a term of
minimal length 2 and the variable F, in all terms, a
single and the better solution is the verification Fsg,
which gives a required fault set at positive result and
remaining two terms, which should be probed, at
negative one:

e {Fs =0 (F4FsF v F4FsF10);
Fg =1— (F4Fe).
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The verification Fs gives the following results of
after probe simulation of two function variants:

F_{F520—>F4F8?
~ |Fs =1 FyFsFg v FaFsFig v FaFg.

Then, after (Fs = 1), two verifications from three
ones (Fg,F10,Fg) should be carried out, they remove
all terms except one that defines a solution:
{Fg =0 FaFsFio v FaFg; Fz{ﬁo =0 Fyfg;
Fo =1-> FyFsFo. Flo =1 FaFsFo.
The finishing diagnosis procedure criterion is ob-
tainment of one DNF term that identifies the pres-
ence of a multiple fault in SoC functionality.
Below it is proposed one more example of carrying
out the interactive diagnosis procedure on basis of
DNF analysis:

F=(RsFaFshy v RoFsFsho v RFFshy v R RFshy v RFRsho) -

There is a multiple fault F=FF,FgFyo in a device.

1) Weight count of every variable that is a part of
DNF is carried out:

Fi |l /R R i F5 Fg g Fy Fpo
WF)| 2 2 1 4 2 1 3 3 2

2) Fault presence probability in a circuit is corre-
lated with their weighting coefficients. So, to get a
single solution in the DNF term it is necessary to
choose the variables with minimal weight as check
points, which will turn the terms into zero. So the
first and second check points are (Fs, Fg), they have
minimal weight:

F=(F3F4FsFg v FoFsFsFio v FiFaFgFg v FaFaFgFg v
v F1F4F8F10)|(F3=O) =
=FaFsFgFio v FiF4FgFg v FoF4FgFg v FiF4FgFyp.
F=(F2FsFgF1o v FiFaFgFg v FoF4FgFg v
v FLF4FgF10)| (R =0) =
=FFaFgFy v FoFaFgFg v FiF4FgFyg.
3) After every step re-calculation of weighting coef-

ficients is performed, it enables to correct following
steps:

R |h R B R K K B R R
WFE)[2 1 - 3 - - 3 2 1

Here it is established the event of the faults (F4, Fg)
presence in a circuit, which aren’t subject of probing
in compliance with the condition of assertion 1.
Verification of the fault F, gives the following re-
sult:
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F = (FiFaFgFg v FaF4FgFg v FiFaFgF10)| (F, =0) =

=FF4FgFg v FiFyFgFyp.
Coefficients re-calculation:

R |[h R R K KR RBHRK R
WER)[2 - - 2 - - 2 1 1

makes provision for presence of the faults (Fy, Fq,
Fg) in a circuit and additional verification of one in
the lines (Fe, F1o):
F=(FF4FgFo v F1F4F8F10)‘(F9 -0) = FiFaFgFo.

So, in the process of carrying out of four flexing,
which are represented by the lines (Fz, Fs, F2, Fo),
the exact diagnosis was obtained: there is the multi-
ple fault F=(F,F4,Fg,Fg) inacircuit.

6 Examples of the use of diagnosis

methods
Example 1.
F =FiF2F4F5V F3FsF7F10V F1F3FgFo v

vV F1F2F7F10V FsFeFoFi0-
There is the multiple fault FFF R in a device.
1. Sequential probing of terms in test points.
Counting of the weight for every variable that is part
of DNF is carried out:

F' |Fi F2 F3 Fa Fs Fg F7 Fg Fo Fio
WE)|[3i2i2i1i3i1i2i1i2i3
Fault probability in a circuit depends on their weight
coefficients. To obtain a single solution in the form
of DNF term it is necessary to select such variables
for test points, which have minimal weight and in-
vert the terms to zero. So, first three points are
F4FgFg. After every step the weight coefficient re-
calculation is performed. It enables to revise next

steps.
F =(F1F2F4F5V F3F5F7F10V F1F3FgFgV
v F1F2F7F10V F5F6F9F10) (F4=0) =
=F3F5F7F10V F1F3FgF9 v
vV F1F2F7F10V F5F6F9F10-
The weight coefficients of variables, which are parts
of the term under probing, are decreased by 1.
Fi |F1§F2§F3§F4§F5§F6§F7§F8§F9§F10_
WE)|[2i1i2i-i2i1i2i1i2:i3
The next term probing results in the obtainment of a
DNF term.
F =(FsFsF7Fiov FiFsFe oV RiF2F7 FioV Fs Fe Fo F10) (g=0) =

=RFsF7Rov R FFRsFoVv R F2F7 Fio-
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Fi® |F1§F2§F3§F4§F5§F6§F7§F8§F9§F10_
WE)[2i1i2i-i1i-i2i1i1:i2

F =(FsFsF7Fi0V FiFsFgFoV FiF2F7F10)(pg=0) =

=F3FsF7F10Vv F1iF2F7F10-
Fit |F1§F2§F3§F4§F5§F65F75F85F95FlOI
WE)[1i1i1i-i1i-i2i-i-12

The existence of defects (F;,Fg) , which can not be
probed, is established. Probing of the fault F3 re-
sults in the following:

F =(F3FsF7Fw0V F1F2F7 F10)(|:3:0) =F1F2F7F10-

So, as a result of probing in four points (F;FgFgF3)
the exact diagnosis was obtained: there is the multi-
ple fault F =FF2F7F10-
Example 2. Parallel probing of several test points.
At parallel probing of several terms in various test
points it is convenient to make the cover table for
given function:

F =FiF2F4FsVv F3FsF7F10V F1F3FgFoV

VF1F2F7F10V FsFeFaF10
FiiF2iFsiFaiFsiFeiF7:FgiFo:Fio
FiFgFaFs | 1010 1:1: & & @
FFsFrFo| 01 1. 1. 1
FiFoF7Fpo | 1 i1 ¢ Pl 1
FeFeFoFn | LT

The test points F4,Fg,Fg don’t correspond to asser-

tion 1 and have minimal weight coefficients, so a
few terms (with elements F4,Fg,Fg) can be probed
simultaneously. The initial table is
|F1iF2 i F3:Fs5:F7:Fo
FeFsFrFio| 1 1t 1. 1:
FiFoF7Fo | 1 i1 § i1i1
The points F3 or K5 can be used for further probing.
Using the point F; asingle term F,F,,F,F iden-
tifies functionality faults of a digital system. Simpli-
fication of initial DNF enables to show that there is
the multiple fault F,F,,F,Fg in a circuit. Using
the parallel probing method it is realized by less
quantity of steps.

7 Conclusion

Scientific novelty and practical importance of the
research: 1) Algebra-logical method and algorithm
of fault embedded diagnosis in functional blocks of
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SoC that uses preliminary analysis of the fault de-
tection table for decrease of its size and the volume
of subsequent calculations, related with DNF form-
ing, which determines all solutions of SoC function-
alities diagnosis, are proposed. 2) It is proposed the
reduced SoC Functional Intellectual Property Infra-
structure that is characterized by minimal set of the
embedded diagnosis processes in real time and en-
ables to realize the services: testing of the nominal
functions on basis of generable input patterns
(Automated Test Pattern Generator) and analysis of
output reactions; fault diagnosis with given resolu-
tion of fault location by means of utilization of the
IEEE 1500 multiprobe; fault simulation to provide
of realization of the first two procedures on basis of
the fault detection table. 3) It is represented the
mapping model of the deductive structure synthesis
process that differs by utilization of the deductive
component library, covering all standardized func-
tional elements, it enables to create the SoC func-
tionality deductive model in computer-aided mode.
4) The mapping-model of fault synthesis that differs
by utilization of the embedded test generators li-
brary for DSP functionality of SoC is proposed, it
enables to decrease the time of test construction es-
sentially, at that tests are designed for functional and
fault verification.

The algebra-logical representation of the covering
problem has appeal that is directed on optimal solu-
tion of all synthesis and analysis problems of com-
plex systems, where the mapping problem exists: 1)
a specification — a set of library components; 2)
faults — test patterns; 3) functionalities — Testbench;
4) faulty elements — reserved ones; 5) object states —
surveillance lines.

To decrease the dimension of the mapping problem
it is necessary to structure of the initial model by
means of the hierarchy making that is typical and
use everywhere in computer-aided design of sys-
tems (ESL-, TLM-technologies).

A priori definition of the fault detection table in the
Boolean function form is attractive by its compact-
ness that on a concrete experimental validation vec-
tor is transformed to compact form, which deter-
mines DNF terms as all possible solutions of faulty
repairable components.

Further research is oriented on development of test-
ability structure of the system and hardware BIRA
module for embedded repair of whatever compo-
nents in appearance of faults on production and op-
erating stages.

Yervant Zorian (EWDTS’ 2007, Yerevan): “Now
the main problem of system on a chip repair is de-
velopment of technologies and methods of on-chip
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repair of the logic that occupies no more than 10%
of chip area”.
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