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Abstract: - We shall introduce a new satellite Conditional Access System (CAS) in which a subscriber
could use a pay-TV knowing only his or her identity and password, and not carrying a smart card. For
this new system, two password-based protocols are presented which not only share a session key and
authenticate each other but also get an authorization key. Since this system does not need an expensive
Card Adaptive Device (CAD), it can reduce costs. Furthermore, this system provides for descrambler
independence alowing it to be used through any TV set-top box that includes a descrambler.
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1 Introduction

With the all-ready rapid development of technology
in the fields of computers and communication,
broadcasting technology has now been further
developed. In accordance with the ever increasing
demands of users and the diversity of broadcasting
media, the number of broadcasting channels is
increasing along with some specialized broadcasting
channels coming into being. In order to broadcast
these higher-quality and well-produced programs,
subscriber subscription fee system will most likely
dominate the specialized broadcasting station. So, to
preserve the continued financial stability of the pay-
TV system, the Conditional Access System (CAS)
has been adopted so that only authorized subscribers
are able to watch programs.

Most of the present CAS use a smart card that is
separate from the TV set-top box and includes a
decryption algorithm and a secret key [6]. But, it has
some shortcomings. First, a subscriber has to buy and
attach a comparatively expensive Card Adapter
Device (CAD) to a TV set-top box in order to have
use of the smart card. Additionally, the decryption
algorithm and the secret key in the smart card must
be periodically updated. Finally, since a descrambler
inaTV set-top box is dependent on a smart card, a
subscriber cannot watch programs without his or her
own descrambler. Therefore, under the present CAS
environment, the exchange of ownership of a
descrambler would be very difficult and troublesome.
Moreover, the owner would have to make available

his or her own identity if the selling of the
descrambler to another person is desired [7] — a very
dangerousideain the information society.

In this paper, we propose a new satellite CAS that
alows it to be used by the subscriber knowing only
the identity and password, and not carrying a smart
card. For this new system, two password-based
protocols, which would not only share a session key
and authenticate each other, but aso alow the
download of an authorization key, are presented. As
for the rest of the paper, in section 2, we review the
current satellite CAS using smart cards. And, in
section 3 we briefly examine the notion of password-
based protocols and present a new satellite CAS
using them. Finally, we conclude our findings in
section 4.

2 Thecurrent satellite CAS

The present satellite CAS consists of a sender, a
satellite network and a receiver. A sender is made up
of a broadcasting station and a subscriber
management system (SMS). To describe our
protocols clearly, we summarize notations. A control
word and an authorization key used for encrypting it
are denoted as CW and AK. The shared secret pwd
corresponds to the password of sender. PRNG(CW)
means a pseudo-random number generated by a seed
CW. SCR(x) stands for a value of scrambling x and
SCR(y) for a value of descrambling y. Eax(CW)
means a ciphertext of message CW under encryption



key AK and Dak(F) is a plaintext of ciphertext F
under decryption key AK. AV denotes audio and
video signal. K and h stand for a session key and a
one-way hash function, respectively.

A broadcasting station makes AV and generates a
pseudo-random number | using CW provided by the
SMS. An encrypted CW under AK and a scrambled
AV using | are sent to a subscriber's TV set-top box
through a satellite network. In order to get the CW
used for descrambling, a subscriber must have
encryption key AK. This key generated by the SMS
is encrypted using a subscriber's password stored in a
smart card and sent to a subscriber on his first
subscription or updating period. When a subscriber's
TV set-top box gets F and J from a satellite network,
it delivers them to its own descrambler. A smart card
inserted in its descrambler yields a CW using the
password and AK. Finally, a smart card delivers the
CW to its descrambler, and that same descrambler
retrieves AV using a pseudo-random number 1. In
these operations, a smart card and a descrambler
authenticate each other using the Fiat-Shamir's zero-
knowledge authentication [3].

3 A new satellite CAS

For user authentication in a distributed environment,
a password scheme is still the most preferable,
despite the potential for guessed attacks on passwords
of low entropy. Since DH-EKE [1] was introduced
for the purpose, several schemes have followed
[2,4,5,7,9,10].

We propose a new satellite CAS that not only
shares a session key and authenticates between a
subscriber and the SMS but aso downloads the AK
by using a secure password-based protocol.
Compared with current systems, it reduces the
amount of computations by eliminating the AK-
encryption module and simplifying the CW-
decryption process. This system consists of a sender,
a satellite network and a receiver. A sender is made
up of a broadcasting station and SMS. Fig.1 shows
operation modules for anew satellite CAS.

This system would not requirea TV set-top box to
include an expensive CAD, so it can reduce the cost.
Furthermore, since it provides the independence, a
subscriber could watch programs through any TV set-
top box with a descrambler. Operation process is as
follows:

- If someone requests to subscribe, the SM S issues

an identity and password. Meanwhile, SMS

generates a CW and AK and sends them to the
broadcasting station.

- The broadcasting station generates a pseudo-
random number | using the CW. Also, it makes
AV and generates J, the value of scrambling AV
with I:

| = PRNG(CW), JESCR/(AV)........... (1)

- The broadcasting station encrypts CW with AK
and yields F:

FzEAK(CW) ........................ (2)

- The broadcasting station broadcasts J and F
through a satellite network (F is contained in
Entitlement Control Message (ECM)), and a
subscriber's TV set-top box receives them.

-When subscribers want to watch programs, they
input their own identity and password into the
TV set-top box by aremote controller.

By using a password-based protocol, a TV set-
top box shares session key K with the SMS and
downloads the AK using it. (AK being updated
periodically)

-The subscriber's TV set-top box decrypts F,
which is obtained from the satellite network,
with AK and formulates CW:

- The subscriber descrambler generates a pseudo-
random number | using the CW and receives an
original AV by descrambling Jwith I:

I=PRNG(CW), AV = SCR*,(J).......... (4)
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Fig. 1 A new proposed satellite CAS

In next two sections, two password-based
protocols are presented. The first protocol is a 6-
message protocol, which uses random numbers (ex.
Rgs, salt) which are generated by a broadcasting
station to progress security. The second protocol is a
2-message protocol, which reduces the running time
and computational complexity for more practicality.



3.1 The first proposed password based
protocol

The first protocol is a 6-message protocol that is
based on SPEKE [4]. It uses two random numbers,
salt and Rgs. This protocol prevents a denial-of-
service attack using Rgs, which is generated by a
broadcasting station and interchanged with the
receiver. It was also designed to include salt to W, a
hash value of the pwd, in order to protect a dictionary
attack. This protocol needs some additiona
computations and messages to generate and send
random numbers.

-Operation processes. If someone requests to
subscribe, the SMS of the broadcasting station issues
an identity and password and stores them. If a
subscriber wants to watch programs, the identity and
pwd are inputted into a subscriber's TV set-top box
by remote controller. The subscriber's TV set-top box
sends the identity to the broadcasting station. The
SMS verifies the identity, generates (salt, Rgs) and
sends them to the subscriber. The subscriber's TV set-
top box computes W=h(pwd, salt), selects a random
number A(10AOp-2, pisalarge prime) and sends W*
mod p to a broadcasting station with Rgs. Then, the
broadcasting station selects a random number
B(1 B p-2) and sends W® mod p to a subscriber. The
subscriber's TV set-top box computes a session key
K=W"® mod p and sends h(K), a hash value of K to
the broadcasting station. Finaly, the broadcasting
station computes Y =Ey(AK) and sends the encrypted
value with K to the receiver. Fig.2 shows above
described operations.
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Fig.2 First password-based protocol applicable to a new
satellite CAS

-Security: This protocol uses random numbers,
salt and Rgs, to prevent dictionary attacks or denial-
of-service attacks. If we do not use salt and compute
simply W=h(pwd), anyone who steals the
broadcasting station's database can conduct a

dictionary attack. Therefore, we have included salt to
W in order to prevent thiskind of attack. On the other
hand, Rgs is a random number the broadcasting
station sends and the subscriber returns providing
proof that the subscriber is actually receiving at the
location where he or she is claiming to be. This is
helpful against an attacker who sends numerous
requests with forged serial number of a specific
descrambler to avoid capture. Besides, this protocol
replaces the fourth message of the EKE[1] or
SPEKE[4] in which the client authenticates the server
with the message of downloading AK encrypted with
session key K. Since this protocol does not have a
process authenticating the broadcasting station, it is
possible that someone who has stolen a subscriber's
password into tricking him or her into using the
wrong AK. But, given that the password is the only
means of authenticating the broadcasting station, this
kind of attack is unavoidable. So there is no security
disadvantage to eliminating the message a subscriber
authenticates the broadcasting station.

3.1 The second proposed password based
protocol
The second protocol is a 2-message protocol that
reduces running time and computational complexity
for practicality. In this case, the broadcasting station
stores the subscriber's identity, W® mod p and B. In
this scheme, the broadcasting station does not store
W to prevent a single password guessing attack (i.e.
an attacker obtains a subscriber's password from the
broadcasting station's database directly). Moreover,
the broadcasting station always would use the same B
for a particular subscriber, so reducing some of the
computations.

-Operation processes. If someone requests to
subscribe, the SMS issues an identity and pwd to the
subscriber and stores the identity, W® mod p and
B(W=h(pwd), B being the subscriber-specific random
number selected by the broadcasting station). When
the subscriber inputs his or her identity and pwd by
remote controller, the receiver's TV set-top box
selects arandom number A(1O0AOp-2, p being alarge
prime) and sends W* mod p to the broadcasting
station with the identity. Then, the SM S authenticates
the identity and computes the session key K=W"®
mod p using the received data W* mod p and
B(1 B p-2) stored at the beginning. The broadcasting
station computes Y=En(AK) and sends this
encrypted value with K to the subscriber's TV set-top
box with W® mod p which would be stored at first



registration. Finally, the subscriber's TV set-top box
computes K and gets AK using K and W. Fig.3
illustrates the above listed operations.
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Fig.3 Second password-based protocol applicable to a new
satellite CAS

-Security: This protocol is an optimized version of
the first proposed protocol, which eliminated salt,
Rss, and the mutual authentication process between
subscriber and SMS. Therefore, it is possible for this
protocol to have some security problems that deem
consideration. At first, there could be an attacker who
impersonating a broadcasting station by getting [O.
However without knowing A, he or she cannot obtain
the session key K, pwd nor AK, even with knowledge
of 0. Next, an attacker who impersonates the
subscriber gets a single chance to verify the password
guess in an unaudited way. If the wrong password is
guessed, he or she will have no information about K,
and therefore no information about Y. However, one
gets one piece of information on the incorrect guess-
that the guess he chose was indeed incorrect. The
broadcasting station cannot tell if someone requesting
the AK download is legitimate or not. But, it is
important that this be only a single on-line password
guess. Although a broadcasting station cannot
distinguish a legitimate download from a password
guess, it should become suspicious if the same
subscriber request thousands of password downloads
within a short time. Finaly, there could exist a
situation in which an attacker who wants to
compromise files in a broadcasting station. But, even
though this attacker gets W® mod p in this way, he or
she cannot obtain the password or hash value of the
password directly.

4 Conclusion

We have proposed a new satellite CAS that would
allow a subscriber usage knowing only identity and
password, and not carrying a smart card. At first, we
reviewed current satellite CAS using smart cards, and
then examined some of its shortcomings. We also
delved into the history of some password-based

protocols, our central thesis, and have shown
structures and modules for a new system. Finaly, we
have presented two password-based protocols
applicable to the new system. Since this system does
not need expensive CAD’s, its implementation could
reduce cost. Furthermore, this system would provide
for the descrambl er independence allowing for its use
through any TV set-top box having a descrambler.
So, with the redlization of our proposed satellite CAS
model, improvement and increased productivity can
only but be the result.
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