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Abstract: - The subject of the current article is the application of a typical risk management process during the installation of an Enterprise Resource Planning System, SAP, in a large Greek wood company. The study was conducted by the Sector of Operational Research and Industrial Management, Department of Mechanical Engineering, of the National Technical University of Athens (NTUA).  After a short introduction to the basic concepts of risk management and a review of the literature in the field, the study highlights the implemented methodology and the tools used by the risk management team using representative examples as well. The main focus of the paper, however, is concentrated on conclusions derived from the implementation of the risk management processes in real life applications. 
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1   Introduction

During the decade, risk management has become one of the most important aspects of implementing decision support systems (DSSs). The faith that doing business, involves risks and the old adage “the higher the risk, the biggest the award” are still strongly believed. It is this belief that has made managers try to reduce or eliminate risks but maintain rewards using both qualitative and quantitative analysis. As a result, risk management is nowadays a very common approach not only when financial issues are concerned (financial risk management) but in projects as well (project risk management). 

     Focusing in project risk management, a risk (project risk) could affect three important parameters [14]: the cost of the project, its schedule and its quality, taking into consideration other parameters such as the budget of the project, the project team and the schedule.

     Project risk is an uncertainty, liability or vulnerability that may cause a project to deviate from the defined plan, and could occur any time during the life cycle of the project [4]. Risk in an environment like that cannot be totally eliminated. Therefore, the objective of a risk management process is to minimize the impact of unplanned incidents on the project systematically, by identifying and addressing potential risks before they occur, to avoid any negative consequences [12]. Thus, it is very likely that the management of risks will continue to be a growth area in the future [1] [6]. Information System projects (IT projects) consist a typical category of projects in which this growth is already feasible.

     The development of Enterprise Resource Planning Systems (ERP systems) and the trend observed in many companies to purchase such software are certainly the reasons that have led to this situation [13]. Many people claim that two key factors have made ERP systems so popular. First of all, it is the change in the enterprise environment. Local markets are now transformed into a global one. In addition, management is incurring an increasing pressure for improving the competition and reducing costs. For these two reasons organizations must be ready to respond to clients’ demands and of course competition.  ERP packages aim to provide help to management by providing appropriate operational research tools combined with relevant information the right time.

     Purchasing an ERP system cannot warrant on its own, successful results. In fact the easiest decision is the one of purchasing an ERP software. The difficult part is what will follow, the plan concerning the installation of the package. It is an extremely complicated procedure that conceals serious risks. The general belief that no ERP installation can be successful unless it is combined with reengineering of the organizational structure and business processes of the company - a procedure well known as Business Process Reengineering (BPR) - certainly creates even more risks [10]. Reports related with the implementation of ERP systems indicate certain fields that consist source of potential risks [2]. In fact, certain parameters eventually determine the successful implementation of the software such as [10]:

· Business Model: Determination of the objectives of the new system.

· Comparative Evaluation: Introduction of the optimal techniques applied to ERP implementation projects.

· Implementation Strategy:  Harmonization of the new system with the objectives of the company.

· Project Management: Determination of the responsibilities of all the employees involved in the project.

· Change Management: Successful management of the employee’s reactions.

· Business Process Reengineering: Coordination of the ERP model with the Business Process model.

· Installation: Determination the technical issues related with the ERP system.

     Risk management can be a powerful tool in the effort to avoid or at least minimize undesired consequences that could state the success of the ERP project into jeopardy. In any case, it is certain that the use of a structural risk methodology can ensure the successful management of risks [13]. Risk identification is a methodological step analyzed in detail, in the literature. The most crucial risks identified in Information System projects are accidental incidents, the insufficient control and the deliberate violation of requirements [9]. These factors are carefully examined not only in the planning but in the implementation of ERP systems as well. The most common risk identification techniques are Brainstorming, Interviews and Delphi approach [7]. However, the use of these techniques is really useless unless it is based on the personal experience and the particular skills of the involved employees. Finally, structural approaches such as the Checklists could prove a valuable tool for achieving better results. Although no checklist can be applied in every project, experience has shown that a general structure can be followed according to the category of the project [11]. As far as the evaluation and the control of the identified risks, the literature describes in detail many tools most of which are qualitative rather than quantitative. Monte Carlo Simulation and Decision Trees are nowadays the most popular tools [12]. Heuristics [3] and Neural Networks [8] are recently developed methods, rarely applied in real life IT projects.

This article presents the results of the application of a typical risk management process in a Greek large company and highlights the barriers faced in the application of proposed risk management tools and techniques.

2   Risk Management Process Methodology

The methodology implemented by the risk management team of NTUA, was based on the methodology developed by the PMI described in the handbook PMI Book [12]. According to this methodology a typical risk management process consists of four basic phases presented in Figure 1.
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Fig.1 Risk Management Process
The first phase of the methodology involves the identification of risks during the lifecycle of the project. It is important that the characteristics of all the identified risks are clearly registered. Being the beginning of the risk management process, risk identification determines the success of the remaining steps. No risk can be confronted if it has not been identified.  According to the methodology, risks are divided into four categories:

· Technical Risks: These risks are related to performance or quality

· Project Management Risks: These risks concern the project itself such as poor planning of time and allocation of recourses

· Organizational Risks: These risks are related to organizational malfunctions.

· External Risks: These are risks that have nothing to do with the project itself such as unexpected economic conditions, accidents and so on.

     The knowledge of these categories of risks could prove a useful input for the risk identification phase.

     A variety of tools is used in the risk identification phase. The technique of personal interviews with select company employees is the most important source of risk identification. In almost every project, assumptions are made in order to overcome difficulties. The validity of these assumptions is an important parameter for the successful identification of risks. Checklists is a practical technique for identifying risks which supports interviewing and maximizes their potential usefulness. Information obtained from previous projects is used in the new one, in order to identify risks. Based on four ERP implementation projects in four Greek industrial companies of varying sizes, a checklist of 164 potential risks has been constructed. Since not all projects are the same, different risks may occur. Hence no checklist can be applied in every project. However, there is a certain structure that in general terms can be followed. The larger and more complicated the ERP project is, the more important the usefulness of the checklist becomes. Documentation review is necessary in every project. It is crucial that everyone involved in the project has perfectly understood the project plan, the assumptions made and all the available information relative to the project.  This kind of information must be easily accessible to the project team. Special types of diagrams such as Cause-and-Effect diagrams, Process-Flow diagrams and Influence diagrams are also used providing an extra risk identification tool for alternative risk scenarios. 

     Risk analysis consists the second phase of the risk management process. It involves the analysis of the identified risks and the determination of their importance. The analysis can either be qualitative or quantitative. The first is the most common one since it is simpler and requires less time. According to the Probability – Impact Matrix technique, a risk score is estimated for every identified risk. This estimation is based on the evaluation of the occurrence probability of the risk and its corresponding impact. In case a risk is considered important and quantitative information is available, quantitative techniques are also applied. The Monte Carlo Simulation (with the use of the “@risk” software”) enables the calculation of probability and impact in different cases that can be modeled such as: 

· realization of a risk

· realization of a risk under certain conditions

· extinction of a risk under certain conditions 

· contemporary realization of a predefined maximum number of risks 

     The next phase in the risk management process concerns the management of risks and the preparation of reactions for important risks. Risk responses should generally be realistic, time suitable and cost effective. In addition, they should be appropriate to the severity of risks and accepted by all parts involved. When avoidance is applied, the aim is to avoid the risk by eliminating or reducing its impact to project objectives. In cases where the risk cannot be avoided an easy solution is to transfer it (transference). The basic difference from avoidance is that the risk is not eliminated, it is just transferred to another party. As a result, its negative impacts are also transferred. Mitigation is the development of actions in order to minimize identified risks. When potential risk situations are identified, alternative courses of action should be evaluated to determine if the undesirable outcome could be avoided at a reasonable cost. Finally, the basic concept behind acceptance is the recognition of risks as they occur. Recently a new form of acceptance technique emerged. Instead of just accepting the risk (passive acceptance), a contingency plan is prepared in case a risk occurs (active acceptance). The management of risks takes place in cooperation with the project management team and the project sponsor, as it usually requires the ability of important decision making affecting the course of the project.

     The last phase of the risk management process is risk monitoring. During this phase, identified risks are monitored and controlled and new risks are traced. Due to the nature of the process, the existence of a phase where all the previous phases are checked is vital. Therefore, the main objectives in this phase are:

· To check if risk responses have been executed as planned

· To check if risk responses are effective

· To check the validity of assumptions made

· To identify new risks

· To update the risk profile.

     Based on the results of the monitoring phase, the risk sheets are updated and mitigation actions are registered. According to the methodology followed, risk management and monitoring results are summarized in a weekly risk management report prepared for the project management team and the project sponsor and a monthly report for the steering committee.

     Based on the methodology described above, risk analysis is practically applied to three basic dimensions: Human Resources, Systems and Business Processes as indicated in Figure 2.

[image: image2.emf]RISK ANALYSIS

Human Resources

Business Processes

Systems


Fig.2 Dimensions of Risk Analysis

     In ERP implementation projects, risk management can be effective only if risk methodology is closely related to all the tasks that should be completed during the ERP installation. Although various ERP implementation methodologies are described in the literature, their differences are insignificant in practice. Table 1 indicates the basic tasks that should be completed during an ERP project. It has to be stated that the construction of the checklist described in the identification phase is closely connected with the tasks presented in Table 1.

	Phase 1: Project Preparation

	Definition of project goals and identification of the scope of the project

	Establishment of expectations concerning the options provided by the new system

	Determination of the implementation strategy and choice of the time horizon of the project

	Development of the structure of the project organization and identification of the members that would consist the steering committee

	Identification of business processes that would be mapped in the new system

	Preparation of a plan concerning the working environment for the project team

	Preparation of a plan concerning the hardware and the location of the shared resources

	Preparation of a plan concerning the training of the personnel

	Choice of the tools and procedures that would be used

	Identification of all the party involved and determination of their corresponding tasks

	Organization of the project kick off meeting where all project team members are invited

	Phase 2: Business Blueprint

	Project management

	Identification of the requirements 

	Performance of reengineering if required

	Training of the project team

	Identification of the baseline scope

	Implementation of the initial stages of the system landscape

	Finalization of the technical design of the hardware architecture

	Establishment of the transport request management and release management 

	Preparation of the Business Blueprint

	Phase 3: Realization

	Project management

	Implementation of all documented requirements in the Business Blueprint 

	Development of necessary programs and interfaces

	Training of the employees

	Creation of process test plans

	Development of custom designed reports

	Development and test of all interfaces to external programs

	Development and test of all forms and data conversion programs 

	Development of quality assurance system

	Performance of tests for all cross modular processes

	Determination of system authorizations

	Planning of the end users training and identification of the personnel that would give the training

	Identification of a proper training environment and training material

	Phase 4: Final Preparation

	Project Management

	Finalization of system configuration and environment 

	Training of all end users

	Development of a help desk facility

	Conversion of legacy system data into the new system

	Phase 5: Go Live & Support

	Project Management

	Technical support when required

	Performance of system audits and identification transactions that are making a heavy impact on system performance


Table 1Tasks During an ERP Project

     The use of appropriate tools during the installation of an IT system ensures the successful implementation of the suggested risk management methodology. Figure 3 summarizes these tools for the four phases of the risk management process.
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Fig.3 Risk Management Tools

3   Considerations & Lessons Learned From the Application of the Methodology

The case company is a large Greek wood processing industry (with 1,200 employees) which produces an extend range of products that includes a large number of different wood product families such as: Chipboard, Block board, Plywood, Post Forming and Direct Post Forming, Flooring, Sawn Timber, Veneers, Veneer-faced products (Plywood, Blockboard, Chipboard, MDF) and Melamine faced products. The company owns two large manufacturing plants, eleven production units, a large number of production lines and four distribution centres in Greece. The company is also activated in the trading of wood products such as construction timber, MDF (Fiberboard), Hardwoods and Softwoods. Sales of the company are spread to the domestic and foreign market (Europe, U.S.A., North Africa and Middle East).

     The implemented risk management methodology to the case company is related to the introduction of the SAP ERP (Enterprise Resource Planning) project, that covers almost every business process of the company. The project started in March 2003 and the productive operation (go-live) of the ERP was realized at the 7th of January of 2004. The first part of the implementation of SAP ERP covered the business processes of Production Planning and Control, Materials Management (Purchasing and Inventory Management), Sales and Distribution, Financial Management, Costing and Human Resources Management. At a next stage, by the end of 2004, the business processes of Plant Maintenance, Demand Planning, Detailed Scheduling, Quality Management and Customer Relationship Management are going to be supported by the ERP system.

     The importance of risk management for the project run in the case company was indicated by the fact that it was applied in every phase of SAP implementation. The company’s administration understood that several risks could state the success of the project into jeopardy. This is why management of risks, was considered to be a high importance. 

     It was clear that the company considered risk management as a part of project planning. The high total cost of implementation, including both obvious and hidden costs, and their early identification helped towards this direction. Indeed, risk management was an integral part of project management process and in no way should be omitted.  There are many cases where risk management is considered only after the occurrence of risks, when the consequences are visible. Taking this into account, the case company can be characterized as mature in the implementation of large projects by including risk management in the general plan.

     Although the management of risks is closely related to the management of the project, it is a serious mistake to confuse these two terms. This is what many project teams make by assigning the risk management to a member of their team who has two roles, often contradictory. In reality, the risk management team must be independent since its basic responsibility is to monitor the project team. In the case company, although the risk management team was in continuous cooperation with the project team, it was considered to be an independent entity, something which was clearly stated in the project organizational chart presented in Figure 4.
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Fig.4 ERP Project Organizational Chart

     The risk management team decided to apply a risk process that contained all the steps mentioned in risk theory i.e., risk identification, risk analysis, risk management, risk monitoring and control. This is an extremely important decision since risk process is a continuous procedure consisted of equally important stages. It is very dangerous to ignore one step emphasizing in another. In fact, this is the main cause of risk management failure in many projects [5]. Risk management teams, tend to downgrade identification and monitoring, and focus in analysis and risk management due to the difficulty of the latter.

     Our involvement in all the stages of the risk management process, enabled us to make some important observations. First of all, the implementation of the risk identification stage was successful. The decision for reviewing and comprehending project plans both at the total project and detailed scope levels before using any other tool, was crucial.

     The use of a checklist as a tool for identifying risks at a high level of analysis was helpful. The categorization of the list into different categories provided the opportunity to interviewed employees to focus in particular issues. The previous experience of the risk management team in similar projects (four cases in Greek industrial companies) helped a lot in the construction of an appropriate set of risk check points.

     The choice of interviews as a basic tool for identifying potential risks at a low level of detail was certainly successful. This is not always the case in all companies. Cultural aspects connected with the openness of the employees, their attitudes towards change and their fears of uncertainty affect the results of such interviews. Luckily, the company’s culture enabled some detailed, right to the heart of the matter discussions, with key employees. As a result, interviewing proved to be a very practical, information-gathering technique, with multi targets. First of all, it provided the opportunity to the risk management team to become familiar with the project environment in a very short period. Identification presupposes perfect understanding of project environment, a task extremely difficult for every risk team. Interviews provided this knowledge.  On the other hand, it was an indirect method for accomplishing the basic objective of the stage, that is, the identification of risks. Interviews with employees that participated in the project revealed several problems that had been traced, requirements that had not been fulfilled etc. Once again, employees were the best resource, since they were the first that identified risks even if they hadn’t realized it. There are several examples that support this argument. 

· Interviews with some Key Users revealed a general fear that the final   users will not be able to operate the new system. During the same interviews, a few reactions for the new system appeared.

· Interviews with Process Owners revealed that their schedule was overloaded.

· Interviews with Key Users revealed signs of insufficient training.

· Interviews with Power Users exposed their inability to gather all the reports that concern their sub-system in time etc.

     Potential risks identified during an interview were checked in the process. This is a critical point for the verification of the risk since, in many cases, problems mentioned during an interview were proved to be insignificant in the process.

     The choice of the Probability/ Impact risk matrix as the basic tool for evaluating the risks during the risk analysis stage was successful under certain assumptions. This technique is applied in the majority of risk projects. It is easily implemented in short time and small cost.  It is based on the estimation of two parameters, the probability of occurrence of a risk and the corresponding impact. In our case study, the estimation of both parameters was based on the personal judgments of the risk management team. The decision for not using a strictly quantitative rating-impact matrix revealed several issues that are related with the quantification of risks, and should be mentioned:

· The quantification of risks presupposes not only perfect knowledge of the risk environment (which existed in our situation) but ability to transform this into figures as well. It is not easy to quantify the consequence of an incident that has not occurred yet. Even the top management of the company seemed unable to provide such information taking into account that most of their decisions were based on the feeling they had for the outcome of certain actions. Especially in projects with fixed budget like this of our case study, it could be argued that this quantification is misleading, at least in the cost dimension.

· The rating of impacts according to project’s objectives makes the task even tougher. First of all, many risks had impact on more than one objectives providing, sometimes, contradictory results. For example, the project team could decide to alter the scope of the project in order to complete it on schedule. 

· In addition, when it comes to objectives like schedule or quality, quantification was difficult and many consequences were often omitted. For example, delay in the implementation of the accounting module could result in the delay of the productive operation of the system for at least six economical months. 

     All the above reasons justify why no quantitative techniques such as simulation, sensitivity analysis, and decision tree analysis were applied in the case company. Although the risk management team intended to use a Monte Carlo simulation with the use of a Best-In-Class risk management software tool, it was unable to gather all the appropriate information that quantitative analysis required. On the other hand, the company’s administration considered that the implementation of quantitative methods would not alter significantly the qualitative evaluation of risks, and therefore, there was no reason to start a new process that could delay the project and increase its budget. This belief reflects to a general attitude of organizations that have just begun to comprehend the basic principles of risk management.

     Concluding, our experience from the application of the risk management methodology in the case company proved that the tools used in the identification phase were vital for managing the risk during all the phases of the ERP project. The complexity of the project and the large number of persons involved made the use of risk identification techniques necessary. In the analysis phase, the techniques used were helpful but qualitative. The company was not mature enough to accept quantitative techniques of measuring the risks by translating in figures their implications to the “after-live” period. The obstacles in the acceptance of quantitative techniques from the top management lay in issues such as: 

· Inability to define accurate percentages of risk exposure in different cases.

· Difficulty in identifying the correlated risks in a quantitative manner.

· Inability to accurately define the impact in financial terms.

· Existence of different views on the importance of risks as far as their quantitative “translation” is concerned.

     The fact that purely quantitative methods were not used in the analysis phase did not affect the effectiveness of risk management and monitoring process. The top management of the project could have a clear view of the consequences of certain decisions and was able to prioritize and coordinate the actions necessary for the successful completion of the project. The cooperation of the risk management team with the project team was an important factor for completing the project on time, on budget and on scope, in ten months of implementation. Although the insufficient use of quantitative techniques in ERP projects (mainly because of corporate culture issues and complexity) must be admitted, the positive results of the risk management principles cannot be questioned.
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