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Abstract: { This paper comes up with a new group signature scheme based the discrete
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provide anonymity and untraceability for the signer with respect to the signature veri�er

but not to the group manager.
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1 Introduction

In [1] Chaum and Van Heyst proposed a new

type of signature scheme for a group of entities,

called group signatures. Such a scheme allows a

group member to sign a message on the group's

behalf such that everybody can verify the signa-

ture but no one can �nd out which group mem-

ber produces it. However, there is a trusted

third party, call the group manager, who can

reveal the identity of the originator of a signa-

ture in the case of later dispute. This act is

referred to as \opening" a signature or also as

revocation of a signer's anonymity.

Group signature could for instance be used

by a company for authenticating price lists,

press releases, or digital contracts. The cus-

tomers need to know only a single company

public key to verify signatures. The company

can hide any internal organizational structures

and responsibilities, but can still �nd out which

employee (i.e., group member) has signed a par-

ticular document.

Four group signature schemes were �rst pre-

sented in [1], but none of them perform opti-

mally with respect to inclusion of new group

member and identi�cation of the signer by the

group manager. Both of these problems were

solved in [2], however, the proposed schemes are

ine�cient. In 1998, Lee and Chang suggested

an e�cient group signature scheme based on

the discrete logarithm in [3]. In this scheme,

di�erent group signatures of a signer for dif-

ferent messages contain some identical informa-

tion, there is a connotative linkage between sig-

nature and the signer. In 1999, Tseng and Jan
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proposed an improved group signature scheme

in [4], which is based on the Lee-Chang scheme.

The improved scheme is designed to avoid the

connotative linkage in Lee-Chang scheme. How-

ever, Sun showed in [5] that the scheme is still

not unlinkable. After that, Tseng and Jan pre-

sented another improvement in [6] to avoid the

signature linkage. Recently, Li, Hui and et al.

gave two e�cient forgery attacks on two Tseng-

Jan schemes in [7].

As far as we know, most of the previous

group signature schemes are either ine�cient

or insecure. In this paper, we present a novel

group signature scheme which is not only se-

cure but also e�cient. The proposed scheme

provides anonymity and untraceability for the

signer with respect to the signature veri�er but

not to the group manager.

2 Proposed Group Signature

Scheme

The proposed scheme involves three parties,

viz., group manager (GM), group members (Ui)

and signature veri�er (V ). The GM is a trusted

third party. Similar to Digital Signature Stan-

dard (DSS), we assume:

(1) This scheme chooses three parameters

(p; q; g), where p is a large prime, q

is a large prime factor of p � 1, g =

`(p�1)=q (mod p) with ` being an integer sat-

isfying 1 < ` < p�1 and `(p�1)=q (mod p) >

1 and (p; q; g) is public.

(2) The GM has a pair of signature private-

public key (xGM; yGM), where yGM(=

gxGM (mod p)) is public to all partici-

pants in this scheme and xGM is the pri-

vate key chosen randomly from GF (q)�(=

f1; 2; � � � ; q � 1g) and known only to itself.

It is reasonable to assume yGM 6= g (mod p).

(3) An one-way hash function (h), mapping its

input with arbitrary length into a substan-

tial subset of GF (q), is public to all partic-

ipants in this scheme.

Under the above assumptions, the proposed

scheme can be described in the following phases:

2.1 Certi�cate issuing

The proposed scheme begins with certi�cate is-

suing phase in which the group member Ui ap-

plies for his signature certi�cate from the group

manager GM and the GM issues a certi�cate

to the Ui as follows:

1. The Ui randomly chooses a private key xi
from GF (q)� and then computes yi = gxi

(mod p). xi is known only to himself.

Then, the Ui submits his identity Ii with yi
to the GM through a secure internal chan-

nel.

2. After receiving the (Ii; yi), the GM con-
structs the Ui's certi�ed information by
concatenating yi with the common infor-
mation C validating signatures of the Ui.
It should be pointed out that the C must
not leak out any information by which the
Ui may be identi�ed or traced by any ver-
i�er. The signature of the GM on the cer-
ti�ed information yikC is the pair (�i; i)
produced in the following formulae:

�i = g
w
� y
�1
i (mod p); w 2R GF (q)

�

(1)

i = h(C) �w + �i � xGM (mod q) (2)

where the symbol 2R GF (q)� repre-

sents randomly choosing the element from

GF (q)�; y�1
i (the inverse of yi) can

be obtained by Euclid algorithm because

gcd(yi; p) = 1; the symbol \k" denotes the

concatenation of two messages. Where-

after, the GM replies to the Ui with the

certi�cate yikCk(�i; i) through the secure

internal channel.

Note: The GM must assign distinct

�i(mod q)(6= 0(mod q)) to distinct group

members and save (Ii; �i(mod q)) in or-

der to uniquely identify the originator of

a group signature later.
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3. The certi�ed Ui can verify whether (�i; i)

is indeed a genuine signature of the GM on

yikC by checking the following congruence:

gi = (�i � yi)
h(C)

� y�i

GM
(mod p) (3)

The certi�ed Ui can accept the certi�cate

if the above congruence holds.

2.2 Signing

Knowing the certi�cate yikCk(�i; i) issued by
the GM and xi such that yi = gxi (mod p), the
Ui can generate group signature on any message
M as follows:

t = g
'
(mod p); ' 2R GF (q)

�

(4)

� = �i � t (mod q) (5)

� = �i � t (mod p) (6)

� = p � � � (p� 1) � � (mod p � q) (7)

� = �
t
(mod p) (8)

 = i � t+ (' � xi) � t � h(C) (mod q) (9)

� = (�
�
(mod p))(mod q); � 2R GF (q)

�

(10)

� = �
�1

(h(�; �; ; �;M ) + � � t) (mod q)(11)

The group signature of Ui on M takes the

form of (�; �; ; �; �).

2.3 Verifying

The group signature (�; �; ; �; �) on M can be
veri�ed by the veri�er V on basis of C, yGM and
the following incongruence and congruences:

� �  6= 0 (mod q) (12)

g


= �
h(C)

� (yGM)
�
(mod p) (13)

� = ((�
h(�;�;;�;M)

� �
�
)
��1

(mod p))(mod q) (14)

The group signature is genuine if all of the

above incongruence and congruences hold.

2.4 Identifying

In case of later dispute, the group manager GM

can open a group signature (�; �; ; �; �) on M

generated by a group member Ui or revoke the

signer's anonymity in the following way (Note:

The signature is usually provided by V ):

1. The GM veri�es the authenticity of the

group signature (�; �; ; �; �) on the mes-

sage M in accordance with incongruence

(12) and congruences (13)-(14). If all are

ture, the group signature is valid.

2. For each record (Ix; �x (mod q)), the GM

checks whether the following congruence

holds:

��x = �� (mod p) (15)

We can prove the above congruence has a

unique solution (Ii; �i (mod q)). In this

way, the identity of the Ui can be revealed

by the GM .

3 Features of the Proposed

Scheme

As far as the proposed scheme is concerned, we

can conclude two theorems.

Theorem 1: The di�culty of forging a group sig-

nature (�; �; ; �; �) on a messageM which sat-

is�es incongruence (12) and congruences (13)-

(14) without holding a group member's certi�-

cate yikCk(�i; i) and knowing xi such that

yi = gxi (mod p) is equivalent to that of com-

puting discrete logarithm over GF (q)�.

The above theorem implies only group mem-

bers can produce valid group signatures.

Theorem 2: Given a group member Ui's signa-

ture (�; �; ; �; �) on a message M which sat-

is�es incongruence (12) and congruences (13)-

(14), except for the group manager GM , the

di�culty for determining �i(mod q) is equiva-

lent to the di�culty for computing discrete log-

arithm over GF (q)�.

The above theorem o�ers the signer

anonymity and untraceability with respect to

the veri�er but not to the group manager.

In addition, the proposed scheme is more

e�cient than those in [1,2] in terms of com-

munications because our scheme is noninter-
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active. In order to open group signatures

in case of later dispute, the group man-

ager in our scheme only need store each

(Ii; �i(mod q)). The storage costs much

less than both of two Tseng-Jan schemes in

which the group manager has to reserve each

(Ii; ri (mod p); si (mod q); ki(mod q)). Further-

more, changes of the group in our scheme due

to inclusion of new group member or revoca-

tion of some group member do not a�ect other

members.

4 Conclusion

In this paper, we have presented a new group

signature scheme based on discrete logarithm.

The proposed scheme is secure against forgery

and provide signer anonymity and untraceabil-

ity with respect to veri�ers but not to the group

manager. Moreover, the scheme is e�cient in

terms of communication and storage cost.
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