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Abstract: - The principle of the perfect cipher has been known for almost a century. Unfortunately conditions
that must be complied with its use still complicate its practical use. Principle of the perfect Vernam cipher will
be summarized in this article. Pursuant of it and with the use of modern hash algorithms the modification of work
with the encryption keys will be proposed so that the major factors that prevent the practical use of the cipher
will be removed and most of their benefits will be preserved. The results of measuring the speed at which this
cipher is able to work and its comparison with other ciphers will also be presented.
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eliminates the drawbacks while keeping most of their
benefits.

1 Introduction
In 1917 Gilbert Sandford Vernam improved the
Vigenèr's cipher from 1586 [1]. He was inspired by
the work of the German cryptologist Hermann from
1892 [2]. The system was based on a randomly
generated one-time passwords (originally called
"one-time pad"). Claude Elwood Shannon proved
mathematically that the cipher is absolutely
impenetrable in 1949 [3]. The perfect impenetrability
can be achieved only when three strict conditions of
reliability are observed:
1. The key must be perfectly random.
2. The key must be as long as the encrypted
message.
3. The key must not be used repeatedly. [4]

2 Modified interpretation the perfect
cipher
Individual terms of reliability will be solved
gradually through the modern practices and
technologies.

2.1 The key must be perfectly random
To the work more effectively with Vernam cipher
a function was used that was not available when the
cipher was created and that is the hash. The hash is
one-way (irreversible) computationally efficient
function mapping binary strings of arbitrary length to
strings of fixed length, it is called the hash-value.
The statistical tests of randomness of hash code
generated by the algorithm SHA-11 according to [6]
and [7] demonstrated that the generated bit sequence
meets from a statistical point of view the conditions
of random uniform distribution. Other hashing
algorithms (such as MD5, SHA-256, SHA-512, etc.)
should by definition have the same characteristics,
which can be checked according to the procedures
specified in [8] using the software which is described
in [6].

When the conditions of confidence are complied,
the cipher is completely safe against any attempt to
break, including a brute force attack. If the correct
key is not known, there is no way to decipher the
message not even in an arbitrarily long period of
time. It is possible to find a key that could convert
encrypted data into readable text of the same length,
but as more keys like that can be found, this data can
in fact make arbitrary sense, and it is not possible to
predict which of these interpretations was correct. [5]
The conditions that must be observed for using
Vernam cipher makes its practical using considerably
more complicated. In the following text therefore we
will try to propose a modification of the cipher, which
1

SHA-1 - Secure Hash Algorithm, returning hash code of 160 bits, which was designed by NIST for U.S. government
applications. [8]
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2.2 The key must be as long as the encrypted
message

Password

The key which satisfies the condition of randomness
and it does not allow the re-calculation of the
password it can be created by using the hash
algorithm on any password. Its length however is
predetermined to constant number of bits according
to a specific algorithm applied. Nevertheless a key
much longer than the hash code is needed.
The key of needed length can be created by using
a multilevel hash. Its calculation is performed so that
the hash of the original password is used to encrypt
the first block of data while also serve as an input to
generate a new hash code (hash level 2). It again
encrypts the next block of data and a hash of the third
level is generated from it as the key for the next block
of data and so it continues until it covers the entire
data message (see Fig. 1).
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Fig. 2 – Diagram of deciphering the data encrypted by the key
from a simple multi-level password hasht

The first level of hash was removed from the
encoding process to eliminate this weakness. This
block of the key cannot be determined nor with the
knowledge of content whole message (data). The first
level of hash is combined with each level of hashes
by XOR operations (see Fig. 3).
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Fig. 1 – Diagram of data encryption by the XOR operations,
where the key consists of a simple multi-level hash of the
password

.
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However this approach brings one major flaw. If
an attacker knew some part of data, he would be able
to decipher their other unknown parts. For example,
when would he know the part of the data encrypted
by second level of hash, he can then perform the XOR
operation between these data and the encrypted data
for acquiring a part of the key (hash level 2). He
cannot calculate the first level of hash or password
from it, but he can generate a third level of hash, then
fourth level, etc. (see Fig. 2). Thanks to it, he is able
to decrypt the data from the block whose content he
knows (e.g., greeting or a document header) or he
reveals by a dictionary attack.
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Fig. 3 – Diagram of data encryption using a key from the
combined multi-level password hash

If the attacker knows a certain part of data, he can
decipher the part of the key by which was encrypted
this section, but he cannot determine the key for the
next (and of course previous) block of data. He would
need to know either the first level of password hash
or the source of hash for the key of the next block of
data. Both requirements would mean determination
of the reverse hash, which is computationally
impossible according to the basic definition of this
function.
The only way to determine the unknown part of
the data is "guess" the password or first level of hash.
This mainly depends on the "strength" of chosen
password, i.e. how it can withstand dictionary attack
and brute force attacks. There are a number of
techniques how to select easy-to-remember
passwords (e.g. see [9]) which are resistant to these
types of attacks (e.g. see [10]).
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certain sections of the data independently of the
order. It also complicates the need ti recalculate the
appropriate level of the hash.

2.3 The key must not be used repeatedly
In order the key for data encryption was different
every time, even if the password was still the same,
we proceeded from the fact that for the complete
change of the whole key (consisting of a multi-level
hash) it is needed to change only a single bit of the
password or first level of hash. In this type of change
the description of this change can be a part of the
message containing the encrypted data. For example
this can be an additional text string that could be
added to the password before calculating the first
level of hash. This supplement of passwords is called
"salt" and it is a good tool against dictionary attacks
based on prepared dictionaries of hashes [11]. Its
publication does not reduce the difficulty of
deciphering the data because for the calculation of the
key is still necessary to know the original part of the
password.
With the addition of the salt the key for the data is
completely different every time and if its part (or the
whole key) in some previous data transmission is
determined, the data transferred in the future has no
reduced security, without requirement to change the
password. It is only necessary to ensure that the salt
is always different. This can be achieved for example
using a generator of the GUID2 values.
The salt can be transmitted as one parameter of the
message in communication between two sides. But
when the cipher is used for the long-term self-saved
files the salt needs to be saved directly into the
encrypted file, preferably right at the its beginning
(see Fig. 4).
Password

3 Speed of the encryption
The proposed cipher algorithm is built directly on a
specific key, which consists of multi-level hash,
which is also in each level again combined with the
first level of the hash. Calculating of the hash is of
course not trivial computational operations, but a
complicated algorithm that takes some computing
time. It is obvious that this hash algorithm has the
greatest share of the speed of encryption. Since the
cipher can work with any hash algorithm, we tried to
choose the fastest of them.
For this purpose, the following comparisons were
performed (see Table 1). In this test there were used
different hash algorithms (table rows) which
calculated keys of given lengths (table column) as
multi-level hash. The experiment was repeated 3
times and each measured time required for the
calculation of each key was recorded. Of these three
repeated measurements there was always recorded
the shortest time (table cell), expressed in
milliseconds. Basic features of each hash algorithm
(irreversibility and randomness) has been taken as
matter of course and further no tested.
The measurement were performed under identical
conditions, i.e. on the same computer with the same
running processes. Parameters of the tested machine
were following: CPU 2,2GHz Core i7-3632QM,
RAM 8GB, OS Windows 8 Pro 64bit. To calculate of
keys was used hash algorithms implemented in the
library HashLib3 version 2.0.1 in programming
environment Microsoft .NET Framework 4.5,
language C#. Researched cipher algorithm was
implemented and subsequently tested in the same
environment. The program ran only on a single
thread.

Salt

1st level of hash

...
Salt

Encrypted data

Fig. 4 – Diagram of data encryption using the salt

When the salt is saved at the beginning, the
encryption and the decryption of the data can be
proceed by the usual way as a block or a stream.
Beginning of the data where the salt is stored must be
read always and thus it is not possible to decrypt only
22

GUID - Globally Unique IDentifier. Randomly generated value with negligibly small probability that anyone would ever
have been generated by two identical values.
3
HashLib project, see http://hashlib.codeplex.com
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Table 1 – Comparison of computation speed [ms] of multi-level
hash of the various algorithms

The comparison in Table 1 shows that the fastest
of the test hash algorithms is SHA-2 with a length of
512 bits (also called as SHA-512). This algorithm
was then subsequently used for comparison test of the
speed of existing encryption algorithms (see Table 2).
This comparison was made in a similar test under the
same conditions as compared to the speed of hash
algorithms. Again it was only the calculation of
values within the computer's memory without the
need loading or saving from/to the hard disk. The
data were processed in stream in blocks of size 5 kB.
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Fig. 5 – Comparison of speed encryption [ms] of datasets of the
various sizes and by the different algorithms. Included is also the
speed of generating the key using a hash algorithm SHA-512.

Other cipher algorithms had an advantage in that
they have not been implemented in .NET controlled
(managed) code, but they were built directly into the
operating system. Here they are processed under the
application layer through the Windows CryptoAPI
without unnecessary overhead [12]. This difference
is evident when comparing the speed of encryption
by AES and AES-Managed, which in both cases is
the same algorithm, but AES-Managed is
implemented in .NET, as well as tested cipher. Other
algorithms under the same conditions would be then
also significantly slower, roughly in the same
proportion (approximately 1.67x).
The speed of cipher is so limited for use in the
classical application in real time such as on-line
communication between two sides, where the speed
of the connection is the one of the main parameters.
Its use could be thus more in cases where the level of
security has a higher priority than the time required
to encrypt (e.g. archiving of confidential files).

Table 2 – Comparison of speed encryption [ms] of datasets of
the various sizes and by the different algorithms

Comparison shows in Table 5 and in the graph in
Fig. 5 that the proposed cipher algorithm is slower
than other algorithms, but about 67% of the time
spans calculation of the key, even by the fastest hash
algorithm SHA-512. Using a faster hash algorithm
would lead to a significant acceleration of the cipher.

4 Conclusion
The original principle of Vernam perfect cipher was
outlined in the article. On the basis of it was proposed
modifications to work with the keys, which
previously very complicated its practical use. When
combined with modern hash algorithms is possible to
encrypt data by using mathematically proven of
reverse incalculable procedures and also can be
repeatedly used a "simple" password. So the strength
of ciphers is always directly proportional to the
strength of the chosen password.
Implementation
of
this
procedure
is
a programmatically very simple. Speed of encryption
and decryption of data mostly dependent on the speed
of calculation of a hash code, i.e. on the selected hash
algorithm. Slightly faster than the selected SHA-512
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has been doing so Shabal-512 a candidate for the
SHA-34 [13], or in a multi-threaded processing the
winner of this competition Keccak [14].
The proposed cipher can be used due to its current
lower speed to protect the transmission of data over a
public network internet only in cases where does not
matter a deceleration needed for data encryption. For
encryption of archives and files for long-term
storage, where is usually more important their safety
than the time required to encrypt, this cipher can be
used just now.
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