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Abstract:- In order to improve reliability and availability in upcoming smart grids, a number of effective 
actions based on new digital protection systems are suggested. The functions of new generation digital 
protections are presented and discussed, and operating solutions in designing smart grid protection plans are 
illustrated. As a matter of fact, smart grids are crucial, complex systems that must ensure a very high quality 
of the electric power delivered. In order to increase the distribution system reliability, also protection backup 
systems are identified and discussed. The main digital functions investigated are overcurrent code, 
directional overcurrent code and undervoltage code. Considerations on the selectivity plan and apparatus 
setting are also made. Finally, comments and suggestions are reported about the reconfiguration and 
restoration of the power system after a fault clearance.  
 
 
Key-Words: - Power system protection, Smart grids, Digital protections, Power quality.  
 
1 Introduction 
Digital protections can offer a number of 
advantages, the main of which are: multi-
functionality, compatibility with DGI (Digitally 
Integrated Systems), remarkable sensitivity and 
selectivity, high reliability level, high speed, 
adaptive protection, reduced load on current and 
voltage transformers, maintenance-free and low 
cost. Digital protections involve also Information 
and Communication Technologies (ICT) using 
advanced systems, such as microprocessors, 
satellites, optical fibers, wireless networks, etc. [1-
7], [9], [15]. 
    Since protection actions activate a 
disconnection of system elements, in order to 
improve the continuity level of a smart grid it is 
very important to provide operations for an 
automatic, fast system restoration. The main 
functions to be implemented are surely reclosing 
operations and subsequent grid reconfiguration, 
automatic synchronization, automatic transfer of 
power flows and automatic relocation to 
alternative power supplies.  
    An improper design of the protection system 
can actually cause important blackouts involving 
loss of service in large areas, hazard for human 
life and relevant economic losses. 
     When compared with transmission systems, 
smart grids are more complex due to their 
ramified nature, the presence of massive, 
intermittent distributed generation and the 

possibility to operate in islanded mode, which 
indeed makes it difficult to adequately protect the 
network in the presence of a fault [8], [11-12], 
[14], [16]. In addition,  when an overcurrent fault 
occurs all distributed generators are usually 
disconnected to clear the fault, and therefore it 
becomes very difficult to remove only the single 
faulted line-segment. Other problems that may 
arise in distributed generation are false tripping, 
protection blinding, increasing and decreasing 
short circuit currents.  
     For typical short circuits in distribution 
systems statistical investigations give the 
following quota: single-phase-ground, 70-80%; 
phase-phase-ground, 17-10%; phase-phase, 10-
8%; three-phase, 3-2%.  
    The main principles of distribution line 
protection are: overcurrent (50, 51, 50N, 51N), 
directional overcurrent (67, 67N) and 
undervoltage (27D and 27S). 
 
2 The general architecture of a 
digital protection system 
A digital protection consists of subsystems with 
well-defined functions. The block diagram in   
Fig. 1 shows the main subsystems of a digital 
protection, and it can easily be seen that this 
architecture is very similar to that of a measuring 
system with programmable logic.  
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Fig. 1 – General diagram of a digital protection. 

 

In this scheme, the computational processor is 
central, since it is responsible for processing, 
storing and sharing data with peripheral 
interfaces.  
     Usually, the relay inputs are the signals of 
voltages and currents, often acquired from current 
and voltage transformers that must be properly 
conditioned and digitalized by suitable 
analog/digital converters. 
    In the following, the main functions 
implemented in digital protections are presented 
and commented with the aim to correct set them 
for an effective smart grid protection. 
 
2 The overcurrent function (relays 
50-51) 
The overcurrent function is available in four 
models, furtherly subdivided into two banks, each 
available in two groups, named Group A and 
Group B respectively. These groups can be 
arranged in two different modalities through an 
appropriate configuration of specific parameters. 
The three-phase overcurrent function is activated 
if one, two or three of the phase-currents exceed 
the trigger threshold. This protection, which is of 
the time-delayed type, can be delay-dependent or 
delay-independent and can be devised so as to 
enable the construction of 14 different operation 
curves. Fig. 2 shows the conceptual scheme and 
the operation diagram of the function presented.  
    The above-mentioned time-delayed curves are 
detailed in Table 1, which is  very simple to read 
since only the basic time Ts and the regulated 
current Is (e.g. 30A, 0.8s) must be known. As an 
example, to find the protection trip time for a 
current equal to 4Is, the first column of the table 1 
must be read where the number 4 appears, and in 
that row the value of the selected curve (e.g. VIT, 
Very Inverse Time) can be found. The tripping 
time tA is equal to KTS. A practical method to set 
this protection is as follows.  

First of all, it is necessary to define the value of 
the rated load current. At this point, also the 
current IS will be known, since: Is = In. In order to 
calculate the time Ts, it is necessary to know the 
maximum current of the downstream protection 
and its operation time (IB, TB). Consider the point 
(IB, TB+Δt) on the I-T plane. Once a characteristic 
is selected, it is possible to intercept the IB/Is point 
on the first column of Table 1 and then verify the 
K value.  
    Finally, the setting time can be calculated using 
the following relationship: 

K
TT B

s   

 
3 The maximum ground overcurrent 
(51N) 
The maximum earth current function is 
characterized by two thresholds. The function is 
unipolar and is energized if the ground current 
reaches the operation threshold. The protection 
function includes a second harmonic restraint that 
ensures greater stability during the transformer 
energization [10], [13]. This restraint locks the 
intervention, whatever the value of the 
fundamental current. In this protection as well, 
operation is possible in either time-independent or 
dependent modality with the same features as 
previously described. Fig. 3 shows the block 
diagram of the 51N function. 
 
4 The under voltage functions (27D 
and 27S) 
In this case, two functions are available, and 
are standardized as 27D and 27S. The former 
triggers if the direct voltage component Vd of 
the three-phase system is lower than the 
threshold calibration Vsd.  
    The latter is triggered instead if one of the 
phase voltages is below that of the threshold. 

On/off 
conditioning 

On/off  signals coming 
from other apparatuses 

Signals coming  from 
the grid by VT and CT Analog 

conditioning 

Digital data exchange  with local console 
Digital data from/through other remote devices 

 

Analog 
filtering 

Acquisition 

On/off signals to the field  
On/off signals to the local panel 

field  

Digital 
processing 

 

Analog signals Signals on/off Digital signals 

Latest Trends in Information Technology

ISBN: 978-1-61804-134-0 112



  

 

  
Fig. 2 - Conceptual scheme and operation diagram of the overcurrent function. 

 
Table 1 – Data used to set the inverse time tripping curves. 
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Fig. 3 - Block diagram of the 51N function. 

 
 

5 Ground directional overcurrent 
(67N)  
This function has two settings banks, each 
available in two models, and there are three types 
of operations. Type 1 determines the projection of 
the I0 residual current on the characteristic straight 
line whose position can be fixed by adjusting the 
θ0 characteristic angle with respect to the residual 
voltage. This projection is compared with the 
threshold Is0. The timing is always time-
independent.  

Fig. 4 shows the block diagram for the type-1 
modality. 
    The Type 2 function acts as an overcurrent 
protection to which the concept of direction was 
added. It is useful for single-ring configurations or 
with grounded neutral.  
    Fig. 5 shows the block diagram for the type-2 
modality. 
    The protection also allows to set a release time 
T1, as shown in Fig. 6. 
    Finally, Fig. 7 shows that Type-3 modality acts 
as a zero-sequence overcurrent protection to 
which a criterion of angular direction was added. 

 
 

 
 

Fig. 4 - Block diagram for the Type 1 modality. 

 

 

 

 
Fig. 5 - Block diagram for the Type 2 modality. 
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Fig. 6 – Operation diagram for the Type 2 modality. 

 

 

 
Fig. 7 – Operation diagram of Type 3 modality. 

 
 
6 Remarks 
When designing a smart grid, it is necessary to 
find a balance between the level of reliability to 
be achieved and the costs involved. Although it is 
impossible to eliminate the occurrence of faults 
and other abnormal operating conditions that may 
cause severe disturbances in smart grids, an 
effective protection system can actually enact 
important corrective and preventive actions. The 
first stage of protection is aimed at the individual 
components of the system, with the purpose to 
isolate the single faulted element and avoid 
therefore more extended inefficiencies and 
damage to the electrical system. As a rule, modern 
electrical systems work close to safety limits, 
since it is necessary to minimize costs to comply 
with economic and competition policies. 

For the same reasons, if the protection system 
disconnects grid elements it is advisable to install 
an automatic mechanism to reconfigure and 
restore the power system in very short time. 
 
7 Conclusions  
The paper analyses the issue of distribution 
system protection, involving nowadays new 
targets to be reached and new challenges to be 
faced in order to ensure the needs of upcoming 
smart grids. A number of different functions of 
new digital relays are presented and discussed, 
and information on the architecture of protection 
systems is also supplied. Moreover, some issues 
connected to selectivity, backup protection and 
apparatus setting are addressed. The digital 
protections proposed can improve the reliability, 
power quality, safety and stability of developing 
smart grids. Furthermore, the reclosing feature is 
presented as an additional procedure that can 
substantially improve system reliability and 
availability. 
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