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Abstract: - Steganography is a form of security technique through obscurity; the science and art of hiding the
existence of a message between sender and intended recipient. Steganography has been used to hide secret
messages in various types of files, including digital images, audio and video. The three most important
parameters for audio steganography are imperceptibility (indicated as PSNR), payload (bit rate or capacity),
and robustness. Any technique which tries to improve the payload or robustness should preserve
imperceptibility. The noise which is introduced due to bit modification would limit payload. This paper
presents three analyses on embedding efficiency in audio steganography that is based on experimental results.
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1 Introduction Watermarking  techniques are  principally
information in a digital media in a transparent designed regarding the media type of the data to be
manner. Steganography is a technique for covert watermarked. Therefore, watermarking indicates a

specific application of steganographic techniques.
Specifically, the additional requirement for
robustness of digital watermarks against attacks or
manipulations during the data processing entails a
lower payload of the watermarking methods
compared to steganographic algorithms [31-38].

information, but digital watermarking may not
hide the existence of the message from third
persons [1-5].

Watermarking usually requires robustness to
withstand against attacks intended to remove or
destroy the hidden message from the watermarked
media as well as preserving the carrier signal
quality. This makes digital watermarking . . .
appropriate for those applications where the 2 Listening Test to Determine the

knowledge of a hidden message leads to a potential Threshold of Noise Perception

danger of manipulation [6-13]. To determine the threshold of noise perception a
The most  well-known  examples  of listening test was performed. 20 musicians and
steganography go back to ancient times when music fans that were familiar of the nature of a noise
Histiaus shaved his slave’s head, and then he were conducted in the listening test. The result is
tattooed a message on his scalp. After that his hair shown in the Table 1.
had re-grown the tattooed message was disappeared. To perform the listening test, professional
He was going to call his men to attack to the equipment were provided which consisted of
Persians [14-22]. professional headset and professional speaker.
Steganography is the study of methods for hiding Listening test were conducted in an acoustically
the existence of secondary information in the isolated room. The listeners were asked to tag the
presence of primary information in a way which audio samples if any noise or difference with the
neither affects on the size nor results in perceptual original audios was experienced.
distortion. The secondary information is referred to Obviously, the noise perception in 1 bps and 2
as hidden message, hidden file or hidden bps is negligible and can be considered as
information while primary information is referred to imperceptible. On other hand, the noise is quite
as carrier, host or original signal, before embedding perceptible in 6 bps and 8 bps. Noise perception in 6
and stego signal, file, bit stream or sequence, after and 8 bps rates is very high and even by
embedding [23-30]. improvement will maintain perceptible.
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Nevertheless, noise perception in 4 bps rate is
neither negligible (similar to 1 and 2 bps) which can
be ignored, nor that high (similar to 6 and 8 bps)
which is far from getting imperceptible. Thus, 4 bps
is selected as the threshold of noise perception in
audio steganography. Also the result is illustrated in
Figure 1.

100 { - - - .
90
80
70
5
2 60
8 B 1bps
g n2bps
b
5 40 4bps
z
30 B6hps
u8hps
20
10 H
0,,11_ 'HERE R
\%\/ \qu/ \Q?) N2 \Qf’ N2 \Q:\ \QS) \Qa(b ?}Q
L & & L& L L L LS
P P P P P P P P P ‘7@

Figure 1. The result of listening test

TABLE 1. THE RESULT OF LISTENING TEST
Sample [No.|No.|No. [No.|No. [No.|No. [No.[No.|No.|  Average

No. |12 (3|4 |5([6|7]|8]|9 [10| Detection%
lbps |O|0| 0| 0O]|0O0|0|O0O|0O|O0]|O 0
2bps [O|O|20|(0|O0O|O|O0O]|0O|O]O 1
4bps [15(0 (30|20 5|00 |0|35]|0 9.5
6bps (600 [90 (20|60 |0 |60 (20|70 |30 41
8bps [95( 5 [100(100(100(15 |100( 95 (100|95 80.5

3 Suitability of Messages Type

To compare the result of categorized type of
message in an academic way, a message file which
is Help File and has 10790 KB was selected. To
compare the result, two Text file with the same size
were made and tested these 3 message files on 15
deferent host file.

As Figure 2 shows, not only between two different
types of file, but also between two different file with
the same type, no rule or regulation that shows this
depends on the message file type was observed.
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TABLE 2.

EMBEDDING QUALITY

Influence of the types of messages on embedding quality
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As Table 2 shows, for some hosts the first text
file has the least PSNR, for some others the greatest
PSNR. Somewhere the second text file has the least
PSNR, Somewhere the greatest PSNR. And in some
rows the help file has the least PSNR, and for some
other rows it has the greatest PSNR.

As a result it can be concluded that the type of
message files is not a factor in PSNR. This is due to
the fact which the type and content of files are not
important in substitution techniques. Substitution
techniques work on bits, so bit stream is the only
important thing, neither file type nor the content.

4 An Analysis on Bit per Sample
Regarding the size of message, and the ratio
between message size and host size, the host size
must be large enough that the message can be
embedded into. In other word, the size of host and
the size of message are related to each other. For
example, if the size of message is 20% of the host
size, 1 bps, 2 bps and 3 bps cannot be used because
their maximum payload are correspondingly 6.25%,
12.5%, and 18.75%, but 4 bps whose nominal
payload is 25% and above can be used.

In addition to the result of embedding by
ordinary substitution audio steganography, the
results of GSBAS (a novel Genetic Substitution
Based Audio  Steganography that is
implemented in this research) are given in the
columns of Table 3.

TABLE 3. THE BEST PAYLOAD WHEN ALL PAYLOADS ARE
POSSIBLE
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Sometimes a small message can be embedded
into a host by any bit rate per sample. Since the
amount of embedded message for either of bit per
sample rates is the same, PSNR should be the main
criteria. To answer which bit per sample rates is
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better, the same message and the same host with
different algorithms were tested.

5 Conclusion

As Figure 3 shows, in the same situation,
embedding of fewer bits into more samples causes
better PSNR rather than embedding more bits into
fewer samples.
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Figure 3. The best payload when all payloads are possible
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