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Abstract: - Stepping Stone Detection (SSD) is conventionally intended for the detection of series of host
computers used by attackers to hide their track in a network or host environment. This paper discusses the

evolution of SSD and potential applications in other emerging fields.

Novel, unique SSD models will be

presented for spam, backdoor and proxy detections and expressed mathematically. These preliminary models
have promising solutions for addressing current problems in these areas and may be expanded on in the future.
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1 Introduction

Stepping Stone Detection (SSD)-based research
was instigated by [1] in 1995. To date, there are
more than 50 varieties of SSD [2] focusing on
the detection of list of host computers used by
the attacker to hide their track. For example, [3]
proposed a time-based method in interactive
sessions, [4] relates to the delay and chaff
problem and the latest research by [5] applied
Artificial Intelligent (Al) techniques in
detecting the stepping stone.

Although SSD is conventionally used for
retrieving the list of host computers in detecting
the attacker, recent explorations indicate that it
is possible to extend the theory of SSD to other
emerging fields. In this paper, we present the
evolution of conventional SSD and suggest
three important emerging research fields where
SSD would be valuable, namely SPAM,
backdoor and proxy detection. A novel, unique
SSD model will be presented for each emerging
field and expressed mathematically. These
preliminary models have promising solutions
for addressing current problems in these areas
and may be expanded on in the future.

The paper proceeds as follows. To
understand the SSD models presented later,
important terminologies for SSD are first
defined in Section Il. In Section Ill, as a basis
for the modeling, the general concept of SSD
and the current, previous and future landscape
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for SSD are illustrated. Section IV then
presents our three novel SSD models for
SPAM, backdoor and proxy detection.

2 Terminology

Important terminologies are presented here to
facilitate the understanding of the models presented
in later sections. A host is any computer that
connected to a computer network. In stepping stone
detection-based research, the source refers to the
origin host. The destination refers to the destination
of the source. A target or victim is usually defined
as the last destination of the stepping stone. Another
term that needs to be considered is the incoming and
outgoing flow. Incoming flow refers to the data that
enters a host and outgoing flow indicates the data
leave a host. Stepping stone occurs when the host is
used for forwarding the data, i.e.by entering and
then exiting the host. Stepping stone detection can
be defined as the processes of detecting the stepping
stoned host. When one host forwards data to another
host, this is known as the connection chain. The
main goal of stepping stone detection research is to
collects the list of hosts. Host-based SSD (HSSD) is
SSD focused on solving the stepping stone problem
in a host as compared to Network-based SSD
(NSSD) which targets SSD problems in a network
environment.

3 Past, Current and Future SSD

As an overview to SSD and to place our novel SSD
models for emerging fields in context, the general
concept of SSD and the research landscape of SSD
are presented here.
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3.1 General Concept of SSD
The general concept of SSD is depicted in Fig. 1.
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Figure 1: Basic of Stepping Stone Detection

From Fig. 1, there are three hosts labeled as A, B
and C. Host B (Host i) exists before Host A (Host i -
1) and Host C (Host i + 1) exists after Host B. i
represents the current stepping stoned host, i - 1
represents the host before the i host and i + 1
represents the host after the i-th host. Each host has
its own incoming and outgoing flow. Host A has
one incoming (A;,) and one outcoming flow (Agw).
Host B and C also have their corresponding
incoming and outgoing flow, denoted B;, C;, and
Bouts Cout respectively.

Any host may be defined as a stepping stoned
host when the incoming flow is similar to outgoing
flow.If n;, and ng represent incoming and outgoing
flow on host n,

1, lf Min = Moue
GJ if ﬂ':’n ;'L_ﬂ'm.':'

Proxyssp = { 1)

From (1), if the incoming and outgoing flow is

equal, n;, = ngy,, this means the host is a stepping
stoned host or ng. Otherwise, the host is not a
stepping stone.

The connection chain from Host A to Host B,
denoted by CCag (may also can be denoted as CCga
because CCag = CCga) occurs when Host A and B
are ng. A or B represents the source or destination
of the stepping stone. In Fig. 1, there are two
connection chains, CCag and CChge.

In SSD, the series of connection chain that exists
along the network that we monitor may be
expressed as:

CC,

TR

ccC cc,

S50 = {€C, 0, Suszdmer " Sy

Ccfna-uima-u} (2:}

wheres is the source, d is the destination. From (2),
it is clear that SSD has a collection of CC

from CC, . to CC,

n+k Gm+k
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However, it is only to be true when the number of
CC is more than one, |SSD|> 1.

3.2 Past SSD

As the pioneer in SSD research, [1] proposed the
concept of ‘thumbprint’ that summarized a packet’s
content by providing it with a unique identity which
differentiated it from other packets. However, the
thumbprint solution was not suitable for encrypted
connections. Consequently, [6] and [3] proposed
onfoff and deviation methods respectively.
Unfortunately, these two methods were prone to
high false positive and active perturbation problems.
[7] proposed the “reply-echo” method to reduce the
false positive problem and [8] proposed overcoming
the perturbation problem using APA. APA is a
technique created by the intruder to influence the
SSD process. At the same time, [9] applied the
Inter-packet delay (IPD) method to solve the
stepping stone problem by proposing a new use of
data that is more effective in detecting stepping
stones.

After [7] first introduced a new technique,
Round Trip Time (RTT), which is for reducing the
false positive rate, past SSD researches began
conducting experiments related to [7]’s research.
Research by [10] introduced the “Step-Function”
and “Conservative & Heuristic” [11] which were
methods enhanced from [7] methods. Meanwhile,
research by [12] was the only research that focused
on the wireless environment in detecting stepping
stones. In conclusion, it seems that past SSD
research focused on the right data type to be used in
the SSD approach. The differences lie only in
different types of data (e.g. data, time, inter-packet
delay) and their concentration on RTT at the end of
the past SSD period.

3.3 Current SSD
[13], [17], [15], [16] and [18] have shown that
SSD researchers have changed their focus from
enhancing the SSD approach to something that can
make SSD more robust against perturbation. This
can be seen in research by [13] that re-directed SSD
research towards achieving less false positives and
false negative rates. [19] created a method to
influence SSD and [15] provided a testbed through
which the SSD approach can be examined. [14], on
the other hand, provided SSD taxonomy to expose
those outside the field to SSD.
Research on the present SSD have become
more widespread with the introduction of Artificial
Intelligence (Al) techniques. Research which
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applies Al techniques are referred to as RTT-based
research [20], [18], [21], [22]. This effort was
started by [21] who proposed the data mining
technique to mine for TCP/IP packets in the effort
of finding RTT. The application of Al was
continued by [18] who introduced the Neural
Network technique that focuses on finding RTT.
From the discussion on Al techniques that have
been used, it seems that their technique had the
potential of solving SSD problems.

The present SSD research not only focuses on
issues beyond those of the past SSD research, but
also introduces new discoveries to the SSD research
world. The introduction of different Al techniques
used to detect RTT and later to detect stepping
stones, shows that the present SSD is evolving. The
present SSD also shows that the extensive buffering
method used as perturb to the present SSD approach
exists [19]. There are also studies which focus on
confidence bound [13], false positive and false
negative rates [18]. Attached testbed which is much
needed in SSD research has also been proposed by
[15].

3.4 Future SSD

Future SSD would focus on the development of
SSD testbeds. The standard testbed is necessary to
the SSD-based research to execute the standard
experiment or testing. In the testbed, the
requirements, the tools and the topology that will be
used are well defined. So far, SSD research has only
depended on the testbed developed by [15].
Unfortunately, this testbed has still to be made
known to the public. Moreover, from the readings it
was found that a standard SSD testbed does not
exist to date and most researchers use their own
testbeds. Because of the use of Al techniques in the
SSD environment, future SSD should focus on the
development of testbeds that support Al SSD.

Another possibility that could become the
research focus for future SSD is the concept of
hybrid SSD. More often than not, the past and
present SSD research has only depended on
network-based SSD (NSSD) [2], [1], [6]. Although
these studies did not explicitly define their SSD
approach as NSSD, the use of network packets as
the main source of stepping stone detection process
shows that it is NSSD. Studies by [14] and [26]
have divided the SSD approach into network-based
and host-based SSD (HSSD).

From the discussion on past, current and future
SSD, it is concluded that all of the researcher focus
to the main usage of SSD; to detect stepping stone
either in host or network-based environment. No
such a research that realized the other usage of the
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SSD in other fields of research. This is what we will
provide in this paper, to provide a new direction of
the stepping stone detection based research.

4 Emerging Fields for Application of
SSD

As discussed in previous sections, stepping stone
detection-based research was mostly limited to the
detection of stepping stones without looking to the
full capabilities of stepping stone detection in other
fields of research.  Suggestions for potential
applications of SSD in other fields are listed here.

4.1 Spam Detection

Spam is the abuse of electronic messaging systems
by indiscriminate sending of unsolicited messages in
bulk [27]. Although several types of media such as
instant messaging, USENET newsgroup and web
search engine fall prey to spam [28], the potential
use for SSD may find its way in e-mail-based spam.

A variety of spam detection techniques have
been investigated for e-mail-based spam such as
[29], [30] and [31]. In the case of [29], the detection
is carried out manually and [30] filtering is proposed
for spam detection. However, both techniques
classify a message by simply identifying keyword,
phrase and sending address. This results in a high
percentage of false positive signals. To overcome
the problem [31] recommended suggests the
Acrtificial Intelligent (Al) techniques. However,
frequently, the application of Al in spam detection,
such as data mining, tends to be time consuming.

From the SSD perspective, a spam can be
detected from the incoming and outgoing e-mail
port from a host. Instead of detection on many
choices of port that need to be monitored, detection
of the spam can be made from the incoming port
and the outgoing port of the e-mail. This allows the
SSD approach to be more focused on the detection
of a specific port, rather than all ports used by other
applications. For instance, port number 25, 143 and
110 are used for Simple Mail Transfer Protocol
(SMTP), Internet Message Access Protocol (IMAP)
and Post Office Protocol Version 3 (POP3)
applications of the e-mail, respectively. These are
actually the ports that need to be monitored in SSD
approach. In fact, the total number of ports used by
the application range up to 65535 ports.

The different point between the usages of SSD
concept in the spam detection is the number of
incoming and outgoing traffic definitely not in an
equal numbers. In fact, the incoming spam usually
addressed to one receiver, and then the same e-mail
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will be used to be sent to many other receivers.
Therefore, e-mail spam detection can be written as

E;fnfﬁ. = Moyt

1J
SPAI\-ISSD{G ifn, £ n
U im T Ttout

(3)

From (3), it is shows that the incoming e-mail in a
host should be less than the outgoing of the e-mail.
If there are n hosts involved in the spam stepping
stone detection,

SPAMssp for mp = SPAMsg for nz = SPAMzgp for ns ...
SPAMzssp for ng.1 = SPAMssp forny (4}

where k is the number of host.

From (4), we can collect all of the host that involved
as the spammed host as

SPAMzsps CC = {ns, nz, Nz, ..., N1, i} ()

In (5), the spam SSD actually collects the
connection chain between one host to another host.
If (5) has been applied to different mail servers, the
origin of the spam may possibly be identified easily.
In other word, the list of hosts that are involved in
the spam is actually the connection chain that exists
between one host to another host.

4.2 Proxy Server Detection

A proxy server is a server that sits between a client
application, such as a web browser and a real server
[32]. A diverse range of approaches for proxy
server detection have been investigated. The
conventional approach is for the network
administrator to use specialized monitoring software
such as Wireshark [34] for proxy server detection.
However, this approach is not infallible. Another
approach is to use Intrusion Detection System (IDS)
which is more fail-safe than the conventional
approach, although it can be time-consuming. The
use of data mining technique in IDS possibly is the
cause of this latency [34][35][36].

To alleviate latency in proxy server detection, we
propose a simple SSD-based approach. A
preliminary model of basic proxy server
communication based on SSD is shown in Fig. 2.
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Figure 2: Basic Proxy Server Commumication

Form Fig. 2, Host j sends a request to Host | through
Host k as the proxy server. Therefore, by using the
definitions given in (1) and (2), CCjx = CCy, and
Ccl,k = CCk,j.

For the proxy server detection through SSD, each
host involved:

1, Ifﬂin = Npur
0, ifnin F Ngye

Proxyss = { (6)

For network-based proxy server detection or the list
of connection chains involved in the proxy server, it
based on:

Host_Proxysm for Hostsg= Host_Proxysm for Hostsr1,0+1=
Host_Proxyss for Hostst1,441 = ... = Host_Proxysm for =
Host_ProxySSD for Hosts+i1x, s+1x = Host Proxyssm for
Hosts+xd+x

where k is the last number of host. By assuming

Hosts 4 also including Hostys for each host, we can
write a full network-based in the form of

Network Proxyss = {Hostsg, Hostst 1, a+1, ..., HOStst10, a+14
Hosts+ 1.5, d4+1 } (N

From (7), it is clear that to detect the proxy server;
we simply need to find the incoming and outgoing
traffic on the chosen host.

4.3 Backdoor Detection

Backdoor can be defined as a hidden approach for
bypassing normal computer authentication systems
[37]. Most of the time, antivirus utilities play an
important role in overcoming the backdoor problem
[38]. However, this requires the right signature
embedded into the antivirus and the detection can
only be executed in host-based environment. For
this reason, we propose a simpler solution for
detecting backdoor by using concepts from stepping
stone detection based-research.

Backdoor detection using the SSD concept is
directed to the host-based level. However, it is can
be extended to the network-based level or detection
on the chain of the backdoor so as to find the origin
of the backdoor as discussed in (2).

Referring to (1), a host can be defined as a
stepping stone host when the incoming and outgoing
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flow through the host is the same. In the backdoor
situation, the detection occurs when a connection
occurs for a many times for a specific port. It
usually happens when the affected host suddenly
sends a data to the outside network using the same
port number and at the same period of time. If the
backdoor affects a number of hosts (used as
stepping stone), we can use (2) to overcome the
problem. Open research questions include the
number of occurrences that need to be counted and
the port affected by backdoors.

5  Conclusion

Conventionally for the detection of series of host
computers by attackers, SSD also has untapped
potential in several emerging research fields,
namely in SPAM, backdoor and proxy detection.
We present three novel SSD mathematical models
to demonstrate the potential of SSD in addressing
current issues in SPAM, backdoor and proxy
detection. For future work, extensive simulations
on real data for each emerging area will be
undertaken.
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