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Abstract: - This paper analyzes the security and performance of lightweight encryption algorithms, which are
used in RFID applications. Four of the most popular algorithms which are TEA, HIGHT, KATAN, and KLEIN
are implemented on AVR Atmel ATtiny45 microcontroller to evaluate their memory efficiency and energy
consumption in performance analysis. In addition, degree of confusion and diffusion are evaluated in security

analysis.
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1 Introduction

One of the important elements of the
electromagnetic spectrum is radio that covers all
formats of radiation. The electromagnetic spectrum
includes other parts such as gamma rays, cosmic-ray
photons, x-rays, and visible light [1].

There are three general bands that are utilized in
RFID systems, the first band that it called Low
Frequency (LF) at 125 kHz to 134 kHz, the second
band is High Frequency (HF) at 13.56 MHz, and the
third is Ultra HF at 860 to 930 MHZ [2].
Depending on the different conditions, various types
of RFID can be used. RFID can identify objects
that contain small tags in different environments
without any physical contact. There are three main
components in a typical RFID system: readers,
back-end servers, and tags [3]. The task of the
Reader or Transceiver is providing the needed
energy for tag and also trigging the communication
signals to the tag to do specific actions [4].

To transmit information between reader and tag, a
reader antenna transmits a radio signal, after that
these signals can be received by the tag [5].

After receiving the reader’s signal, tag answers with
a replying radio signal. The signal that transmitted
by tag can be read by a reader's receiver. The tag
may be performing some encryption functions
depending on its computing power. Different kinds
of tag are implemented in RFID system; some of
them are read-only, and the rests are able to be read
or written [6-9].
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There are a lot of malicious attacks against RFID
systems, which are categorized to active and passive
attacks [10]. By improving RFID technology day by
day, the threats are changing too [11].

Based on the multitude of employing RFID
applications and by considering that RFID tags may
contain  sensitive  private  information like
biomedical data or health, the importance of security
in RFID has risen [12]. To reduce the effect of
security and privacy problems, it is desirable to
implement different encryption algorithms by
considering the nature of RFID tags; these smart
devices have enormously constrained resources in
terms of computational capabilities, memory, and
power supply. These limitations make designing a
secure tag more difficult because in order to
improve a security, strong encryption algorithm
should be implemented but there is no longer
enough processing capacity in RFID tags [13].
Modern encryption algorithms that were designed
for normal computer is not appropriate for RFID
tags because in order to implement these kinds of
encryption, sufficient computational capacity,
enough memory, and power should be provided [14-
16].

2 Overviews of Cryptographic
Algorithms
In this section, the lightweight encryption

algorithms are investigated.
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2.1 KLEIN

The structure of KLEIN is typical Permutation
Network (SPN) same as many ciphers such as
PRESENT [17] as AES [18]. The number of round
(NR) is 16 rounds for KLEIN 80, which is analyzed
in this research [19]. All the operations can be
optimized during the round transformation.

It is necessary for all block ciphers to use key
schedule to convert master key to series of subkeys.
This cipher is constructed based on message
authentication and hash function. However, the
complexity of key schedule must be proper because
of the security issues the key schedule should be
very fast.

The Key Schedule algorithm of KLEIN-64 is
described in Figure 1. The subkey of KLEIN can be
created when each round is transforming to save the
memory and increase performance of the algorithm.
To resist weak key attacks, the structure of key
schedule of KLEIN provides enough complexities
because of the Feistel-like structure. This hypothesis
was proven by researchers, which were found on the
PRESENT block cipher recently [20, 21] An
incremental round counter is used to simplify the
cipher as described in Figure 1 [19].

2.2 KATAN

There are three types of the KATAN ciphers
includes KATAN32, KATAN48 and KATANGA4.
The size of key is 80-bit for all the ciphers in these
kinds of algorithms [22].
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Figure 1. Key Schedule algorithm of KLEIN [19]

In this study, KATAN48 is analyzed. The
KATANS32 is the smallest cipher among all ciphers
in this family because the size of blocks is 32 bits in
this algorithm.
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There are some differences in characteristics of the
algorithm between the KATAN cipher families.
These differences include the size of the blocks of
plaintext and ciphertext, the bits positions which the
nonlinear functions enter [17].

The structure of KATAN32 is described in Figure 2.
In this structure, the counter which calculates the
number of rounds is designed. The process is that
LFSR as a round counter is started to the all 1’s
state, and it uses the feedback polynomial
Xg + X7 + X5 + X3 + 1 for clocking. The encryption
process starts in the next step, and it ends after 254
additional clocks [22].
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Figure 2. The KATAN/KTANTAN ciphers structure [22]

2.3 HIGHT

HIGHT is a block cipher encryption algorithm that
is suitable for constraint-resource devices, especially
for RFID systems. HIGHT has 128-key length, and
it uses 64-bit block length. The numbers of rounds
are 32 in this algorithm, and the structure of HIGHT
is Feistel network. The left bit wise rotation,
addition mod 28, and XOR are three different
operations of HIGHT [23].

Encryption process of HIGHT is described in Figure
3, where SK and WK is the subkeys and whitening
keys respectively. The plaintext is described by
P= P;I...P4IP, and the ciphertext is C = CsI...C4ICy,
which contain 8 bytes. The 128-bit master key
consists of 16 bytes and is shown by
MK = MKgsl...I MK, [23].

Plaintext Master Key

WK, WKz WK WKo

Initial Transform

SKa SK2 SK( SKp

Key Schedule

WKy WKe WKx WK

Final Transform
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Ciphertext Master Key
Figure 3. The Encryption process of HIGHT [23]
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In this study, only the encryption process of HIGHT
is described because the process of encryption is
similar to decryption process in this cipher.

24 TEA
The Tiny Encryption Algorithm is a kind of
lightweight encryption algorithm that was

developed by Roger Needham and David Wheeler
at the Cambridge University. The structure of TEA
is a Feistel cipher which uses various operations
such as ADD, SHIFT, and XOR. The Shannon's
twin properties of diffusion and confusion are
provided in the TEA which is necessary for a secure
block cipher without the need for P-boxes and
S-boxes respectively. The size of data block is 64-
bit in this algorithm, and a 128-bit key is used in this
algorithm [24].

The routine structure of TEA is shown as in Figure
4. To provide nonlinearity, the routine relies on the
alternate use of ADD and XOR. All bits of the key
and data can be mixed frequently by a dual shift
[25]. Delta is a key schedule constant and K is a key
and it is derived from the golden number is used
where

Delta= (V5 — 1) 2%

Kol

(1)

Delta;

Figure 4. Two Feistel rounds (one cycle) of TEA [25]

3 Implementing the Ciphers on AVR

Microcontroller

In this section, the process of implementing the
ciphers on AVR Atmel microcontroller is described.
To analyze the performance based on memory
efficiency and energy consumption, the ciphers
should be implemented. The security metrics were
the degree of diffusion and confusion. The
Assembly language is selected among different
programming languages such as C or Java. One of
the most important characteristics of the assembly
language is shortness and easiness.
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The instructions of assembly language are translated
one by one to executed machine instructions.
Assembly language is chosen due to the fact that
there is no need to have extra loops and unnecessary
features, and it is helpful to use this language in
RFID systems because there are no longer enough
resources in RFID tags. Another reason is that with
this language programs are shorter, easier to be built
and debug [26]. The AVR Studio 5.1 is used as the
assembler to implement ciphers on AVR ATtiny45
Microcontroller.

4 Performance Evaluation

The results of implementing the ciphers on AVR
microcontroller are described. There are two
different kinds of performance analysis in this study,
memory efficiency, and energy consumption.

4.1 Memory efficiency

The performance of focused lightweight algorithms
is analyzed in this part. The memory usage of
different lightweight algorithms is compared in
Figure 5.

The figure shows the percentage of memory using
for each cipher. The size of SRAM and In-System
Programmable Flash for Atmel ATtiny45 micro
controller is 256 and 4k bytes respectively. The
percentages are calculated based on the size of this
SRAM and In-System Programmable Flash of this
microcontroller.

According to the results of this study, the KLEIN
uses longer Flash memory space than the rest
because the size of assembly code of this algorithm
is more than others; however, the percentage of
SRAM usage for this cipher in not as much as other
ciphers. The KATAN uses a smaller amount of the
SRAM memory in comparison to other ciphers, and
also the percentage of the FLASH memory usage
for this cipher is less than other three ciphers.
According to this figure, KATAN is the more
appropriate cipher in case of using memory.

The Data Memory Usage for TEA and HIGHT
algorithm is equivalent. The reason of this similarity
is that the size of key and the size of a block cipher
are the same for both algorithms. The size of blocks
for these algorithms is 64-bit, and the size of key is
128-bit. The same result can be achieved for another
two algorithms, KATAN and KLEIN. These two
algorithms are using 64-bit blocks and 80-bit key.
The key and block size for focused algorithms are
different, given this KATAN and KLEIN use fewer
amounts of Data Memory that other two ciphers.
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Figure 5. The comparison of Data and Memory usage of ciphers

The Program Memory Usage depends on the size of
Assembly code for each algorithm. As it is
explained in the previous parts, the size of code for
KLEIN cipher is more than the rest ciphers. This
size of programming code causes that KLEIN
algorithm uses more memory in comparison to other
algorithms. The KATAN uses less memory in
comparison to others because of the size of codes
for this cipher.

4.2 Energy Consumption
To measure energy consumption, it is assumed that
the energy per CPU cycle is fixed and can be
calculated as follows [27].

E=IxVCC x1xN (2)
Where, | is the average current in amperes which is
consumed for T seconds and VCC is the supply
voltage of the system. 7 is the clock period and N is
the number of clock cycle.
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Figure 6. Energy consumption comparison of focused ciphers
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Figure 6 shows the power consumption of ciphers,
which are analyzed in this study.

Energy consumption calculated in micro joule
(10°) in this survey. The energy consumption
includes the key scheduling and encryption. Low
computational complexity is so important for
battery-powered devices such as RFID tags because
processing time effects on power consumption
directly.

According to Figure 6, KATAN consumes more
energy than the rest and the difference between
power consumption of KATAN and others is
obviously big. KLEIN is the best algorithm in
comparison to other ciphers in aspect of energy
consumption. However, it has the largest size of
codes.

In the previous parts of this study, the size of
programming code for each cipher was analyzed.
According to results of code analysis, KLEIN
algorithm has the biggest size of code among
investigated ciphers, but it consumes less energy
than other ciphers by considering the results of
energy consumption analysis.

By Analyzing the energy consumption of these
algorithms, it can be concluded that the number of
CPU clock cycles is more influential that the size of
codes. In other words, the performance of code
depends on several specifications of a cipher such as
the kind of instructions, kind of operation, kind of
structure, number of loops, and number of rounds,
which are more significant than size of code. For
example, the numbers of CPU clock cycle for an
algorithm are different when we execute it with a
different number of rounds.

Another effective metric is a kind of instruction.
The number of clock cycle for each instruction is
different and to reduce the power consumption of an
algorithm, it is effective to use suitable instruction
to write a code.

Kind of operation used in an algorithm is also
important because some operations need a lot of
clock cycles for execution. The structure of an
algorithm is another effective metrics and energy
consumption for Feistel structure is different from
SPN network. The number of repeated loops can
effect on the power consumption directly.

4 Security Evaluation

There are two kinds of security test, including
diffusion and confusion test to benchmark security.
The results of these tests are described in this part.
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4.1 Degree of Diffusion

One of the most important metric that are used to
benchmark the security of an algorithm is the
diffusion. To get better results, a random value of
plaintext is created and from this plaintext, several
other derived plaintexts. In the first step, one bit of
the previous 20 plaintexts was changed, and same as
earlier steps encrypted. The results of both steps
were XORed to make a 20 x 64 matrix. To
benchmark diffusion, the numbers of 1’s were added
then the percentage of these 1’s was calculated. The
results of this analysis are described in Table 1.

TEA HIGHT KATAN KLEIN
Degree of 0 0 0 )
diffusion | 211 % | 49.7% | 51 % 48.6 %
TABLE 1. THE ANALYSIS OF DIFFUSION TEST

4.1 Degree of Confusion

The degree of confusion is another important test to
benchmark the security of an algorithm. The size of
plain text was 64 bits. The effect of changing a key
was tested in this step. To get results, a random
value of key is created and from this key, several
other derived keys. In the next step, with one bit
difference in the key; all the previous plaintexts
were encrypted again, and the results were XORed
together. The number of 1s added then the
percentage of these 1’s was calculated. The results
of this analysis are described in Table 2.

TEA HIGHT KATAN KLEIN
Degree of o 0 0 0
Confusion 49.14% | 49.21% | 48.90% | 50.31%
TABLE 2. THE ANALYSIS OF CONFUSION TEST

As the result of security benchmarking of focused
algorithm, the structure of cipher is an effective
parameter to determine the security level of an
algorithm. Among these ciphers, KLEIN has the
lowest degree of diffusion and the highest degree of
confusion. It can be concluded that these diffusion
and confusion degrees of KLEIN is related to the
structure of this algorithm because unlike other
ciphers in this study that their structure is Feistel,
the structure of KLEIN is SPN.

5 Conclusion

This paper analyzes the performance of lightweight
encryption algorithms, which are used in RFID
applications. Four of the most popular algorithms
which are TEA, HIGHT, KATAN, and KLEIN are
implemented on AVR  Atmel  ATtiny45
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microcontroller to evaluate their memory efficiency
and energy consumption in performance analysis
part and also degree of confusion and diffusion in
security analysis part. The performance criteria were
memory efficiency and energy consumption.
KATAN is the more appropriate cipher in case of
using memory, but it consumes more energy than
the rest and the difference between power
consumption of KATAN and others is obviously
big. KLEIN is the best algorithm in comparison to
other ciphers in aspect of energy consumption. The
security criteria were degree of confusion and
diffusion. KLEIN has the lowest degree of diffusion
and the highest degree of confusion. It can be
concluded that these diffusion and confusion
degrees of KLEIN is related to the structure of this
algorithm because unlike other ciphers in this study
that their structure is Feistel, the structure of KLEIN
is SPN.
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