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Abstract—In this paper, we consider to formulate an image In [5]-[13], halftonings have been used in order to embed
data hiding scheme based on error diffusion. By using the secret data. Halftoning is a process of converting a gray scale
scheme, visual patterns are embedded in a halftone image jmage into a binary image. It is well-known that error diffu-

without affecting its perceptual quality depending on a halftone L . .
key image. The scheme has the feature of visual cryptography SION IS One of halftoning techniques and generates a halftone

with respect to extracting of the embedded patterns, i.e., when image with apparently high quality from a multivalued image
we print the two halftone images onto transparencies and stack [1]. Error diffusion has been used as halftoning in [5]-[7],

them together, the embedded patterns are visible by human [9]-[13]. Applying error diffusion makes noise less noticeable
visual system without any special electronic calculation. We \yhich arises by embedding information of secret data into
propose a formulation for the scheme in the view of a stochastic halftone images. Accordingly secret data are embedded in
analysis. The idea is basic, but theoretical studies by formulating } s ) . )

is important trial in this field. halftone images without affecting their perceptual quality.

In [7], [9]-[13], Myodo et al. and authors have achieved to
extract secret data with apparently high quality by modifing
Fu's and Au's method in [6] and placing the process of
giving appropriate transformations to original input data in the

|. INTRODUCTION modified method. Myodo et al. have improved Fu’s and Au’s
HERE are techniques that embed digital data in variousiethod and changed intensities of each pixel of input images
multimedia data (music, image, video and so on). Thg, the first step of the method by affine transformations in
embedded data are visible or invisible, and they can Hg]. Authors have applied the histogram equalization to input
extracted with some procedure. In this paper, we considgecret data and adjusted parameters of affine transformation
the case that visual patterns are embedded in some imagesnput images according to the properties of those images
and the embedded patterns are invisible to humans, i.e., tijgsed on Myodo’s method in [9]-[13].
case is image data hiding. The main theme of studies in the field are to embed

On the other hand, visual cryptography is a technique whickecret visual patterns in halftone images without affecting
encrypts a secret image into plural share images such thakir perceptual quality such that the embedded patterns can
when some of the share images are overlaid, the secret image restored with apparently high quality when the halftone
will be revealed. The decryption can be performed by humafages are overlaid. In order to solve the theme, it is neces-
visual system without any special electronic calculation fogary to theoretically investigate behavior of data embedding
decryption. The first visual cryptographic technique was deslgorithm. However, it is difficult because of nonlinearity
veloped by Noar and Shamir in [3]. They have developed thgf halftoning, change of pixel values of images according
scheme generates share images with not meaningful rand@snvarious conditions, difficulty of representing variations in
dot pattern. intensities of images as functions, and so on. In the previous

In recent years, data hiding techniques with the featurgorks, parameters affect the performance of data embedding
of visual cryptography with respect to decryption have beegigorithm have been determined experimentally. Authors have
studied actively. The techniques embed secret visual patterfigd formulating Fu's and Au’s data hiding scheme using a
in some halftone images such that when the halftone imagegchastic method in [14]. Fu and Au have dealt with binary
are overlaid, the embedded patterns can be viewed direcly ternary images like text images as secret data. Their method
on the halftone images. There have been many reports o demonstrates relatively good performance for secret

the studies in [4]-[13]. Fu and Au have dealt with binary odata like natural gray-scale images by giving appropriate
ternary images like text images as secret visual patterns tiansformations to original input data.
[6], while other many researchers have studied about naturalin this paper, we review the formulation in [14]. It is
gray-scale images like photographs as secret visual pattedifiicult to represent variations in intensity of an image as a
in [3], [7]-[13]. Also, Koga and Yamamoto have challengedunction, so we represent it as a probability density function
to handle color secret images in [4]. based on the relative frequency distribution of intensities of an
M. Higuchi is with the Department of Computer and Information Science',m_age; Also we _use _the similar technique to fqrmmate errors
the Faculty of Science and Technology, Seikei University, JAPAN (E-mailarise in error diffusion. To model the behavior of change
m-higuchi@ejs.seikei.ac.jp). . _ _ of pixel values of images depending on various conditions,
S. Kawasaki, J. Gamba, A. Koike and H. Murakami are with the De-, . . . L . .
ity is effective to use probability distributions. Formulating

partment of Computer and Information Science, the Faculty of Science a ) - X
Technology, Seikei University, JAPAN. data embedding algorithms would allow us to theoretically
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! Fig. 2. Superposing two binary pixels (which is the same as logical product
Evaluation of two pixels in Boolean algebra)

Fig. 1. The flowchart of Fu’s and Au’'s method
scale, image. It is a causal single-pass sequential algorithm.

Multi-tone images are halftoned line-by-line sequentially. In

investigate behavior of the algorithm. For example, we mightis algorithm, the past errors are diffused back to the current
be able to find easily pairs of input image such that secrgfye.

perceptual quality and the embedded data can be restorgdojiows:
with apparently higher quality when the halftone images are

overlaid. Moreover, we might be able to optimize parameters up =1+ ERg, ERy = Z Ji€i 1)
affect the performance of data embedding algorithm. i€Jk
" — w0 — 0 (up<T) @)
II. | MAGE DATA HIDING SCHEME BASED ON ERROR k k 1 (wpe>T) "
DIFFUSION er = Up, — Wy, 3)

A. The flow of hiding scheme . . L .

, , ) where z;, denotes the intensity of-th pixel in an image,
~ We focus on Fu's and Au's method in [6]. The methodynhg o, denotes the accumulative error fath pixel in an
is as follows: It takes three images as input and generalpgage and; denotes the error which arises at a pixel before
two output halftone images which correspond to two of the 4, pixel, andj; denotes a weight of diffusing error, and
three input images. The other one is a secret image. This |S yanotes a pixel domain in an image dependingkeif

reconstructed as a halftone image by stacking (superposing)e| equation (2) expresses the operation of quantization on
the two output images together. This operation correspondsiyresholdr.

to logical product in Boolean algebra.

The flowchart of the method is shown in Fig.1. G1, G2 i
and S in Fig.1 are input images and have the same sife; Data embedding process
G1 and G2 are gray-scale images like photographs. S is aln Fu's and Au’'s method, secret data are embedded in
secret image with binary or ternary tones, but may be a gray¥2 when binarizing G2. Ifu;, in (1) satisfies the following
scale image. W1 and W2 are output halftone images. W1 igequality:
produced from G1 by using regular error diffusion with high T —Au <u, <T+ Au, 4)

quality. Then, by binarizing G2 depending on information 0]:/vhere Au denotes a positive constant, then information of

W1 and S by using error diffusion, W2 is generated with higr}c—th pixel in S is embedded &tth pixel position in W2. Let
quality. It means that pixel arrangements of pixel domains iqr})lk w2, and sy, be intensities of-th pixel in W1, W2 and
intermediate image of producing W2 change depending réspectively The data embedding rule is as ]LO||0WS'
information of W1 and S. C is obtained by superposing W1 5, — T if s — 0 (black '
on W2. This is the halftone image corresponding to S The ® %2k = wlk if s;” =0 (black), o .
qualities of W2 and C are evaluated by, for example, PSNRs * “i%k Is output of error diffusion ak-th pixel in G2 if
(Peak Signal-to-Noise Ratio) of pairs (G2, W2) and (S, C), sp =05 (gray/)},g .

respectively. In this method, secret data are embedded in only® w2y, = wl if 53 =1 (white),

W2, and W1 is the key image to make the secret data dmhere s¥3 denotes the value obtained by convertinginto
halftone images. a ternary value. By this rule, the location in C corresponding

In this paper, the intensity of a pixel in an image is from 0 & dark location in S becomes black, and the location in
to 1. If the intensity is0, the pixel is black pixel. On the other C corresponding to a light location in S becomes gray, and
hand, if the intensity ig, the pixel is white pixel. Superposing the location in C corresponding to a location like gray in S
two binary pixels corresponds to calculating logical produdeecomes darker than gray. Therefore, C tends to become a
of these pixels in Boolean algebra (see in Fig.2). darkish image over all.

B. Error diffusion D. Example

Error diffusion is a halftoning technique, which can gener- We show an example of results obtained by using Fu’s and
ate a high quality halftone image from a multi-tone, like grayAu’'s method in Fig.3. In this example, S is not an image
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[0, 1]. (Theoretically, the relative frequency distribution of the
intensities of an image is the same as the probability density
function.) Also we use the similar technique to analyze the
statistical behavior of errors arise in error diffusion because
the errors depend on images. In the paper, a probability
density function that a continuous random variable has
is expressed infx.

Let Uy be the random variable correspondingufpin (1),
then, for example, the probability satisfied (4) is as follows:

Gl

T+Au
PT-Au<U,<T+Au) = / fu. (w)du.  (5)

G2 T—Au

Note thatU, has a probability density function since it is

continuous. LetS and S”? be the random variables corre-

sponding tos;, and s2*, respectively. Then the probabilities

that a pixel in S becomes black, gray and white by ternarizing

S are as follows:

PS = P(S=0)= P0< S < q) = /Oql fs(x)dz, (6)

S
S _ v3
PS = P($" = 0.5)
q2
=P <S<q)= fs(x)dx, (7)
q1
1
Fig. 3. An example of results by Fu's and Au's method PS=PS?=1)=P(q2<S<1)= [ fs(zx)dz, (8)

q2

respectively, whereg, and ¢, denote thresholds of quantiza-
with binary or ternary tones but a gray-scale image. W1 antibn to ternary image for S, and haye < ¢». Let W1 be the
W2 are apparently high quality and also C is reconstructaéndom variable corresponding tol,, then the probability
by superposing W1 and W2 with apparently high quality (sethat a pixel in W1 becomes white is as follows:
in Fig.3). In this case, appropriate transformations are given PV p(w1 = 1)
to input images. The intensities of each pixel in G1 and G2 wo - o i
are converted to arouri5 by the affine transformatiog’ = _ (The number of white pixels in W1) ©)
0.45¢g + 0.275 whereg denotes the intensity of a pixel in G1 (The total number of pixels in W1)
or G2. The intensity of a pixel in S is transformed into below ) )
0.45 by the affine transformatio’ = 0.45s wheres denotes B- Formulation of process of embedding data
the intensity of a pixel in S. The thresholds of quantization We consider the intensity distribution of W2. In Fu's and
to ternary image for S ar@8.25 and 0.75. The threshold of Au's method, W1 is produced from G1 by using regular error
quantization to binary image for G1 and G27is= 0.5. The diffusion, so its intensity distribution is obtained easily like
parameter of embedding datads: = 0.067. (9). However, it is difficult to obtain the intensity distribution
of W2 because W2 is produced from G2 by using error
diffusion with applying the rule of embedding data. Therefore,
the intensity distribution of W2 is different from that obtained
by regular error diffusion. The distribution depends on S and
A. Preliminary W1. We analyze the statistical behavior of errors arise in

We formulate Fu's and Au’s scheme by using a stochastRTor diffusion by using relative frequency distributions of
method in this section. For the sake of simplicity, we omit inthe errors, and show the stochastic behavior of pixel values
tensity transformations for input images. They are not essengéW2.
of the formulation. If it is necessary to include appropriate Let Ej and W2, be the random variables corresponding
transformations in the formulation, replagevith 2/ = Tr(z) 10 ek in (3) andw2y, respectively. Then, by (3),

@n t_he for.mulation, where denote the intgnsities of each pixel E, = U, — W2,. (10)
in input images, and’'r denote appropriate transformations.

We characterize an image by its relative frequency distribuEx for eachk has a probability density function since it
tion of intensities. We consider intensities of an image to beig continuous. There are four cases Gp. The probability
random variable. Then the variable has the probability densiflensity function tha#;, has in each case is as follows:
function obtained from the relative frequency distribution of 1) The case of-oco < Up < T — Au.
the intensities of the image corresponding to the variable W2y is 0. By (10), E, = Ui. We obtain—oco < Ej, <
since the intensities of an image are continuous values on 7' — Awu by rewriting the domain of/; to it of Ej. In

I1l. FORMULATION OF IMAGE DATA HIDING SCHEME
USING A STOCHASTIC METHOD
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the domain of £, the probability density function of Note that EFR; for eachk > 2 has a probability density
E;. is the same as it ol/,, i.e., function since it is continuous, amdR; = 0. The probability
f(l)( )= fuu(e), —oo<e<T—Au. (11) ((jleg)sil;y function ofj; E; for anyi € J in the error term of
2) The case of + Au < Uj, < . fii(e) = fr.(5e). (19)
W2y is 1. By (10), E, = Uy — 1. We obtainT + Au — ) )
1 < Ej < oo by rewriting the domain ob, to it of E,. Ao for jin By, andj, E,, for anym andn € J, let Ay be
In the domain ofE}, the probability density function @ Small positive constant, then,
of F, is the same as it of/;, — 1, i.e.,

) fimEum+ijnEn (€)
[l (€) = fu,-1(e)
= fo.le+1), T+Au—1<e<oo. (12) = t;@@ FimBntiay(€)fj, e, (tAY) Ay
3) The case o — Au < Uy <T.
W2, is 0 in regular error diffusion, but it is possible that = Y fjua (e —tAY) [, 5, (tAY) Ay
W2y is 1 with the rule of embedding data. Therefore, t:;’o
we use the expected value Bf2;, instead ofiV2;. Let _ / f — ) fing, (W)dy, Ay—0
(W2;,) be the expected value 612, then, o
(W2e) = PSPV 4 PS 1 PSEIVY) -0 = [ tm G wn. Gy (20)

+(PPRY +PiPY) 1. (13) _ o _ _
_ By repeating the operation in (20), we obtain the following
We obtain?" — Au — (W2x) < Ex <T — (W2) by  probability density function o2 Ry, i.e.,

replacingW2; in (10) with (W2;) and rewriting the

domain of U, to it of E,. In the domain ofE}, the fER, (e
probability density function of£y, is the same as it of 1
Uy — <W2k‘>l ie., fE/ T € — Z yz H fE yz dym
(3) fﬁ Z.i‘].’f
fEk ( ) ka (W2y) ( ) (21)

=fu, (e + (W2g)),

T— Au— (W2) < e<T—(W2). (14) where the number of integrals i$Jz| — 1. Moreover, by

replacing (jm, En) and (j,, E,) in (20) with (1,G2) and

4) The case of < U < T + Au. (1, ERy,), respectively, we obtain the following probability
We use the expected value Bf2, the same as case 3. density function oka, ie.,
Then,

S W S | pSpw
+ (B + Py + PP ) 1. (15)  Therefore, the probablhty that-th pixel in W2 becomes

We obtainT — (W2;) < Ej, < T 4+ Au — (W2;) by White is

replacingW2;, in (10) with (W2;) and rewriting the PV _ P2, — 1

domain of U;, to it of Ex. In the domain ofEy, the w " =PW2=1)

probability density function off;, is the same as it of =P(T — Au < Uy, < T + Au) Py B!
Uy — (W2), ie., + P(T — Au< Uy, < T + Au)P5P?
S
15, (€) =fu—qwa (€) +P(T < Uy < T+ Au)P;
=fo.(e+ (W), +PU 2T+ Av)
T+Au
By (11), (12), (14) and (16), the probability density function e roa
that £, has is +Pf/ fu. (u)du+/ fo, (w)du
T T+Au
froe) = fi(e) + fi)(€) + F)(e) + £ (o). (A7) ’ 23)

Next, we analyze the statistical behavior@f in (1) by
using relative frequency distributions of. Let G2 andER,; ~ C. Formulation of superposing two halftone images
be the random variables corresponding to intensities of G2

and accumulative errors di-th pixel in G2, respectively. method, C is produced by superposing W1 on W2. We can
Then, by (1), obtain the stochastic behavior of pixel values of C by using
U, =G2+ FER;, FERj= Z jiE:. (18) intensity distributions of W1 and W2:-th pixel in C becomes
ie T, white whenk-th pixels in W1 and W2 are both white. Let

We consider the intensity distribution of C. In Fu’s and Au’s
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C}. bethe random variable corresponding to intensitieg-of [7]
th pixel in C. Then, by the previous results, the probability
that k-th pixel in C becomes white is

8]

Py =P(Cy, = 1)
=P(T — Au < Uy, < T + Au) P35 P!
+P(T<Up <T+ Au)P7PY!
+ P(Uy > T + Au)PM?

T+Au [10]
PR [
T—Au
T+Au [11]
+P§/ fu, (w)du
T
+ duy. (24
L . e

IV. CONCLUSION

In this paper, we have reviewed a formulation for Fu';
and Au’s data hiding scheme using a stochastic method. Fu’s
and Au’s data hiding scheme is based on error diffusion,
and demonstrates relatively good performance for secret dzﬁg]
like natural gray-scale images by giving appropriate trans-
formations to original input data. The formulation is based
on relative frequency distributions of intensities of images.
As a results, we have shown the stochastic behavior of pixel
values of W2 and C. Formulating data embedding algorithms
would allow us to theoretically investigate behavior of the
algorithm. For example, we might be able to find easily
pairs of input image such that secret data can be embed in
halftone images without affecting their perceptual quality and
the embedded data can be restored with apparently higher
quality when the halftone images are overlaid. Also, we might
be able to optimize parameters affect the performance of data
embedding algorithm.

The concept of the formulation is basic, but theoretical
studies by formulating is important trial in this field. In the
future works, it will be necessary to perform a verification of
the formulation through a simulation.
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