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Abstract—The most technologically advanced mobile devices are
changing communications and the way we access data and
information. The number of people who use mobile devices is rising
exponentially, even in countries of the third world — at the same time,
information security is decreasing (Best, Smyth, Etherton and
Wornyo, 2010; Goodman and Harris, 2010). Mobile devices are
under attack from various threats. These threats can act individually
or in combinations (blended threats). The risk is greatest, when a user
accesses corporate information systems via mobile devices and public
networks. Users are becoming more aware of the importance of
information security. Providers of security software have already
perceived the need to implement control over the transfer of data
from the Internet to mobile devices. Users are usually the weakest
link in information security. Each corporation with its own
information system should implement internal safety standards and
regulate the use of mobile devices, software, protocols and public
networks. It is crucial to constantly educate users about information
security and measures to protect private and corporate data.

Keywords—Blended Threats, Information Security, Mobile
Devices.

I. INTRODUCTION

The fast pace of modern life, accelerated business processes
and decision-making, have all created the need for fast and
reliable access to data and information. Due to the incredible
development of technology and changing methods of
communication, it is unimaginable that one wouldn’t have
constant access to data and information. Mobile devices,
which have recently become ubiquitous, offer easy
connections to the world of information. Recent development
(wireless technology) has also changed how we access the
Internet and pushed corporations into centralizing their
information systems. Thus users now have uninterrupted
access to corporate data bases and information, which speeds
up the working process and decision-making. The knowledge
how to use mobile devices safely and efficiently can be a
competitive advantage in business and science. On the other
hand there is the issue of information security. When
corporations minimize the possibility of unauthorized and
malicious access to their information system, theft and misuse
of their data, they strengthen their business credibility.
Maintaining information safety is therefore a necessity
(Saksida, 2008).

Almost all mobile devices provide a connection to the
Internet and thus access to corporate information systems,
manipulation and transfer of data. Some corporations
intentionally have open ports, so that their employees can work
in virtual environments. Such practice is an opportunity for
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anyone on the Internet who wishes to access a corporation’s
information system unauthorized. From the safety viewpoint,
besides individual and blended threats, the following pose the
biggest risk: software for mobile devices, public networks,
unprotected certificates and the loss or theft of a mobile
device. Certain programs automatically cyclically transfer data
from a corporate information system to the user’s mobile
telephone — this happens as soon as the user types in his user
name, password and server data. It is questionable, if software
running automatically can be at all trusted. What is a program
running in the background actually doing? What happens, if
our telephone gets stolen? Our telephone contains much
information, including data to access the domain and server
system (Chickowski, 2009). This means that anyone who
penetrates the mobile devices, while it is connected to the
Internet, can eavesdrop on all communication between the
device and the corporate information system.

When we started using wireless mobile communication

devices, we dismantled the “border” between internal
information systems and the outer world. Today the world is
covered by a communications web: everyone can communicate
with anyone else, upload and transfer data. Access to crucial
data has become far too easy. Developers of security software
are looking for ways to analyze and monitor contents in
communication channels. It is apparent that future technology
will make it possible to analyze Internet traffic and information
systems, based on detected deviations from the routine.
Regrettably, we still don’t have simple, transparent solutions
(from the user’s point of view) to protect information systems
from cyber criminals.
Corporations minimize risk by implementing hardware which
checks for potential dangers at the level of Internet traffic
(Whitman and Matorord, 2008), and special equipment which
prevents invasions into information systems (Scarfone and
Mell, 2007). Some companies that are developing safety
software are already providing advanced safety software for
mobile devices (Schechtman, 2011) and firewalls, which
monitor Internet traffic on the mobile device and the
information system (Endait, 2011). Certain software enables
corporations to define their own safety guidelines for the use
of mobile devices (Mottishaw, 2010). Employees usually have
passwords to wireless networks (Arbaugh, 2010). Some
corporations implemented their own rules for maintaining
information security in the process of acquiring the ISO 27001
certificate (Calder, 2006; Bernik and Prislan, 2011).
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II. SAFE USAGE OF MOBILE DEVICES

As said, the number of mobile device users is rising. The
most ubiquitous are relatively simple devices, developed from
mobile telephones, which can also be used for browsing the
Internet, e-mail, etc. The rise and advancement of mobile
technology was rapid, but little was done to ensure safe access
and transfer of data. If mobile devices are used within an
organization with defined safety standards, it is quite possible
to achieve a high level of information security — this can be
done by applying methods, developed in the last fifty years, to
the information system as a whole.

The possibility of an intrusion into the system and
misappropriation of data is greater when a mobile device is
used outside the secure information environment of an
organization — when the user connects to a public network and
through that, using simple protocols, to the information
system. Mobile devices connect and transfer data in several
ways. Users should be aware that every time a connection is
established there appears a “tunnel” through the security
“shield” of a corporate network, and this is a risk to the whole
information infrastructure of an organization. Data and
information that is being transferred (i.e. e-mail, documents,
log-on data, client-server traffic, etc.) thus becomes relatively
easily accessible to anyone interested in acquiring them, and,
as protection is weak, they even don’t need special knowledge
to do so. Mobile device users are still the weakest link in
information security, because they use open ports to enter
information systems. It is vital that users know about safety
standards. Employers should provide training and education
for their employees, and define standards, rules and the
consequences of not applying to them. It should be clearly
stated which hardware, software and protocols for establishing
connections to networks can be used (Allen, 2006; Whitman
and Matorord, 2008).

III. SOFTWARE FOR MOBILE DEVICES

How useful a mobile device is depends on its software and
its capability to connect to and conform to bigger systems. The
development of software for mobile devices has largely
followed the general trend in the development of information
technology. More attention was channeled towards simpler
programs or applications which simplify access to data and
information. These applications represent a new method of
communication or can just enable faster service. It is
questionable how safe these applications are since the user
often doesn’t know their source and isn’t fully aware how
downloaded programs work in the background. Programs
which seem harmless can be a means to achieve unauthorized
access and to carry out malicious acts. To make use of certain
programs (i.e. synchronization of e-mail), a user must type in
certain data (log-on to the corporate domain). It is important to
perceive all software on a mobile device as a whole. A
perpetrator needs only to “embed” a fraction of the malicious
software in the mobile device to be able to tap into it. All
software for mobile devices should be checked to determine if
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it is trustworthy. Even pre-loaded software should be tested so
that it functions as expected. It is prudent to shut off certain
programs and functions of the mobile device (i.e. blue-tooth
connections) when they are not in use, because this minimizes
opportunities of malicious intrusions (Shilton, 2009). It would
be sensible, if developers and producers of mobile devices and
software for these set some safety standards and certified their
products. In addition, each organization should define internal
standards and rules for the use of mobile devices based on
general standards for these and the software developed for
them.

IV. SAFETY STANDARDS AND REGULATIONS FOR SAFER USE
OF MOBILE DEVICES

Awareness of safety issues in regard to mobile devices can
be a competitive advantage in business and/or science.
Information security is the key to the integrity of any
organization, its employees, business processes and compiled
data. The lack of knowledge about the safety risks of mobile
devices and internal safety standards can get an organization
into serious trouble. An ignorant user is the first weak point in
any information system; the second weak point, is the absence
of standards for the use of hardware and software. Because of
the rapid development of information technology, which is
now used by the majority of employees, it is necessary to
constantly inform and educate users of the pitfalls of modern
technology. The goal of any organization should be to ensure
that all information technology is used safely.

Mobile devices are safe, if they are used in compliance to
safety regulations — these should be based on the following:

* Better information security can be achieved, if an
organization defines its own safety standards and regulations.

» Safety regulations are a control factor, functioning as
preventive measures in cases of irresponsible usage of mobile
devices in the corporate environment.

» Safety regulations define how and why mobile devices
and software can be used.

+ Safety regulations also define legal responsibility of the
user and/or the organization, if damages arise from
irresponsible use of mobile devices.

If an organization succeeds in getting their employees to
comply with safety standards for the usage of mobile devices,
then it has also successfully limited the risks of blended
threats.

V. BLENDED THREATS

Mobile devices are targeted by blended threats, with the
goal to unlawfully acquire restricted information and profit
from this. Threats act on various levels and can work
simultaneously, thus the name blended threats. Blended threats
are a significant danger to individuals and organizations
(Markelj and Bernik, 2011). When a connection with the
Internet is established, (and through this with a corporate
network) the organization is immediately in severe risk.
Threats can be direct or indirect and can be combined. The
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most direct threat is theft of the mobile device. If the owner of
the device saved crucial information and documents on the
device, but hasn’t used even the most basic protection (PIN
code), then he is responsible for the consequences. More
sophisticated threats are interceptions of communication and
implanted software which automatically harvests information.
Indirect threats are usually more severe, because they are
unpredictable, and total protection from them is impossible.

Contemporary communications, access to corporate
networks and methods of connecting to them have recently
changed significantly. Fig. 1 shows the difference in
communication between the central information system
(Intranet) and the Internet.

It used to suffice that the information system was protected
by a firewall which monitored incoming communication. Until
recently there were no external mobile devices that could
connect to corporate networks and communicate with the
world via WiFi, UMTS, etc. Users today use various mobile
devices to establish connections and communication with
different networks, regardless of firewalls. A firewall regulates
communication between a mobile device and the information
system it is protecting, but the weak link in the whole system is
a mobile device that is connected to a public network. When a
mobile device is invaded while it is connected to the Internet,
an unprotected path to the central information system is
opened. This happens because the firewall has already
permitted communication between the device and system.
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Fig. 1 Communication between a corporate information system and
the Internet via firewall, as in the past.
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Since the mobile device communicates with several

networks simultaneously, and the firewall allowed access to
the corporate information system, the user is in a position
where his mobile device is open to blended threats (Fig. 2).
The mobile device is a gateway to the “treasury” of the
corporation — data and information stored in its information
systems.
Threats that usually lurked on the communication pathway
(which the user learned how to master) are now, due to their
variety and combined effects, a serious risk to corporate
networks. Solutions are currently under development, but
because there are no general standards, new safety measures
will probably not be optimally effective, at least not in the long
term. Constant changes and adaptations will be needed.

It is up to the individual user and organizations, how they
ensure that they use safe connections to information systems
and how they protect sensitive private or corporate data. In the
past the need for information safety of an organization was
stressed, but now it is becoming evident that it is also vital to
ensure safe usage of mobile devices (Boudriga, 2010). Any
information system is as safe as its weakest link. Therefore it is
important to focus on the least controllable elements,
especially mobile devices. It is imperative to provide effective
protection from blended threats (International Data Group
Company, 2011).
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Fig. 2 Communication between a corporate information system and
mobile device, and communication between mobile device and the
Internet, as currently possible.
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A step towards better security is being aware of the various
threats to information systems and their consequences
(European Network and Information Security Agency —
ENISA, 2010). One way for an organization to protect itself is
to put in place a solid policy for maintaining information
safety (Bernik and Prislan, 2010). A good safety policy
encompasses standardized rules for the safest use of mobile
devices. This is the basis for determining which hardware and
software are the most appropriate for the organization (Simt,
2009). Furthermore it is necessary to monitor network traffic,
set up firewalls, encrypt data, and enable remote erasure of
data from a stolen mobile device. Also authorization of access
to the system must be in compliance with standards and
recommendations for ensuring the highest level of information
security (Chickowski, 2009).

VI. CONCLUSION

Technological development in information security is
focused on analyzing Internet traffic and the behavior of
information systems. Development is based on discovering
discrepancies in standard behavior of internet traffic or the
system. The human factor is still mainly overlooked. After all
people are the ones using and managing information
technology, and thus represent the weakest link in information
security. It is crucial for corporations to become aware that
development of ever more sophisticated mobile devices cannot
be stopped. It is important for them to provide constant
training and education for their employees, and so lessen the
risk to information security. It is necessary that corporations
define internal regulations for the safest use of mobile devices
and, based on their existing technology, determine, which
mobile devices and software is most appropriate for them.

New mobile devices, and software for them, are developed
extremely fast; the process is unpredictable. It is crucial to
maintain a flexible and safe information system. Current safety
measures tend to only partially cover mobile devices and their
software. There is yet no system that enables corporations to
monitor the performance of their information system in regard
to accessing and transferring of data via mobile devices.
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