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Abstract: European Commission has recognized the importance of eID in a multilingual and multi-legal 
environment and recommended for EU countries to implement electronic identification management, 
meeting national service needs, cultural traditions and personal data protection. Electronic identifiers 
are intended to facilitate ubiquitous access to electronic services. 
Although national eIDs play a unique role in all identity management issues that are linked to a 
physical person, common specifications simplify the interoperable eIDM in the EU. The idea of the 
Slovak identification scheme has gone out from Austria identification model based on cryptographic 
operations. In our article the common and different features between the proposed Slovak and the 
existing Austrian model are described. 
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1 Introduction 
Electronic or digital identifiers are key elements to 
identify the person in e-government scheme. The 
importance of electronic identity (eID) for e-
government was also underlined in European 
document – i2010 eGovernment Action Plan [1]. EU 
countries should implement electronic identification 
management (eIDM), meeting national service 
needs, cultural traditions and personal data 
protection preferences, where electronic 
identification for public services is intended to ease 
access and offer personalised and smarter services. 

Slovak proposal of national eID model is taking 
into consideration the main aim of the EU intent – to 
respect the different national approaches and 
solutions without creating a barrier to using public 
services across borders. Moreover, the principal 
objective of the Directive 95/46/EC [2], to ease data 
sharing – it provided regulations in terms of the 
“protection of individuals with regard to the 
processing of personal data”, is considered for the 
Slovak identification scheme. 

At present, in the Slovak Republic, Birth 
Number is used for the natural persons’ 
identification in information systems. The main 
disadvantage of the use of Birth Number is the 
reflection of the date of birth and gender of the 

identified person, which does not correspond with 
EU legislation.  

Some initial schemes for the Birth Number 
replacement were designed in 2005, e.g. [3,4]. But 
the requirements for the Unique Person Identifier 
from Ministry of Interior of the Slovak Republic 
have changed and design of a new scheme is 
inevitable. 

The idea of the Slovak identification scheme has 
gone out from Austria identification model [5]. The 
Austrian model has already proved a justification of 
an application of cryptographic methods to 
identification systems. On the other hand, national 
differences in the Slovak identity management 
architecture imply a brand new model of the 
identification scheme. 

The paper is organized as follows. In Sections 2 
and 3, the Austrian and Slovak person identification 
models are described. In Section 4, two variants of 
Slovak Unique Person Identifier are presented and 
Section 5 gives the comparison of the Slovak and 
the Austrian scheme. Finally, Section 6 gives the 
preliminary conclusions and possible future work. 
 
 

2 State of the Art – Austrian model 
In this Section a short introduction to the Austrian 
person identification scheme [2,5,6,7,8] is 
presented. Austria was one of the first EU member 
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states adopting the EU Signature Directive into 
domestic law in 2000. As a result of the Austrian 
e-government initiative, the Austrian e-
government Act entered into force on March 1, 
2004 [5,6]. 

 
 

2.1 Source Personal Identification Number  
In Austria, each citizen is assigned a unique 

identification number held in the base registers – the 
Central Residents Register CRR and the 
Supplementary Register SR (for persons who do not 
have a registered address in Austria). However, 
public bodies are not allowed by law to use this 
unique number for e-government application. 
Instead of this, transformations of the unique 
identification number to different identifiers are 
used. The first transformation is based on a Triple-
DES encryption and the derived number from the 
transformation is called “source personal 
identification number” (sourcePIN). SourcePINs are 
allowed to be stored on citizen cards only [7]. 

 
 

2.2 Sector Specific Personal Identification 

Number (ssPIN) 
In order to prevent data abuse, the derived 
sourcePIN is also not used for the identification 
purpose.  Instead of using the sourcePIN in different 
governmental applications, the second 
transformation based on one-way hash derivation of 
sourcePIN is applied and the sector specific 
personal identification number (ssPIN) is generated. 
The ssPIN is created by combining the sourcePIN 
with the sector specific alphanumerical code 
assigned to each government sector and then 
applying a cryptographic one way function. Due to 
the hash function, the sourcePIN is not revealed. 
Moreover, different ssPINs are thus generated for 
each governmental department based on the unique 
sourcePIN of a person and on particular 
alphanumeric code. It means that in practice, each 
sector uses different identifiers [2,6,7,8].  

If an authority requires an ssPIN from another 
sector for identification purposes, they can request it 
from the SourcePIN Register Authority. They send 
the ssPIN to the authority that requested it in 
encrypted form. It can be decrypted only by the 
public authority that is responsible for the foreign 
authority [5].  
 

3 Slovak model 
In this Section we describe current identification 
number of residents in the Slovak Republic. 
Definitions of new identifiers as well as their roles 
in on-coming identification system are described, 
too. 
 
 
3.1 Current National identification number 

– Birth Number 
In the Slovak Republic, National identification 
number based on birth date is currently used. The 
Birth Number is issued at birth by the civic records 
authority and recorded on the birth certificate as 
well as on an ID card. The Birth Number has a strict 
format: YYMMDD/XXXX with YYMMDD being 
the date of birth and XXXX being a semi-unique 
identifier. For females, the month of the date of 
birth is increased by 50. Full number is required to 
be divisible by 11. Nevertheless, this system does 
not provide a unique identifier – the numbers are 
repeated every century and there are mistakes in 
assignment of XXXX in the system. The Birth 
Number is moreover inconvenient to the Directive 
95/46/EC of the European Parliament [9], because it 
has raised privacy concerns – age and gender of the 
owner can be decoded from the number. In the near 
future the Birth Number will be replaced by a 
meaningless identifier in the near future by a group 
of identifiers (BIFO, JIFO and SIFO), which will 
provide stronger level of data protection.  
 
 
3.2 Meaningless Person Identifier – BIFO 
BIFO is unique number allocated to the citizen in 
the Central Register of Residents. Confusion as to a 
person’s identity can therefore be excluded. The size 
of BIFO is 12 alphanumerical values; there is 
request for shortness of BIFO because BIFO will be 
written in ID card and, what is more, it should be 
relatively easy to remember. Furthermore one BIFO 
will be assigned to a person for long period (usually 
for whole life). Longer Unique Person Identifier – 
JIFO is derived from a BIFO and is used for 
collaboration by e-government services. 
 
 
3.3 Unique Person Identifier – JIFO 
For the purposes of unique identification, all natural 
persons registered as resident in Slovakia as well as 
in the case of all other natural persons, will be 
allocated a unique identification number (JIFO) 
which is derived from the Meaningless Person 
Identifier BIFO in heavily encrypted form. The 
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length of JIFO is bigger than BIFO in order to 
improve the resistance to brute-force attacks. JIFO 
is used for e-government services for collaboration 
among state authorities as main unique person 
identifier. We propose two variants of JIFO 
derivation described in Section 4. 
 
 
3.4 Sector Person Identifier – SIFO 
One fact that must be taken into consideration is that 
government public administration is divided into 
legally defined State sectors. The strong 
requirement for Slovak e-government is that 
different identifiers must be used for each sector to 
prevent of the synergic effects. For this purpose the 
Unique Person Identifier JIFO is uniquely 
transformed to respective Sector Person Identifier. 

The transformation is based on strong encryption 
algorithm AES [10] in CBC (Cipher Block 
Chaining) mode. Diversity and uniqueness of the 
numbers is provided by respective sector key during 
the encryption process. In this case, the generated 
Sector Person Identifiers SIFOs from a JIFO are 
different for each sector and it is not possible to find 
the person information in a sector database knowing 
a SIFO from another sector. The authorities can use 
the same SIFO to retrieve the citizen’s data saved 
within the same sector. However, authorities do not 
have access to SIFO from other sectors.  

 

 
 
Fig. 1 Reversible derivation of the Sector Person 
Identifier from the Unique Person Identifier JIFO 

 
Moreover, the scheme satisfies the second main 

requirement from the Ministry of Interior of the 
Slovak Republic – the reversibility is feasible in the 
system. The JIFO can be transformed back from the 
Sector Person Identifier SIFO with knowledge of 
the sector secret key. Government bodies from 

different sectors often have to co-operate together, 
they need to consolidate data that is stored in 
different sectors under different SIFO. For this 
purpose the scheme uses the reversibility between 
JIFO and SIFO. If an authority requires data from 
different sector they can request it by JIFO. The 
authority transfers back its SIFO to the Unique 
Person Identifier JIFO, the JIFO is sent (in 
encryption form based on asymmetrical encryption) 
to requested authority and respective Sector Person 
Identifier SIFO of the requested authority can be 
computed. The reversibility is the main difference 
between Slovak and Austrian scheme. 
 
 

4 Variants of Unique Person 

Identifier 
Considering the above mentioned requests for a 
unique person identifier from the Ministry of 
Interior of the Slovak Republic we prepared two 
variants of generating and using of Unique Person 
Identifier (JIFO). 
 
 
4.1 Variant the 1

st
 – JIFO as hash value 

JIFO is generated by a cryptographic hash 
computation as a 384-bits output of SHA-384 hash 
function [11] from BIFO, Figure 2. It can therefore 
be generated at any moment by anyone who knows 
the BIFO value. This is an irreversible 
cryptographic derivation, i.e. the BIFO cannot be 
identified from the derived identifier. 
 

 
Fig. 2 – JIFO generating as hash value 

 
Whereas because of Birthday Paradox, a 50 % 

probability that two outputs of different inputs are 
equal for the SHA-384 function is equal 1/2192. 
Although the probability is extremely low the 
system should check up each BIFO after its 
generating for the JIFO unique. If there is a JIFO 
duplicity, the BIFO is marked as useless. 
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4.2 Variant the 2
nd
 – JIFO as HMAC value 

Analogically with the previous variant, a JIFO is 
generated from a BIFO by a cryptographic HMAC 
computation as a 384-bits output of HMAC SHA-
384 function [12], where the function incorporates 
BIFO together with a secret key from Central 
Register of Residents, Figure 3. It makes a 
possibility only for a holder of the secret key to 
generate a JIFO. HMAC is again an irreversible 
cryptographic derivation, i.e. the BIFO cannot be 
identified from the derived identifier. 
 

 
 

Fig. 3 – JIFO generating as HMAC value 
 
 

5 Comparison with Austrian model 
Common features in both models, Slovak and 
Austrian, are: 
• in both cases the component data for the eID 

come from a civil registry where citizens have 
to register by law 

• an identifier which is attributable to a data 
subject to be unambiguously identified and 
which also serves as the basis for generating 
sector-specific personal identifiers 

• use of strong cryptography. 
 

Although the Slovak and the Austrian schemes 
use different cryptographic algorithms for 
generating of particular identifiers, it is not the main 
contrast between them. The main difference of the 
schemes is in cooperation among sectors’ bodies.  In 
Slovak scheme, the central point is not included in 
the cooperation process and the bodies should 
communicate directly without intermediate entity. 
From this reason, there is reversibility from sector 
identifier back to the Unique Person Identifier JIFO 
in the scheme. 

In figure 4, the creation process of the ssPIN as 
well as workflows between sectors in the Austrian 
scheme is illustrated. On the other hand, figure 5 
presents reversible workflow in the Slovak 
identification scheme.   

 
 

Fig. 4 – Workflow to create ssPINs based on a given 
sourcePIN; it is neither possible to calculate the 
underlying sourcePIN nor any other sector’s ssPIN 
from a given ssPIN [8] 

 

 
Fig. 5 – Workflow to create a sector ID number 
SIFO  based on a given Unique Person Identifier 
JIFO; it is possible to calculate the underlying JIFO 
and from JIFO (only if the Sector2 key is known) 
other sector’s SIFO without a central provider 
 
 

6 Preliminary conclusions and future 

work 
The paper introduced two approaches integrating 
professional representation into Slovak e-
government scheme.  

Each of proposed prototypes has its own 
advantages as well as disadvantages of the 
implementation or of the robustness as well as from 
the security point of view. 

 Variant the 1st – JIFO as hash value 
• everyone can generate the JIFO everywhere; 

JIFO is “in principle” known to everyone who 
knows the BIFO 
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• BIFO cannot be identified from the JIFO; but 
because of BIFO shortness there is a possibility 
to use brute-force attack for this purpose 

• application of JIFO is also open for private 
sector 

• overhead of testing of the JIFO unique after a 
BIFO generating. 
 

Variant the 2nd – JIFO as HMAC value 
• JIFO can be generated only by a holder of the 

secret key; JIFO is known only to the state 
authorities 

• there are two possibilities of JIFO generation: 
• only in the Central Register of Residents, i.e. 

overhead with communication to Register on 
each occasion  

• on the side of an authority – key distribution 
problem 

• application of JIFO only for the state sectors 
• analogically an overhead of testing of the JIFO 

unique after a BIFO generating. 
The Slovak prototypes and their implementations 

are now under discussion and they are tested from 
different points of view e.g. [13] before being 
applied in practice. 

Although new national Slovak identification 
scheme has gone out from Austria identification 
model and uses similar cryptographic methods, the 
philosophy of its application is different.   
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