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Abstract: This study conducted a research on the implementation of cloud computing in health care
organizations, focused on integrated model of patient medical record information system using health care
standard information format for data exchange. Health care organizations use variety of IT applications and
infrastructures which always need to be updated as a result of rapid growth in health care services. The
diversification on how health care organizations maintaining their operations, especially on maintaining
patient’s medical information resulted the difficulty of accessing patient’s data. This study then proposed a
design of an integrated cloud-based e-medical record which uses ICD-10 and HL7.
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1 Introduction

Health care organizations use variety of IT
applications and infrastructures which always need
to be updated as a result of the rapid growth in
health care services. And the cost of IT systems in
health care services is very expensive, considering
that IT is not their primary activities, and many of
health care organizations pass this cost to their
patients.

Many of these health care organizations have
developed their own or purchased IT systems to
support their operations. But, also many of other
health care organizations are still use manual or
paper-based form in their operations, especially the
small-medium health care organizations, because
they think that IT investment is costly. The
diversification on how the health care organizations
maintaining their operations, especially on
maintaining patient’s medical information resulted
in the difficulty of accessing patient’s data.

The greater of complexity of the problems in
the health care services require better software,
distributed computing power, and standardized data
sharing [1]. In terms of having low cost IT systems
with great capability, cloud computing was
introduced in this later years. In 2006, Amazon
started the cloud computing solution for their
external customers, and launched Amazon Web
Services (AWS). In 2007, Google and IBM started a
research project on large scale cloud computing. In
2009, Microsoft was then announced their cloud
computing system named Windows Azure.
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This study conducted a research on the
implementation of cloud computing in health care
organizations, focused on integrated model of
patient medical record information system using
health care standard information format and best
practice.

2 Problem Formulation

E-Medical Records (EMR) involves highly
complicated hospital computerization and public
does not have complete knowledge about it. It
typically generates diverse and large volume of data
that come from clinical services at distributed
locations by various types of users [2,3]. The lack or
incomplete of public knowledge about EMR causes
the difficulty of data exchange among health care
organizations and it leads to EMR as patients’
medical information system must be standardized
across many types of health care organizations in
integrated system environment.

2.1 Methodology

This study performed literature reviews to find
previous researches about integrated medical record
and the implementation of health care system in the
cloud computing. The next step was conducting
interviews with health care professionals from
various health care institutions to collect data on
their current business processes and their
expectations on the integrated EMR. Based on those
steps, a design of business processes of integrated
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cloud based EMR was developed to address the
problems (Figure 1).
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Figure 1 — Research Methodology

2.2 Research Findings

The IT manager from one hospital in Indonesia
mentioned that even they are now developing the
EMR as a part of the Hospital Management system,
but the design of the system was disintegrated. The
disintegrated EMR causing some problems in the
hospital, especially on the outpatient services area.
They found that the outpatient services are slow,
because the registration center needs to spend more
time to find the patient medical record papers. Often
the papers are missing and cause the registration
center to create new papers and lost the previous
historical medical record.

A staff from Ministry of Health Republic of
Indonesia has explained how they manage EMR
data from all hospitals in Indonesia. All hospitals in
Indonesia must submit all required reports to the
Ministry of Health. All of these reports are
submitted to them in paper forms or in Excel files.
After they received the documents, they need to
enter these data into their system in manual way one
by one. It takes a very long time to complete this
data entry process.

A senior business analyst that developed
pharmacy sales software at several pharmaceutical
companies in Indonesia had explained the common
business processes used by several companies and
their concerns about the integration of their software
with the EMR, especially on the prescription data.
The software they developed was designed to collect
sales data from all regions around the country that
run in some complex business processes. But, the
software could not collect the patients’ demography
data, so they were unable to perform accurate
analysis on the medicines effectiveness.

An IT staff at a health insurance company has
explained that they currently face some problems
with the accuracy of their customers’ health
condition. Before they can approve to accept a
customer, they usually send them to the laboratory
for medical check. This process can give them only
a piece of data about the current customer health
conditions and they cannot get the exact historical
data. A problem also arises when their customer
need to claim their medical expenses. Some manual
processes must be performed until the customer
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received the result, whether their claims have been
approved or rejected.

3 Problem Solution

Only an integrated model of EMR can lead to
the health care service quality improvement by
strengthen the users’ role in managing their own
medical care [4]. The use of integrated EMR system
will enable data sharing, analysis tools, and
infrastructure that can speed up many research,
especially in health care services, by enabling new
insights and enhancing efficiency [5]. This study
had developed a design framework that uses cloud
computing to host the EMR application in form of
Software as a Service, which provide 3-way of
access type and will be used by Government,
Hospitals, Doctors, Patients, Pharmacies, and
Insurance Companies through the Internet (Figure
2). In EMR system, enabling both local and national
data sharing are the most important aspect [6].
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Figure 2 — Cloud Based EMR

Cloud computing in health care services
enables the model sharing and scalability to provide
more detail of analysis without the need of
additional investment in computational
infrastructure [7]. This EMR application model,
which is hosted in cloud computing environment,
also enables the multi tenants’ subscription of the
EMR within a single application and database.

The interoperability and integration is the
essential things in EMR implementation [3]. In
order to achieve the data interoperability, EMR
system requires communication standards [8]. The
design uses HL7 standard for messaging in the form
of web services which act as an interface that
interact with the available access types. Direct call
to web services is a type of access that can be used
by the organizations that already have some
applications related to the medical record and need
to integrate those systems to the cloud based EMR
and do not want to replace it. Access through the
provided web application can be used by some
organizations that do not have medical record



Recent Researches in E-Activities

application. The new EMR also can be accessed
through mobile application that targets the doctors
and patients, so they can use the application anytime
and anywhere using their mobile devices.

3.1 Standard Code and Data Exchange

International Classification of Diseases, 10"
revision (ICD-10) and ICD-10-CM are chosen to be
the standard codification in the EMR system. The
Ministry of Health Republic of Indonesia is already
using this standard to comply with WHO
regulations about the health care reporting systems.
To keep the new design comply with the WHO
standard, the design should continue using the ICD-
10 and ICD-10-CM. Besides, the ICD-10 and ICD-
10-CM have already been used in all hospitals in
Indonesia based on the Ministry of Health Republic
of Indonesia’s regulation about medical record
reporting.

The use of ICD in various health care
institutions provides the similar basic schemes that
allowing these data to be used in similar way [9]. In
some ICD research, it shows that the use of ICD
codes when combined with other health care data
can accurately identify patients’ health diagnoses
[10,11,12].

For the data exchange between the entities
involved in this new design of EMR, this study
proposed the wuse of Health Level Seven
International (HL7) which is widely being adopted
by health care institutions in several nation-wide
EMR implementations [13]. HL7 creates standards
for the exchange, management, and integration of
health care information system which enable
interoperability of messages and documents in
standardized way which also bring efficient
communication among different users that assist in
sharing health care information which makes the
integration feasible [14]. Through the HL7 web
services layer, each entity performs data exchange
using HL7 message format (Figure 3).
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Figure 3 — HL7 Web Services
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Service-Oriented Strategy

The proposed design is to enable the use of
EMR by the hospitals which do not have an EMR
application or by the hospitals which already have
an EMR application or by other institutions that
need the EMR data. Service based application is
useful to establish collaborative, coordinated health
care services, among health care institutions [15].
Based on this requirement, the EMR provides a
service layer that is made available in the cloud for
the authenticated user. There is an HL7 web services
layer that can be consumed directly by the
organizations’ existing application or be consumed
by the provided web or mobile applications (Figure
2).

3.2 Data Architecture Strategy

The new EMR application is available in form
of Software as a Service, which must enable the
multi-tenant application type [16]. There are many
health care organizations using this application
including  hospitals,  pharmacies, insurance
companies, and many others that have some
concerns with the EMR Data.

This study preferred the shared database and
shared schema for the data design to be used in the
EMR. In this data design, all tenants’ data will be
stored in one single database and the same set of
tables (Figure 4). This approach can guarentee that
every tenant uses the same application, same data
model, same features, and receive any updates or
patches at the same time.
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Figure 4 — Shared Database, Shared Schema
Approach for EMR Database Design

3.3 E-Cloud Patient Registry

When a patient comes to a hospital or clinic, the
registration center will query the patient data in the
cloud. When they found it, the data will be
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downloaded and updated with the new data from the
most recent visit to the hospital or clinic, otherwise
it will create a new patient data (Figure 5). The
registration center is limited to viewing or updating
the patient’s general data only, such as: id number,
name, and birthdate. These general data are
provided for identity validation.

By using a centralized cloud based EMR, all
historical patients’ medical data can be stored in one
place and shared among hospitals or clinics. Even
though patients are moving from one hospital to
another, their data is still being tracked and updated.
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Figure 5 — E-Cloud Patient Registry Process

3.4 E-Cloud Outpatient Order
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Figure 6 — E-Cloud Outpatient Order Process

Soon after the registration center finished their
task, they need to send these data to the associated
doctor’s tasks queue. The doctor can view the
historical patient’s medical data, but prohibited to
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change it. After the doctor performed diagnosis to
the patient, the doctor must create new medical
record entry based on the diagnosis (Figure 6).
When the doctor decides to give the patient some
medicine, the doctor is also required to create an
electronic prescription entry which also located in
the cloud computing. This electronic prescription
will be available to all pharmacy outlets which use
the system.

3.5 E-Cloud Prescription

After the patient finished the medical check,
they need to buy the prescribed medicine, if any.
The patient just need to mention their prescription
number as it is unique in the prescription database.
Otherwise, they can provide their id number to the
pharmacist, and the pharmacist can query the
prescription list that belongs to the patient with the
status active or closed in recent order. Next step is
the pharmacist and the patient need to decide the
valid and active prescription. After they decide the
correct prescription, the pharmacist can download
the detail of prescription and ask to the patient
whether they will order it in full or partial. In partial
order, the pharmacist just needs to update the
number of items listed in the prescription and it
remains in active status, so that the patient can order
the remaining items in the prescription. For the full
order, it can set the prescription status into inactive
or closed, so that the patient cannot order it again

(Figure 7).
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Figure 7 — E-Cloud Prescription Process
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3.6 E-Cloud Underwriting

Insurance company can take advantage from
cloud-based EMR, as they can easily retrieve their
client medical data for review. When their clients
register for insurance package, the insurance
underwriter can review their clients’ medical data
which is stored in the cloud computing. If they
cannot found the data, they can create it in the cloud
EMR as a patient data and fill only the general data.
They are prohibited to modify the patient’s medical
data. After that, they can perform the risk analysis to
decide whether the client’s insurance application is
approved or rejected (Figure 8).
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Figure 8 — E-Cloud Underwriting Process

3.7 E-Cloud Reporting
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Figure 9 — E-Cloud Reporting Process
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By enabling the model sharing, querying and
accessing data can be simplified and performance
optimized [15]. Now the Ministry of Health or
pharmaceutical companies can easily retrieve their
report requirement to fulfill their needs. The
Ministry of Health can get access to the medical
data generated by the E-Cloud Outpatient Order,
while the pharmacy companies can get access to the
prescription data in the E-Cloud Prescription (Figure
9).

4 Conclusion

From the given solution in the previous section,
it can be concluded that the use of cloud computing
in the EMR design using common international
health care standard enables integration among
many types of health care organizations whether
they already have application or want to develop a
new one. It also reducing complex business
processes by automating the manual processes.
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