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Abstract: A new multiple biometrics based encryption technique using digital holographic security system has
been proposed. In this method, a face image of an enrolled person can be spatially multiplexed by a phase
mask. This phase mask has been generated by the fingerprint of the enrolled person. In order to overcome the
problem of rotation and scaling of the fingerprint, the log polar transform of the fingerprint has been used. In
the previous techniques based on the double random phase encoding two random phase masks have been used.
In our technique, along with one random phase mask, the phase mask generated by the fingerprint has been
used instead of the second random phase mask. This method has advantage over other digital holographic
security system due to its capability of authentication by using the fingerprint of the enrolled person. A
threshold value of the correlation of the training fingerprints is sent to the receiver to verify the presence of the
enrolled person’s fingerprint. Matlab simulation of the technique has been carried out to validate the proposed
technique. The correlation of the log polar of the enrolled fingerprint with the log polar of the target and anti-
target fingerprints has been used to authenticate the transmitted original face image at the receiver side.
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1 Introduction double-random phase encoding encryption system
Security of data is a major concern in modern with Fh.e digital holographic system.[4]. Although,
society, especially given the utilisation of digital the d1g1t2}1 holography based techniques e;nhances
techniques in the creation, editing and distribution of the security of'the system b_Ut t.hese techniques do
sensitive data [1]. The wide usage of images for ~ Nothave an option of authentication.

many industrial or commercial purposes increases ) Authentication can be added In a system by
the interest in the security of images. In real-time using biometric of the user. So, the biometric based
applications, optics is very useful because of the  technologies are gaining more attraction because of
distinct advantage of processing two dimensional secure authentication [9-14]. A biometric is c.ietjlned
complex data in parallel and carry out time costly as a unique, megsurable, blol(?g?cal charac'ter'lstlc or
operations at great speeds. Various optical methods trait for automatically recognizing or verifying the
have been proposed to secure the images [2-8]. identity of a.huma}n beipg. Some of the most
Javidi er. al. proposed the double random phase common physical biometric patterns analyzed for
encoding method in which two random phase masks security purposes are the flngerpr.mt, hapd, eye, fape,
have been used at the input and the Fourier plane ~ and voice [9]. A new method, biometric encryption
[2]. In recent years, digital holography has been has been propqsed mn Whl_Ch a PI.N ora crypt(?graphlc
introduced in the security system to digitize the key securely blpds to a biometric, so that neither the
whole encryption systems. Digital holographic key nor the biometric can be retrieved frorp the
system is devoid of chemical or physical developing stored terpplate: The 'key 18 re-crjcated only if the
of the holographic plates needed after exposure [4- ~ correct live biometric sample is presented on
8]. Digital holographic systems can be described as yerlflcanon UQ]' Recently, some new'technlques for
an opto-electronic system, in which a hologram is image encryption based on biometrics .have _beep
recorded optically by multiplexing the encrypted proposed [11-14]. In all these methods, biometrics is
image with the reference wave by using a CCD used to authenticate the images. thical securiFy
camera. This hologram is stored in the computer ~ System based on the biometrics using holographic
memory and reconstructed digitally. Javidi er. al. storage technique with a simple data format has also
proposed a security system that combines the been proposed [12]. Kim et al. proposed a digital
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holographic security system that combines the
digital holographic memory with electrical
biometrics [13]. The digital input data including a
document, a picture of face, and a fingerprint are
spatially multiplexed by random phase mask used as
a decryption key.

In this paper, a new technique has been
proposed in which the principle of digital
holography has been combined with the biometrics
of the user. In this method, a face image of the
enrolled person has been encrypted by using
fingerprint of the same person using digital
holography. In the encryption process, a biometric
template (BT) is generated by the log polar
transform of the fingerprint of the enrolled person.
The face image of the enrolled person has been
spatially multiplexed with the phase mask generated
by the BT. To make the phase mask random, jigsaw
transform has been performed on the BT [15]. In the
decryption process, the input face image can be
extracted from the hologram using the encryption
key.

2 Principle

Biometrics of the enrolled person is used to encrypt
another biometric of the same enrolled person. The
principle of digital holography has been used to
encrypt the input face image of the enrolled person.
The schematic diagram of the encryption process of
the proposed technique is shown in Fig. 1. This
technique consists of two steps. First, E|- generation
of the phase mask and second E,- recording of the
hologram. In the first step, a phase mask has been
generated by using the fingerprint of the enrolled
person. This is explained in detail in section 2.1. An
interference of the input image with the phase mask
generated by E; step has been obtained, which is
explained in detail in section 2.2.

2.1. Generation of the phase mask by using
the fingerprint of the enrolled person

As shown in the E, stage of Fig. 1, for generation of
the phase mask, a fingerprint of size 256X256 has
been captured by using a CCD camera. The centre
portion of the fingerprint has more precise
appearance than the outer part of the fingerprint.
Rotation and scaling is also less dominant in the
centre of the fingerprint. So the centre portion of the
fingerprint has then been cropped. The problem of
rotation and scaling is still associated with the
fingerprint. These problems can be reduced by using
the fingerprint in log polar domain. So the
fingerprint in log polar domain has been used to
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generate the phase mask.

2.1.1 Log Polar Transform

The log-polar transform is a space-invariant image
representation which is used to eliminate the effects
of scale and rotation in an image. The log-polar
transformation is a mapping of an image from the
cartesian plane (x,y) to the log-polar plane (log p,0) [
14]. The fingerprint in the log polar domain is called
the biometric template (BT). The phase mask is then
generated by phase encoding of the obtained BT. As
shown in E; stage of Fig. 1 the obtained BT has
symmetry due to the symmetry in the fingerprint. It
can not provide the randomness in the obtained
phase mask. The phase mask has been randomized
by performing the Jigsaw transform (JT) of the
Biometric template. The JT also has an additional
property of eliminating the sharp discontinuity of the
edges because of scrambling of high-frequency with
lower frequencies.

2.1.2 Jigsaw Transform

The JT is an invertible, unitary and energy
conserving transform. The JT (J{}), is defined as
juxtaposes of different section of an image [15]
according to some permutation. Therefore, no sharp
discontinuities will occur due to the juxtaposition
process. In this case, the image is divided into 64x64
blocks of size 4x4 pixels. These blocks are then
repositioned relative to each other according to some
permutations. A JT is represented by any particular
index b, as J,{} and its inverse is J,{} where ‘b’ is
some permutation. This permutation also acts as an
additional key for the system.

This jigsaw transformed BT has been phase
encoded. This phase mask then acts as a random
phase mask.

F(log p,8) — LogPolar(F(x,y)) (1)
J{F(log p,8)} = jigsaw(F (log p,6)) @)
P(log p,0) = expliz/{F (log p,0)}] 3)

where F(x,y), F(logp,0)and P(logp,0) are the
fingerprint in the cartesian domain, log polar domain
or BT and phase mask respectively. P(log p,0) is
the key for the encryption process.

2.2 Encryption of the input face image by
using digital holography

In stage E, of the Fig. 1, a hologram is obtained
digitally. In this stage a hologram is obtained by
multiplexing the input face image with the phase
mask. Let (x, y) denote the space coordinates, and (u,
v) the coordinates in the Fourier domain. I(x, y) is a
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real valued original face image to be encrypted. A
random phase mask R(x,y)=exp(i2m(x))is
generated by using rand generator in Matlab
platform where n(x) is a white sequence uniformly
distributed in [0, I]. The input face image is
multiplied by the random phase mask (RPM) R(x, y)
and then Fourier transformed. RPM has been
generated by the rand generator in Matlab platform.
A(u,v)=FFT{I(x,y)XR(x,y)} 4)
An interference pattern is obtained by multiplexing
of A(u,v) with P(log p,0) as shown in Fig. 1. The
intensity of the digital hologram created by
interfering two waves A(u,v) and P(log(p,0) is given
as:

H =|A(u,v)+ P(log p,8)|’ 5)
H =|Au,v)|" +|P(log p,0)|" + ©
A(u,v)P(log p,6)" + A(u,v)" P(log p,6)

H =[(Iu,v)® Ru,v))|" +|P(log p,0)" +
{I(u,v) ® R(u,v)}P(log p.0)" + (N

{I(u,v)® R(u,v)}* P(log p,6)
where H is the obtained encrypted hologram. I(u ,v)
and R(u, v) are the input face image and RPM in the
frequency domain. The BT, the random phase mask
and the permutation of the JT are the keys for the
technique. These keys have to be transmitted along
with the encrypted hologram to the receiver side.

In the decryption process in order to extract
the input face image from the encryption hologram,
the DC terms are first removed which are the power
spectrum of the object beam and the phase mask.
The holographic data obtained after removing the
DC terms are as follows:

H’ = {I(u,v)® R(u,v)}P(log p,0)" +
{I(u,v) ® R(u,v)}" P(log p,O)

By using the received BT and the permutation of the
JT, the same phase mask P(logp,0) has been

generated in the decryption process by using Eqn 3.

8)

Log Polar
transform
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The first term has been extracted from the obtained
holographic data and then multiplied by the phase
mask. An inverse Fourier transform has been
performed on this term to recover the original
function as given below:

{I(u,v) ® R(u,v)}P(log p,0)"} x P(log p, 0)

IFT{I(u,v) ® R(u,v)} ={(I(x, )X R(x,y)} (9)
where ‘IFT’ denotes the inverse Fourier transform.
The result has been multiplied by the conjugate of

the RPM to reject the effect of the introduction of
the RPM in the input plane which is given as:

(I(x, )X R(x, )IXR(x, y)" =1(x,y) (10)
The fingerprint can be reconstructed from the
inverse log polar transform of the obtained BT as
given below:

F(x,y) = InverseLogPolar(F (log p,8))  (11)

The simulations results have been incorporated to
validate the proposed technique.

3 Simulation results

A computer simulation has been carried out on the
Matlab platform in order to support the proposed
idea of digital holography using biometrics. The
simulation results are given in Fig. 2. The face
image of the enrolled person of size 100x100 has
been captured and is shown in Fig. 2a. A RPM of
size 100x100 is generated by using rand generator in
Matlab platform. The RPM, generated by the
random numbers is shown in Fig. 2b. Another
biometric image is the fingerprint image of right side
loop of size256x256. This is shown in Fig. 2c.
The zero padded fingerprint has been transformed
into the log polar domain and is called BT. This is
shown in Fig. 2d. The BT has then been jigsaw
transformed. JT is performed by dividing the BT
into 64x64 blocks of pixel size 4x4. This is shown
in Fig. 2e. The phase encoding of the jigsawed BT
has been done to generate the phase mask. The
generated phase mask is shown in Fig. 2f.

.........................
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The Fourier spectrum of the input face image
multiplied by RPM has been taken. This Fourier
spectrum has been multiplexed by the generated
phase mask. The obtained encrypted hologram is
shown in Fig. 2g. The BT and the permutation of the
JT are the keys for the technique. These keys have to
be transmitted along with the encrypted hologram to
the receiver side. In the decryption process the
encrypted hologram has been reconstructed
numerically.  First, the phase mask has been
generated by the obtained BT. The encrypted
hologram has been multiplied by the conjugate of
the phase mask. The obtained data has been inverse
Fourier transformed and multiplied by the conjugate
of the RPM to reconstruct the original face image.
The reconstructed document is shown in Fig. 2h.

To evaluate the reliability of this algorithm
the mean square error (MSE) has been calculated.
The MSE can be defined as:

Y S (1, - 1,G )

i=1 j=1

MSE = o
NXN (12)
where I;(i, j) and I5(I ,j) are pixel values at location
(i, j) for the input image and the output images
respectively. The NxN represents the total number
of pixels of the image. The MSE between the input
face image and the encrypted hologram and the
MSE between the input face image and the
reconstructed document image has been calculated
and which are 2.9186e+003 and 0.0802 respectively.

Fig.2: Results of computer simulation: (a) Original
face image, (b) RPM, (c) fingerprint of the enrolled
person, (d) log polar plot of the fingerprint, (e)
jigsaw transformed log polar fingerprint image, (f)
phase mask generated by the fingerprint, (g)
encrypted hologram, (h) Reconstructed document.

4 Authentication of the Original

Document

In the proposed technique, a face image of the
enrolled person has been encrypted digitally by
using the fingerprint of the same person. A detailed
study has been done to authenticate the
transmittance of the right encrypted face image of
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the enrolled person. So the correlation of the target
fingerprint with the rotated and scaled version of the
target and anti-target fingerprint has been calculated.
These correlation values have also been sent to the
receiver along with the encrypted image and the BT.
At the verification side, after the retrieval of the face
image correlation of the BT with the live fingerprint
has been calculated. The higher correlation value
will assure the transmittance of the right encrypted
image or presence of the right fingerprint of the
enrolled person in the verification. A lower value of
correlation will result only if the encrypted image
and BT is exchanged or if the right database of the
enrolled person is not present on verification

Fig. 3 A set of rotated and scaled version of the
target fingerprint

For this purpose a dataset of rotated and
scaled version of the target fingerprint has been
obtained by rotating and scaling of the BT
respectively. This dataset is shown in Fig. 3.
Similarly, a set of anti target fingerprints has been
captured and zero padded as explained in section 3.
Then the log polar transform has been performed.
Some of the anti target fingerprints and their images
in log polar domain are shown in Fig.4. The
correlation of BT with the log polar of the target
fingerprints and the correlation of BT with the log
polar of the anti target fingerprints are shown in Fig.
S5a. The correlation of BT with the log polar of
rotated version of the target fingerprint and the
correlation of BT with the log polar of the rotated
version of the anti target fingerprint are shown in
Fig. 5b. The correlation of BT with the log polar of
the scaled version of the target fingerprint and the
correlation of BT with the log polar of the scaled
version of the anti target fingerprint are shown in
Fig. 5c. A threshold value has been calculated by
taking the mean of the minimum value of the
correlation of the BT with the target fingerprint and
the maximum value of the correlation of the BT with
the anti target fingerprint. The obtained threshold
values are sent to the receiver side. After the
retrieval of the input face image by decrypting the
encrypted hologram at the receiver side, the
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retrieved document can be verified.

) In order to verify the original data, the BT is
correlated with the live fingerprint of the enrolled
person. If the correlation value is higher than the
threshold value, the presence of the right face image
of the enrolled person is authenticated. A lower
correlation value indicates the presence of an
unauthorized person.

Fig.5a: Correlation of the BT with the log polar of
the target fingerprint and log polar of the anti target
fingerprint.
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Fig.5b: Correlation of the BT with the log polar of
the rotated target fingerprint and log polar of the
rotated anti target fingerprint.
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5 Conclusion

A new biometric based encryption technique using
the principle of digital holographic security system
has been proposed. In this method, a biometric of an
enrolled person has been secured by using another
biometrics of the enrolled person. The face image of
the enrolled person can be spatially multiplexed by a
phase mask. This phase mask has been generated by
the fingerprint of the enrolled person. The use of the
fingerprint is highly restricted by the rotation and
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scaling of the fingerprint. In order to overcome the
problem of rotation and scaling of the fingerprint the
log polar transform of the fingerprint has been used.
The use of the phase mask generated by the
fingerprint of the enrolled person authenticates the
presence of the right input face image. The phase
mask generated by the fingerprint has less
randomness due to the symmetry of the fingerprint.
To randomize the phase mask the jigsaw transform
has been performed on the fingerprint in the log
polar domain. Along with the randomization of the
fingerprint image the Jigsaw transform provides
permutation as an additional key to the system. This
method has advantage over other digital holographic
security system due to its capability of
authentication on the verification as the biometric
template (BT) has also been sent along with the
hologram. The correlation of the BT with the log
polar of the target and the log polar of the anti target
fingerprints has been calculated. The threshold value
of the correlation of the training fingerprint is sent to
the receiver side to verify the presence of the
enrolled person’s fingerprint. Matlab simulation of
the technique has been done to validate the proposed
technique.
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Fig.5c: Correlation of the BT with the log polar of
the scaled target fingerprint and log polar of the
scaled anti target fingerprint.
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