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Abstract: - Biometric signatures, or biometrics, are used to identify individuals by measuring certain unique physical
and behavioral characteristics. Individuals must be identified to allow or prohibit access to secure areas—or to enable
them to use personal digital devices such as, computer, personal digital assistant (PDA), or mobile phone. Virtually all
biometric methods are implemented using the following 1) sensor, to acquire raw biometric data from an individual,
2) feature extraction, to process the acquired data to develop a feature-set that represents the biometric trait; 3) pattern
matching, to compare the extracted feature-set against stored templates residing in a database; and 4) decision-
making, whereby a user’s claimed identity is authenticated or rejected. In this paper, a compact system that consists of
a CMOS fingerprint sensor (FPC1011F1) is used with the FPC2020 power efficient fingerprint processor ; which
acts as a biometric sub-system with a direct interface to the sensor as well as to an external flash memory for storing
finger print templates. Distinct Area Detection (DAD) algorithm; which is a feature based algorithm is used by the
fingerprint processor, which offer improvements in performance. Vein authentication is another recent advancement in
biometrics. Vein biometrics is discussed and comparison with other biometrics is revealed.

Key-Words: - Access control, Vein biometrics, Fingerprint processor, Fingerprint authentication, Biometrics, Vein
authintication.

1 Introduction
Biometrics technology is based on identification of
individuals by a physical or behavioural characteristic.

Examples of recognition of physical characteristics are: Table 1: Biometrics Parameters explained
fingerprints, iris, face or even hand geometry. _ _
Behavioural characteristic can be the voice, signature or 1 Universality | each person should have
other keystroke dynamics. What make fingerprints the characteristic.
idealistic for personal digital identification is the fact 2 Uniqueness is how well the biometric
that the fingerprint pattern is composed of ridges and separates
valleys that form a unique combination of individuals from another.
distinguishing features of each finger (as shown in Fig.1 3 Permanence measures how well a
; also, fingerprint characteristics do not vary in time [1]. biometric resists
A comparison of popular biometrics are shown in aging and other variance
Tables 1 and 2. From the comparison, it’s clear t0 see over time.
why fingerprint and Vein authentication biometrics are 4 Collectability | ease of acquisition for
attractive alternatives in comparison to other measurement
biometrics. 5 Performance accuracy, speed, and
robustness of
technology used.
6 Acceptability | degree of approval of a
technology.
7 Circumvention | ease of use of a substitute.
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Table 2: Comparison of biometric
technologies [4,6]

Biometrics Parameters

Biometrics 1 2 3 4 5 6 7

Face high | low | med | high | low | high | low

Fingerprint med | high | high | med | high | med | high

Hand med | med | med | high | med | med | med
Geometry

Iris high | high | high | med | high | low | high
Signature low | low | low | high | low | high | low

Voice Print med | low | low | med | low | high | low
F. high | high | low | high | med | high | high
Thermogram
Retinal Scan | high | high | med | low | high | low | high

Vein high | med | med | med | high | med | low

2 The FPC2020 Fingerprint processor

The FPC2020 is a small, fast and power efficient ASIC
that acts as a biometric sub-system with a direct
interface to the FPC1011C sensor as well as to an
external FLASH memory for storing templates. Thanks
to its small size and low power consumption it fits as
well in door locks, card readers and safes as in smaller
portable and battery powered devices without losing
identification speed or performance. FPC2020 can
easily be integrated into virtually any application and be
controlled by a host sending basic commands for
enrolment and verification via the serial interface. In a
standalone configuration, the processor is not connected
to a host, in this case; the application program is pre
stored in the FLASH memory connected to the
processor. At start-up of FPC2020, a boot sequence
(located in ROM) is executed, which downloads the
main application code located in the attached FLASH
memory. If no errors are encountered during this
download process, the boot sequence terminates and
leaves control to the main application[2]. The FPC2020
processor has over 80 instructions. The instruction set is
divided into (7) groups [2]:

Biometrics commands

Image transfer commands
Template Handling Commands
Algorithm setting Commands
Firmware Commands
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6. Communication Commands
7. Other supplementary commands
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Fig. 1. Biometric sub-system based on the FPC2020
processor and the FPC1011 [2].

2.1 Distinct Area Detection (DAD) Built-in
algorithm

The FPC2020 (FPC) processor uses a patented Distinct
Area Detection (DAD) algorithm; which is a feature
based algorithm, looking for features that are unique in
its surroundings. It locates distinct areas in and takes
full advantages of the three-dimensional full greyscale
fingerprint image derived from the FPC1011F1
fingerprint sensor, compared to a simple two-
dimensional black and white image. This is shown in
Fig.2, as a comparison with the 2D Minutia based
algorithm [3,5].
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Fig. 2: 2D Minutia Vs 3D DAD
Algorithms[8].

In a minutia based algorithms template-to-template
authentication is used. After the fingerprint is enrolled,
a tamplet-1 is created, then for verification another
template-2 is created; then the two templates are
compared for matching. The FPC’s DAD-algorithm use
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Fingerprint-to-template matching. In this scheme; the
fingerprint is enrolled in a template. For verification the
extracted features of the fingerprint is compared
immediately with the saved template; as shown in Fig.3
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Fig. 3: The Minutia Algorithm Vs DAD-algorithm [8].

3  Finger Vein Biometric Technology
Introduction

In visible light, the vein structure on the back of the
hand is not easily discernible. The visibility of the vein
structure varies significantly depending on factors such
as age, levels of subcutaneous fat, ambient temperature
and humidity, physical activity, and hand position. In
addition a multitude of other factors including surface
features such as moles, warts, scars, pigmentation and
hair can also obscure the image. Fortunately, the use of
thermo graphic imaging in the near IR spectrum exhibit
marked and improved contrast between the
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subcutaneous blood vessels and surrounding skin, and
eliminates many of the unwanted surface features [10].

Based on the patterns of veins in one’s finger or hand,
vascular pattern recognition (VPR) provides the ease of
use with accuracy, smaller readers and contactless use.
Finger vein system scans the veins one’s fingers and
then match the vein patterns of their respective pre-
saved templates.

A set of LEDs (light emitting diodes) generates near
infrared light that penetrates the body Tissue. An image
of the veins pattern is revealed as the near infrared light
is reflected in the haemoglobin in the blood. A CCD
(charge coupled device) camera uses a small,
rectangular piece of silicon to receive incoming light.
The CCD captures the image of the vein pattern through
this reflected light. The Image is processed through an
algorithm to constructs a finger vein pattern from the
camera image. This pattern is then digitized and saved
as a template for biometric authentication, as shown in
Fig. 4 [9]. Finger vein FV systems have some very
powerful advantages [7]:

1. There is no property of latency. The vein
patterns in fingers stay where they belong, and
where no one can see them — in the fingers. This
is a huge privacy consideration.

2. Vascular sensors are both durable and usable.
The sensors are looking below the skin; and they
simply don’t have issues with finger cuts,
moisture or dirt.

3. Finger vein systems demonstrate very high
accuracy rates, currently higher than fingerprint
imaging, and they are very difficult to spoof;
however, the relative accuracy of the two
technologies could change over time since
fingerprint  technology has been making
significant improvements.

4. The finger vein systems are near contactless.
What that means is that only the very top of the
finger makes contact; and that is just to align the
finger for consistent imaging. The middle part of
the finger (the middle phalanx) from where the
CCD camera captures its image has no surface
contact with anything.

5. Finger vein systems are extremely easy to use
as they are fairly intuitive and require very little
training on the part of the user.
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Fig.4: Feature extraction of finger-vein patterns [10]

4 Conclusions

To reduce the size of a fingerprint biometric system, a
CMOS sensor-chip is used. The FPC1011F1 fingerprint
sensor Package connected to the FPC2020 fingerprint
processor; which acts as a biometric sub-system with a
direct interface to the sensor as well as to an external
flash memory for storing templates. The small size and
low power consumption enables this integrated device
to fit in card readers and in smaller portable and battery
powered devices without losing identification speed or
performance. Hence; the proposed system will save
time since it has one matching operation to perform,
and will save cost since no external fingerprint readers
are needed. Although the FPC1011F1 fingerprint sensor
is designed especially for the FPC2020 dedicated
fingerprint processor; (which means tha no additional
interfacing circuit is needed ); our further work will
include interfacing the FPC2020 dedicated fingerprint
processor with other sensors[5], and comparing cost,
interface, size, performance, and ergonomics of the
design.

Vein identification is another promising biometrics.
Advantages of vein biometric was revealed in this
paper, yet; many factors could affect the quality of the
veins image such as the amount of blood flow in the
veins .Image processing techniques are essential in
enhancing the vein image in preparation for digitization
and preparation of the templates. Different image
processing and enhancement algorithms will be applied
to the row vein images under different condition, to
compare performance and reliability of authentication
in our future work.
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