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Abstract: - This paper deals with impact of security on bandwith requirements of IP telephony. There are presented

results of the analyzing of voice over secure communication links based on TLS and IPsec, especially on open-so
solutions OpenVPN and OpenSwan. The paper explains how the implemented security mechanisms can affect

flows. The presented results are based on numerous experiments which have been performed in a real IP networ
ability to determine the bandwith requirements of RTP flows is important for the proper design of Volf
communication.
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1 Introduction 2 TLSand | Psec mechanisms
The speech quality in IP environment is affected byTLS ensures a secured connection which is encrypted
many parameters, if we wanted to determine the networland decrypted with the keys negotiated during a phase of
influence we would mention mainly the delay and the keys exchange. The key exchange and authentication
packet loss. The latter is caused by an insufficient abilityalgorithms are typically public key algorithms but
of network to provide the required bandwith and the subsequent data exchange is usually done by symmetric
impact of packet loss is considerable because the speedliphers because of considerably faster processing. Of
quality is very sensitive to this issue. Packet loss iscourse, symmetric encryption is more suitable for IP
identified as the degradation most typical of VolIP. It is telephony and this paper deals only with this type of
the reason why there is necessary to evaluate the abilitgiphers [3]. TLS involves three main phases such as
of IP network to provide the voice services in negotiation of supported algorithms, keys exchange and
appropriate quality. Virtual Private Network (VPN) is a authentication and in the end symmetric encryption of
technology to construct a private network over public transmitted data. IPsec is in fact a collection of standards
networks. OpenVPN [1] and OpenSwan are the mosthat all deal with using cryptography to ensure
popular software-based VPN products and have highauthenticity and in almost all cases to also guarantee
flexibility. The usability of OpenVPN or OpenSwan is confidentiality of the content of the IP packets.
high because offers an open-source, cost-effective anduthentication Header (AH) is the first protocol of IPsec
widely testet solution, not requiring expert knowledge. suite that only provides authentication and does not
Software VPN products are popular, because they donéncrypt the payload. Encapsulated Security Payload
need any appliance and provides such solution which i§ESP) is the second protocol its task is not only to
based on matured protocols. On the other side the usinguthenticate the packet, like AH, but also to add a
of VPN increases an overhead which is affected bysecurity policy to the packet, and optionally encrypt it.
encryption and this overhead can influence overallOriginally ESP provided no authentication, there was
speech quality [2]. This paper contains a description ofnecessary to build an IP packet in ESP in AH to achieve
TLS and IPsec and their possibilities regarding aintegrity and privacy. ESP now provides for
configuration, than there is explained a core of the TLSauthentication as well, in a very similar form to AH.
matter which is the splitting of a RTP packet to equally
divided blocks. 2.1 OpenSwan

Openswan is an implementation of IPsec for Linux and

can be considered an IPsec solution for all Linux
This work was supported by CESNET, z.s.p.o. in a frameworkdistributions. IPsec is a peer-to-peer protocol. Not all
of its research plan MSM6383917201 financed by MSMT CR. |psec peers are either clearly the client or the server.
This paper includes the result achieved by author in aresearcpay could even be considered a client for one tunnel,
gﬁ%ﬁme’\:&:ﬂrgz&m ct;inrsl?t;zsrggimg’;nd collaborative and a server for another. For these reasons, the concepts

' = of left and right are used At first the IPsec public keys
have to be generated and subsequently are used as &

ISSN: 1790-5109 217 ISBN: 978-960-474-099-4



Proceedings of the 13th WSEAS International Conference on COMPUTERS

leftrsasigkey and rightrsasigkey in the configuration file key client.key

letclipsec.conf. rport 4096

verb 4
conn example ping 10
left=158.196.81.116
right=158.196.81.103 The most important information in configuration files is
auth=ah the type of cipher alghoritm because it affects the
auto=route number of blocks and overhead as is shown in fig. 1.
leftrsasigkey=
rightrsasigkey=

IPsec requires a key exchange of a secret this is mostl [V |=(+)
done automatically by so called IKE daemons pluto. We
can verify that pluto is running, for this purpose we use a
direcive psec verify and eventually start up by direcijpygec
pluto.

2.2 OpenVPN

The endpoints establishing VPN tunnel in OpenVPN are

declared one as server and the other as client. Befor

establishing the VPN, the client first reaches the serve =2 N-1 N
on a specific port, whereas the server doesn't need t.. [ block | block |~ [ block | biock |

reach the client. Configuration files are located in Fig- 1. The number of block affected by CBC mode..
directory /etc/openvpn as server.conf or client.conf. The

tunnel can be established on UDP or TC P, unfortunately

TCP protocol is more widespread although UDP is more3 Bandwith requirements

effective because of real-time applications. The partrhe hasic steps of speech processing on a transmission
regarding a configuration of TLS is listed below. The sjge are encoding and packetizing [6], [7]. RTP packets
first Certificat Authority must be configured to sign are sent in dedicated times and a difference between

certificates consequently is possible to generate keyghem depends on timing [8]. This process of packetizing
which are used on user and client sides. The first testbeds gijven by the following basic equation:

where the infulence of OpenVPN on speech quality was )

observed, had been prepared between University of At=—2- (1)
Ostrava and University of Milan through theoadband Cer

research network Géant2. where At[s] is timing in secondsP, [b] is a payload

size andC, [kbps] represents a codec rate. The timing

can be derived from content of RTP packet as a

proto udp . ) . .
keepalive 10 60 dev tun persist-key persist-tun ifconfig-?é??_;?g?falo\tamg o?‘oatlzzfr:gll\i/r?g tflrrggjtaanrzssi;s geEHr;Iatlon

nowarn ca ca.cert cert ser.cert key server.key dh dh.pem
server 10.0.0.0 255.255.255.0 _ ,

client-to-client Az imestamp,y, — timestamp @)
status openvpn-status.log sampling_frequency

verb 0

*Server.conf

There is necessary to express a size of packet at
The configuration of server side is mentioned above, theypplication layer which might be defined by the

client side configuration is following: following formula:
S, = + PR
*Client.conf AL HRTP S . (.3)
remote 159.149.153.68 whereS, [b] is the expected size that consists of RTP
dev tun headerH,.,, [b] and payload sizeb, [b]. Equation (4)
client 10.0.0.0 255.255.255.0 determines a size of fran® [b] at link layer.
tls-client 3
ca ca.cert S =S.+> H (4)
cert cli.cert 1=
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S. [b] includes a packet at application layer and the sunOpenVPN adds supplementary overhead that is included

of lower located headers of OSI model whete [p] N C,. The value has been achieved by performed
is media access |ayer heade.r2 [b] internet |ayer eXperimentS. We can claim that this Constmgll: 83
header and—|3 [b] is transport |ayer header. byteS in case of block size 128 bits am;= 75 byteS in
case of block size 64 bits.
(X 10000)
0 4 Conclusion
£ Formulas stated in the previous chapter have been
£ proven by experiments.
z
E Table 1 The required bandwith of one call, valid for AES
— cipher with CBC.
80 120 200 249 ©
Payload size (8) # of calls R_TP RTP  |RTP encapsulated
. . . . codec fiming| payload - encapsulated in Open VPN
Figure 1. Bandwith as a function of payload size and [ms] | [B] | Ethernet A— .
concurrent calls. [kbps]
Figure 1 illustrates the relation between bandwith,| ™' | * | ' 20 e 1oess
payload size and number of concurrent calls. G729 10 10 60.8 12 2088
M G729 20 20 344 ] 836
BWM :Z% (5) G.7231/63 30 24 24 41.07 50,68
i=1
Total bandwithBW,, [kbps], which is required in case of | G72:1/63 | 60 48 152 23,73 23,03
M concurrent calls, we express in relation (5) and if we| ¢.221.55 | 30 20 2293 " 504
apply the relations (1), (2) and (4) to the relation (5) so
we obtain the following result (6). G360 1413 2267 228
3
Herpt 2 H; i i
BW. . =M [T M1+ =L (6) The formulas presented in this paper help us to
M R Ps understand how secure environment can affect the

bandwidth of calls. The contribution of this paper is the

presented method of bandwidth calculation. The results
We have to realize that TLS is located between twoobtained were confirmed in a testbed. The bandwidth of
layers of OSI model, between application and transpor@ny particular call is affected by the length of a cipher
layer and therefore we apphy,  instead of S, . This  block and does not depend on the key size. The results
replacement should be done in respect of explaine(‘Po”eSPO”d with the formulag stated in chapte_r 3. This
location of TLS and we define a new parametsr., paper is an extension of previous works on the impact of

size at TLS layers, ; is expressed in relation (7). security on the quality of VoIP calls [10]-[12].
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