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Abstract: - The organizations to be competitive have to provide services and delineate strategies to maintain higt
levels of profitability and efficiency to cope with changes in markets. Increasingly, organizations based their
operational services through its Information Systems (IS) and Information Technology (IT) that need to be
managed, controlled and monitored constantly. Although there are several guidelines oriented to the
management and control of certain sectors of IT like COSO, ITIL, PMBok, CMM, ISO 27001 and Six Sigma.
The COBIT — Control Objectives for Information and Technology is the framework that covers all activities
related to IT for the IT Governance. Under the applicability of the quality services certification (ISO 9001
standard) in all IT and IS services of a High Public Portuguese Educational Institution, this paper presents a cas
study of the implementation and use of COBIT for IT Governance in that Institution. With the implementation of
the framework the Institution could ensure the requirements for the quality services certification and manage anc
control efficiently there IS and IT and the results were very positive. The Institution has improved significantly
the quality of services, reduced the execution time of tasks in about 25%, monitor and control more efficiency
the technological infrastructure, reduced 30% in the number of incidents resolved and finalized by the various
informatics departments and reduced 10% in the number of reopened incidents.

Key-Words: dnformation Technology Governance, COBIT, ISO 9001.

1 Introduction the maturity of IT Governance, especially applied in

Currently, organizations move from the need to the organization to ensure the strategic objectives. In
produce high rates of profitability, by the satisfaction spite of these advantages of the various standards and
of their customers, partners or employees, and by th&rameworks, for the IT Governance the most
maintenance of high levels of competitiveness tof€cognized, publicly available framework for IT
enable them to face competition and ensure theiigovernance is COBIT — Control Objectives for
survival. The applicability of rules in order to Related Technology [6]. _ _
guarantee the quality of services in the internal andn the scope of the implementation of the Quality
external organizations become extremely important toManagement  System (to obtain the services
ensure these objectives. Moreover, with the evolutionCertification - ISO 9001 [10]) in a High Public
of Information Systems (IS) and the Information Portuguese Educational Institution, this paper
Technology (TI), increasingly organizations based itsPresents a case study for the use of COBIT to ensure
activities on these systems technologies and thes#! Oneé _hand the obje.ct'lves of the services certification
IS/IT become vital to guarantee a good performanceand to implement efficient mechanisms to control and
and efficiency to the organization. Emerges clearlymanage the IT to ensure the IT Governance. To start
the importance of managing and control systems ofthe presentation of the implementation of this study
the organization, but are also some issues to achieyW® consider necessary before submitting the case
those objectives: What guidelines we can follow for Study, make a brief presentation of the corporative
managing the Information Technology? What governance concept espgmally in the IT Governance
indicators we can specify to measure the managemeritS Well as the presentation of some standards and
of Information Technology? What tools we can use toframeworks studied for achieving this work.
measure the maturity of IT Governance?. ManyTh's document is organized as follows: first we
standards and frameworks [1] [2] [3] [4] [5] [6] have !ntroducg the IT Governance concept as ~an
been developed in recent years to manage, control thiltroduction to the need to govern the Information

IT as well as models [7] and tools [8] [9] to evaluate T€chnologies. After presenting a summary of the
rules most relevant and likely to be applied in
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Information Technology areas as well as provide a3 Standards and Frameworks to

brief comparison between these standards. In chapt :
three we present the case study of COBITe[rnanage and control the Information

implementation. Then we present the results andl €Chnology _ _ _
conclusions of the applicability of this study. In the AS we mentioned, increasingly there is a need to

last section presents the references to this studglevelop mechanisms to ensure control and
based. management of IT. This concern has been over the

years materialized through the presentation of various
. standards and frameworks [1] [2] [3] [4] [5] [6]
2 Informatlpn TeChnOIOgy Governance oriented to ensure the control and management in
The Information Technology Governance [11] gpecific sectors associated with the IS and IT. The
corresponds to a set of structures and processes t@andard ISO 9000 [10] is a family of standards that
ensure that IT support and adequately maximize thespecify the standards for the quality management
business objectives and strategies of the organizations,ys»[ems of an organization. It is an extensive set of
adding value to the services delivered, weigh the riSkSrequirements, guidelines and other documents to
and getting a return on investment in IT. The IT gypport that together can provide a set of tools with
Governance is pa_rt (_)f a Corporative Governance [12}yhich it can manage and improve the efficiency of
and covers: Principles of Governance of IT: grganizations. In spite of cover all areas of an
"Direction and Control", Accountability, Presentation organization activity including the 1S and IT field,

of Results and Actvities; Stakeholders —of this standard does not provide guidelines for the
Governance and IT Governance framework of the IT.control and management of Information Systems
This last principle can be characterized by areas oheing implemented in most cases in the IS area in
intervention: Strategic Alignment, Value Delivery, particular delivery of services to customers and
Risk Management, Human Resource Managementemployees of an organization.
and Performance ~Monitoring.  The corporate The |TIL (Information Technology Infrastructure
governance is generally characterized by multiple jhrary) [3] [14] is a library that presents a set of best
levels (figure 1) operational (strategic, managerial practices for managing IT services. It is focused on
and operational) and the lines strategies implementednow" must be services and processes of IT, or in
by the Administration Council and Executive gther words, focuses on the delivery of services and
Management and implementation of these guidelines;ypport, considering the technical aspects of
are out of the management of IT and business. monitoring the process. This is a series of training
manuals and books which expose and explain the
practices that are more beneficial for IT services.
<:j ratogical Love The main objective of th'e IT.IL is to provide
managers means of managing high quality standards
in order to obtain more value using the IT of their

Administration
Council

/" Executive Managoment <b Management Level organizat'io'ns. The ao_lvantages [15] of ITIL focus on
(CEO. CIO, CFO, ...) the provision of guidelines for the use of best
- <::| Operational Level practices for IT, allows a greater speed in the analysis

IT Management and Business

of the IT monitoring results by providing a clearer

executive vision of the IT results. Has the peculiarity

Fig. 1 — Operational levels of the Corporate of being strong in cases of IT, but limited in security
Governance. and systems development.

The standard 1ISO 17799 [16] — “Good practice for

Information Security”, provides recommendations for

information security management, directed to who is

Currently, it is impossible to imagine a company or
institution without a strong IS or with IT area, to responsible for introducing, implementing  or

manage or:graftlonalt_ m{ormatlonf an;j grOY'qe maintaining security organizations in particular the 1S
management information 1o executives for ec's'onsecurity. The standard ISO 27000 [17] aims at
making. For this reason, and because of the

q 3 £1S and IT 1 th iional astablishing procedures to make the security
ependence of IS an 0 ensure the operational an anagement of Information Systems. Previously 1ISO
strategic management of organizations, the IS need t

e 97799 was originally prepared by the British
be Tarj[laged ."f[md dcontrolled efficiently [13] and Standards Institute [18] (BS7799) and adopted by the
constantly monitore ISO/IEC (International Standards
Organization/International Electrotechnic
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Commission) [1]. The family of standards ISO 2700x an organization that aims to offer its customers more
is currently an accepted standard for management othan one service/product, close to perfection.
information security, as regards the definition of The COBIT (Control Objectives for Information and
implementation lines of the code of practice laid related Technology) [6] [26] developed by the IT
down in ISO 17799 standard. Governance Institute in 1996 [27] with the ISACA —
The CMM (Capability Maturity Model) [19] [2] Information Systems Audit And Control Association
corresponds to a set of models of maturity oriented[28] provides a framework that covers all activities of
for governance in the IS being used for the IT controlIT, such as control and security. The main focus of
(in particular the processes of software), providing anCOBIT is the development of clear policies and good
efficient method to classify the stage of the IT practices for IT security and control, or to both
organization. Has the peculiarity of focus in the focuses on controlling the process and in strategic
implementation of the software delivery and control control of the organization. Its first aim is to develop
of the process. It is an approach derived from thethe control objectives from the objectives and
model of maturity for software development SW- business needs. Is structured [6] in three parts: i)
CMM (Capability Maturity Model for Software) [20], criteria for Information (or business requirements): to
proposed by the SEI (Software Engineering Institute)meet the objectives of business, information needs to
[21]. This model is characterized by allowing the help be in accordance with the criteria required of business
to organizations to improve their processes forrequirements: requirements for quality (quality, cost,
software delivery and process control. delivery), trust requirements (effectiveness and
The framework COSO (Committee of Sponsoring efficiency of operations, reliability of information,
Organizations) [22] is an accepted standard forcompliance with laws and regulations), security
establishing internal controls in organizations and torequirements (confidentiality, integrity, availability),
determine their effectiveness and can be applied tai) IT resources: resources are managed by the IT
the IT field as well as any other area of the processes of IT to provide information that the
organization. The COSO shows that internal controlorganization needs to achieve its objectives. These
is a process established by the Administrationresources include: applications, information,
Council, managers and others - designed to providenfrastructure and people), iii) procedures for IT:
reasonable assurance regarding the achievement ofiese cases bring together the main activities of IT in
objectives. It is a framework for auditing procedures a model of process, facilitating the management of IT
applied in organizations. As we will present the to meet the needs of the business. The processes of IT
COBIT [6] provides a detailed guide for IT. The are defined and classified into 4 areas [6] [29], with
biggest difference to COSO is that the COSO is34 cases of IT. These processes will be presented and
generic, it can be used in any activity of the company,defined in activities and tasks in the organization. The
while COBIT is devoted exclusively to the area of IT. structure of COBIT are grouped into 4 domains: plan
The PMBOK [23], maintained by the Project and organise, acquire and implement, deliver and
Management Institute, is a collection of processessupport, monitor and evaluate. Additionally, the
and areas of knowledge with generally accepted besCOBIT presents a set of indicators to be monitored
practices for the project management (including effectively to ensure that the control and monitoring
projects in the areas of IT). of ISand IT.
The BSC (Balanced Scorecard) [24] is an acronymComparison between COBIT and other standards is
which  means balanced indicators for the especially focused and analyzed in comparison with
performance. This is the name of a methodologythe COSO and ITIL. The COSO shows that internal
focused on the strategic management of thecontrol is a process established by the Administration
companies that was created by Robert Kaplan andCouncil, managers and others - designed to provide
David Norton in 1992. Balanced Scorecard is anreasonable assurance regarding the achievement of
approach that allows the operationalization of thestated objectives. It is a framework for auditing
strategy, facilitating communication and procedures applied in large companies in any
understanding the strategic objectives to variousbusiness. The COBIT controls IT and introduce
organizational levels. Through the Balanced special attention to the information in general - not
Scorecard the direction of companies have anjust financial information, which is required to
integrated vision of the business and a continuoussupport the requirements of business and the
process of monitoring the performance. resources but also processes associated with IT. Just
The “Six Sigma” [25] is an innovative methodology as COSO identifies 5 of control components to
focused on eliminating the defects in processes withinachieve the objectives of financial reporting, but the
COBIT provides a detailed guide for IT. Has we
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mentioned the biggest difference is that the COSO isTechnology and High School Administration,
generic, it can be used in any activity of the company,Management Sciences High School, Nursing High
while COBIT is aimed only to the IT area. School, Central Services and Social Services). The
high schools are oriented for teaching projects and
E the Social Services oriented for the social services
rendered to the students. The central services assure
the institutional coordination of the personnel
administration activities and the coordination of
many departments as: patrimonial, administrative,

g |° financial, global planning and technical.

Spec

Fig. 2 —Standards relevance for Information SO
Technology

Compared with the ITIL, COBIT provides the
framework that covers all activities of IT while ITIL | *
is more focused on services management (Service -
Delivery and Support of COBIT). The ITIL is more |
detailed and oriented to processes while COBIT helps| :
to bind the ITIL best practices to the requirements of |-
Business and the IT managers. The COBIT and ITIL , . :
are not mutually exclusive and can be combined for a Fig. 3 — Web Site to support the Quality

good IT Governance, control and best practices for IT Management System of the IPVC [33].
management. The relevance of standards andonsidering the evolution of society and laws, the
practices (Figure 2) varies with the priorities and IPVC implemented a Quality Management System
expectations of the companies. An organization may(QMS) that allowed to ensure the ISO 9000
decide to adopt a standard in whole or only part of itcertification. The QMS covers the activities of the
to improve the performance of a business process olPVC Strategic Planning and Management,
promote the transformation in the business. TheEducation/Training and support. This QMS
COBIT is positioned in the centre (Figure 2) as a(according with the ISO 9001 standard specification)
general level, helping to integrate the technical partis composed by Academic, Environment, Health and

RN N e N e Ne e R e e N e e o

with the specific business practices in general. ItsSafety, Social Services, Courses
integration [30] with other standards it is a great asseCreation/Restructuration,  Training, Economic-
to ensure greater efficiency in IT Governance. financial management (Supply, Accounting and
Treasury and State Property), Management of works
4 Case Study and Infrastructure, Information Management,

This case study presents the implementation and ustanagement and Improvement System, Project
of COBIT for IT Governance in the Viana do Castelo Management, Information Systems Management,

Polytechnic Institute (IPVC) [31]. Observatory, Promotion and Image, Human
Resources and Technical and Educational Resources
4.1 IPVC Context (Library, Educational Spaces). The existing structure

The Viana do Castelo Polytechnic Institute is a High b_efore the _implementation of the QMS ind?c_a_tes
Public Educational Institution and has differences in the way of some operational activities,

organizational structure for integrated schools (or€SPecially those common to all schools. The
Organic Units) joined in the same mission. The knowledge of how each school doe_s not a_llways a!low
geographical dispersion facilitates the commitment tod o_vferall management of the available information,
sustainable development of the region whose size anffduiring  the increased use of resources and
the proximity allows teachers and students to Creatémnggessary Iossf of tlrlne. Th(fere was a clearhne:ed' to
relationships to stimulate personal and professionaf_)rovI e a team of employees from various schoals in
training. me_Wlth the ce_ntral departments of the Polytechnic
The IPVC integrates six organic units or schools NStitute, to rethink the management model.
(Education High School, Agrarian High School,
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Several limitations and difficulties were encountered policy. As we mentioned many process was
to implement and use the QMS as: improving theimplemented and the unique process related to the IS
gualifications of the care of administrative servicesinand IT field was the "Information Systems
a logical combination of proximity criteria with the Management" Process (ISMP) and it was elaborated
rationalization of structures, the difficulty in tends as base the COBIT.
integrating cross-administrative services and theAfter the examination of the various standards and
provision information, the difficulty of distance frameworks [1] [2] [3] [4] [5] [6] oriented to manage
processes, the requirement and need for completioand control the IT field, the fact is that COBIT is a
and circulation of documents in paper format for well—known framework and it is and it was
monitoring the trend of administrative processes, theimplemented and adopted in many countries and
need for delivery of these documents in the presencenterprises [26] [32]. For this reason and considering
of administrative services schools, the existence ofthe work analysis it was decided to implement it in
several information systems dispersed (not integratedhe IPVC especially in the IS and IT field. According
with each other), the difficulty of monitoring the to the ISO 9001 documentation (process matrix,
services performance, the use of documents in papgrrocedures, forms, etc.) and the documentation
format to make the assessment of quality of servicespecified with the IPVC QMS the identification of
space management and equipment be made throughe procedures and requests has a specific
printed on paper without effective control to accessrepresentation: GSI-Number for the procedures and
the same spaces and the need to incur high financiabSI/Number for the forms. This representation is
resources guarantee security personnel of thesenentioned and presented in the next figures of the
spaces. procedures in order to clarify the usage of the QMS
Each school has an organic set of IS secured andocumentation. The COBIT covers all areas of IT and
managed by the Information Department (ID) of eachits application to the reality of IPVC were selected
Organic Unit. With the development and some activities. The COBIT is divided into four
implementation of improved infrastructure (fiber domains and each area characterized by a set of
optic), the interconnection between the variousprocesses. To do the mapping of COBIT, and
services have been centralized (e.g. academics;onsidering that the IPVC QMS contained several
human resources, accounting, etc.) but neverthelessases, it was decided to consider sub-processes of the
there are a several IS managed by the ID in eacManagement Information System process of the four
Organic Unit. The local management of IS until the COBIT domains, and for each sub-process consider
applicability of COBIT was not being efficient and the activities from the subset of control objectives of
several gaps in terms of organization specially in theCOBIT. Each activity of the COBIT control
network infrastructure, management of the access t@bjectives was mapped in the procedures of each sub-
systems, difficulty in monitoring the services process activity.
provided, difficulty in control the backups, etc.
Moreover, the Institute became the most frequently
available Data Center (disaster recovery, backups}.2.1 Structure of the ISO 9001 sub-processes
storage and web services) to the community (e.gand COBIT domains
local authorities, digital regions) services in the IT
field. Given the evolution of IS and IT, the StUdy of a) Plan and Organize the Information Systems
the 1ISO 9001 implementation in the IT field (case The main objective is covering the strategic domains
Information Systems Management process in theof the IT in the organization in way that the IT
IPVC QMS) was examined and discussed internally.contributes to the strategic objectives of the
The implementation of the ISO 9001 standard shouldgrganization. Also contemplates the plan definition to
follow two guidelines: in one hand ensure the ISO evaluate the IT quality to reach these objectives. As
9001 certification and the other, develop work to the input of this domain is the need to define a
manage and control the IT and create mechanisms tgtrategic plan for the IT and strategic documents
ensure certification in other standards (e.g. security(plans) to evaluate the quality of the system. The
standard ISO 27000 [17]). output is the IT strategic plan, the IT quality plan, and
procedures to manage projects. The four activities of
4.2 Information Systems Management Process this domain are: align the business objectives with the
Implementation IT objectives, elaborate an IS strategic plan, elaborate
The QMS implemented at the Viana do Casteloa tactical plan for the IT, implementation of IT
Polytechnic Institute as well as the processes thatrojects. For each activity it was implemented a
represent it seek the implementation of the qualityprocedure to achieve the objectives.
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Description

Documents and Records associated

Survey of Services

Analysis and Revision of the
Service PortFolio

nformation Systems
Management - General
Procedure
GSI-01

Strategic Plan for the
Information Systems
GS|/28

Information Systems Service
Portfolio

Informatics
Department of the
Organic Unit

Informatics
Department of the
Organic Unit

Responsibility

strategy of the IT defined in the IT strategic plan of
the sub-process "Plan and Organize the Information
Systems". It defines procedures to proceed to the
acquisition, installation and maintenance of the
components of the IPVC technological infrastructure.

GSI30

As input of this domain it was defined the need to
establish procedures to acquire, install and maintain
the components of the technological infrastructure,
strategic plan and documents of foreign origin. The
output result is the procedures to make the purchase,
installation and maintenance components of the
technological infrastructure. As activities of this
domain we have: acquire components for the
technological infrastructure, install, reinstall and
configure components in the technological
infrastructure and maintenance of the technological
infrastructure components.

yStems Service
Portfolio
GSI/30

Department of the
Organic Unit

Activities Definition, Priorities
and Needs

rategic Plan for the
Information Systems
GSl/28

Identification and definition of
the actions to develop

Informatics
Department of the
Organic Unit

Tactical Plan for Information
Systems
G827

Tactical Plan for Information
Systems
GSl/27

Informatics
Department of the
Organic Unit

Validation of the Plan by the

Organic Unit Administration

Corrections to do >

Yes

Informatics
Department of the
Organic Unit and
Organic Unit
Administration

actical Plan for Information
Systems
GSl/27

Informatics
Department of the
Organic Unit and
Organic Unit
Administration

< IT Tactical Plan >

Figure 4 — Procedure to elaborate a tactical plan for

Description

Tactical Plan for Information Systems
G827

Documents and Records Associated Responsibility

Information Technology Resito Acquire | [FEUSSTo eeds rcarmponrts | [HaFaTom SFRms| | fomatcs Doarimentof
. Components for the for the technological Management - the Organic Unit, user of
T General Procedure | |the system or Organic Unit
$ GSI/02 GSI-01 Administration
indicate general data D of

According to the specification of the ISO 9000
standard each procedure document must contemplate
three columns: a flow (general description of the
procedure), a column with the used documents and
records in each step of the procedure and finally a[resee]~
column with the responsible of each step of the items
flow. As a simple example of a procedure, the figure
4 presents a procedure for drawing up a tactical plan
for IT. Based on the strategic plan for IT in the
services portfolio it will be drawn up the annual IT fechnologica
tactical plan. Based on this tactical plan it will the .
made the IT portfolio services. The start of this <s°°m<
procedure is the survey of services based with the
strategic plan for IS with the responsibility of the ID
of the IPVC Organic Unit. With this strategic plan for —
IS the ID will analyze and review the IS services
portfolio document. With the strategic for IS and the  Fig. 5 — Procedure to acquire components for the
IS services portfolio the ID will record the activities technological infrastructure
and the definition of IT priorities. With this
information and with the identification and definition The objective of the procedure presented in the figure
of the actions to develop it will be made the tactical 5 is to define the steps in order to acquire components
plan. This tactical plan will be evaluated and for the technological infrastructure. The procedure
approved by the ID and by the Organic Unit begins with the application to request the needs of
Administration. If it will be approved the IT tactical components for the technological infrastructure
plan will be published and prepared to be used. If notwhere the Organic Unit ID, or the user of the system.
it will be analyzed the corrections to be done andOne of these entities indicates the acquisition date
follow the identification and definition of the actions request and indicates the justification for the
to develop. The other activities of this sub-processacquisition. Next the ID or the Organic Unit
are: elaborate an IS strategic plan, elaborate a tacticahdministration will analyze if it real necessary to
plan for the IT and implementation of IT projects. acquire the component. If not they will register the
reason for not approving the request and the database
b) Acquire and Implement Information Systems is updated with documents and records associated to
This sub-process (domain of COBIT) is centered inthis activity (in this step in the request form). If it is
the definition of procedures to accomplish the necessary, they will analyze if it is necessary to

Request of needs of forthe
technological Infrastructure
GSI02

of the petitioner and
data of the acquisition
request

!

indicate the
justification for the
acquisition

the Organic Unit, user of
the system or Organic Unit
Administration

D of
the Organic Unit, user of
the system or Organic Unit
Administration

Request of needs of forthe
technological Infrastructure
GSI02

Request of needs of components for the

D of
the Organic Unit, or
Organic Unit Administration

S necessal

GSI/02
to acquire

approving

Request of needs of components for the

to analyze the technological Infrastructure

technological
Rigastructure to apply
pefit

No Informatics Department of

the Organic Unit

Request of needs of components for the
technological Infrastructure
Gsl/02

Analyze the Informatics Department of

the Organic Unit

Informatics Department of
the Organic Unit

Acquisition to the
supply service of
the requested
component

Acquire
Request
APR/01

Informatics Department of

the Organic Unit

Informatics Department of

Datab: date with
'atabase update wi the Organic Unit

documents and records
associated to this activity
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analyze the technological infrastructure to apply theresources of the technological infrastructure
component. If it is not necessary the ID will proceed components. This activity defines an acting plan and
with the acquisition to the supply service (IPVC capacity of the technological infrastructure
QMS sub-process) of the requested component. If itomponents in way to be tested, monitored and
is necessary they will analyze the technologicalappraised (in the sub-process "Monitor and Evaluate
infrastructure, record complementally needs to thethe Information Systems" in order to guarantee the
request and proceed with the acquisition to the supplquality of the services available by the IT).
service of the requested component (and the Ensure Continuous Service of the components of
additional needs). For this step the ID will record thethe technological infrastructure: the need to make
form “Acquire Request” of the sub-process “Supply”. available the continuity of the IT services request the
After this, the Organic Unit ID will update the development, maintenance and test the continuity
database with the documents and records associatquans, added with data storage procedures and
to this activity. periodic test to the continuity plan. This activity
defines a plan to guarantee the continuity of the
c) Deliver and Support of the Information Systems  services to minimize the probability and the impact of
This sub-process (domain of COBIT) defines the services interruption in the processes and
procedures to make available for the IS for the usersfunctions key in the use of IT.
As input of this domain it was defined the need to - Manage Operations of the technological
establish procedures to ensure the availability and ITinfrastructure components: this activity includes the
support, strategic plan and documents of foreigndefinition of procedures to define the stagger of the
origin. The output results are the procedures to ensureperations associated to the technological
the IT availability and support. In this sub-process infrastructure components, as for instance, to define
there are defined procedures to characterize thehe stagger to realize backups, backup restoring, test
following defined activities for COBIT: and evaluate the security, the continuity and the
- Manage Incidents in the technological performance of the IT components.
infrastructure: the objective of this activity is to make In the figure 6 we present the procedure to solve
available procedures to give effective and quickly informatics incidents. The start of this activity is
answers to the questions and problems of ITdispoleted by the request for Informatics incidents
submitted by the different users. where the user complete the “Occurrence of
- Manage the Data of the technological infrastructure:Informatics Incident” form. This action is responsible
this activity is centered in the management of the datay the IT user, or by the procedure that request the
and it includes procedures to manage the digitalresolution of incidents. When the request is received
library, backups and recovery in order to guaranteethe IPVC Organic Unit ID send an e-mail for the user
the quality, answer in useful time and readiness of thawith the receipt of the information. After that the ID
necessary data for the activities of the Institution. proceeds with the identification of the problem. If the
- Manage the configuration of the technological ID can resolve the problem it will be analyze if it is
infrastructure: an effective configuration system necessary to involve another components to resolve
management contributes to fiability of the system,the problem. If the ID can'’t resolve the problem, then
minimizing the number of occurrences and they will record the justification in the request, send
contributing to a larger velocity in the solutions. In an e-mail to the entity that requests the incident and
this context, this activity includes the collection of the the QMS database is updated with documents and
information of the components configurations in the records associated to this activity. If it is necessary to
technological infrastructure. acquire components the ID will follow the procedure
- Ensure Systems Security of the technological“Acquire components for the technological
infrastructure: the objective of this activity is centered infrastructure” in order to acquire the necessary
in the need to maintain the integrity of the material to resolve the incident. If it not involves the
information and to protect the IT requesting security application of material (or the material is yet
management processes. These processes includwailable) they will check if it is necessary to install
procedures to establish and maintain rules andor configure the components of the technological
security responsibilities, politics, standards andinfra-structure. If not they will proceed with the

procedures to act in the IT field. resolution and act in concordance. If it is necessary
- Manage Performance and Capacity of thethey will follow the guidelines defined by the
technological infrastructure: in order to guarantee theprocedure  “Install, reinstall and configure

guality of the services available by the IT, there is thecomponents in the technological infrastructure”. If
need to manage the acting and capacity of theghe problem was resolved the QMS database is
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updated with documents and records associated tand monitor the security of the technological
this activity. If not it will be record the justification in infrastructure components”. Each procedure has its
the request form and it will analyzed if the he ID can own pattern and record of monitoring reports. In the
resolve the problem and follow the same steps of thisend of the execution of the procedures the database is
procedure. updated with the documents and records associated to

Description Documents and Records Associated Responsiblity th IS activi ty .

Request for Gecurrence of Informatics User, or procedure
informatics incident Incident that request the
GSI/01 resolution of incidents
Send by e-mail Identification of .
‘heln“:;?‘l:‘gn‘he the problem De;:g?r;me:?f; e Description Documents and Records associated Responsibility
Occurrence of B Unit — — — Informatics

Informatics Incident. Y Execution Request of tasks as: fothe D of the

he Informatics’ Gsio1 Informatics tart the proccess of monitoring and SHEmE GG d Organic Unit or

AN~ Degar;;?cntu on«itme O e re o ] Indication of the request to elaborate the monitor and control of Ogr anic Unit

RSt esolve the probles infrastructure components o Administration or

Occurrence of Informatics Gslo3 document GSI/18

thejustification in

the request GSI/01 jfernatics Department of the Informatics

IncidentGSI/01 Organic Unit
pretiehel Analyze the document of the Department of the
finvolves Department of the software listing and equipments Inventory of the technological infrastructure Organic Unit
e ‘Organic Unit susceptible to to be controlled and components
material monitored
Informatics Task Scheduler Plan to monitor and control the X
Department of the N Informatics
REqUESToT NeaTs of Organic Unit Analyze the Task Sckeduler asing Department of the
components for the Organic Unit
technological Infrastructure

Review and act
accordingly

GSli02 Informatics ¥
Department of the intervention Plan in the
Organic Unit Analyze instructions and technological Infrastructure Informatics
ccurren‘?‘iicée:( formatics formatice procedures conég%%ms Department of the
s Gsl01 Department of the Organic Unit
Organic Unit
Instafl and configure
the infrastructure™ | Informatics Monitor and evaluate the
component UGSt for TnsTallation; Department of the performance and capacity of the
v ’ '2;“:,‘.;1?;‘3:3;‘ oecumence of Organic Unit m ‘e°h"°";g:::'c;:g:§'“°‘“'s Execution Request of tasks associated to the )
= components for the Informatics GSl-24 Information Systems of the
componens n e Pt siior formatcs e 2 e ame
hnological infr plresttics) Test and monitor the security of the N
technol Ogléa Il-l’l; 5ras(rucmre GS1/04 Degar;;?:tl c;ll (me T T |n1rastruc(‘;rse|;8%mponents
Register N components
thejustification - Informatics GSI-25
in the request Depanm?nt Df>lhe
Jes GSI01 —— Organic Unit
Database update with Database update with Informatics
documents and records documents and records Department of the
associated to this activity associated to this acti Organic Unit -
H H H Informatics
Fig. 6 — Procedure to Solve Informatics Incidents Databese updste it ——— Deparmentof e
documents and records ) Organic Unit
associated to this activity Database update with
documents and records
d) Monitor and Evaluate the Information Systems
All the IT processes have to be made available in - -
opportune time in way to guarantee the 1S quality and Fig. 7 — Procedure to monitor and control the
PP ytog q Yy components of the infra-struture

to guarantee the IT strategic plan in the organization.

In this context, this sub-process is centered in theas \ve mentioned the existing structure before the
definition of procedures to test, monitor and evaluateimplementation of the IPVC Quality Management
the acting, the safety and the readiness of the IT. Aygiem indicates differences in the way of some
input of this domain it was defined the need 10 ohoatignal activities, especially those common to all
establish procedures to test, monitor and evaluate th@chools. Many difficulties were encountered: a lot of
f]erwces que(ljllty prowged by the fIT' As output Wﬁ time to access to the correct forms and procedures to
ave proce u;esh an hrep|orts Ior, fmonltorlng theherform a task; registration of forms in paper format,
components of the technological infra-structure In yigic ity in monitoring the services and difficulty in
order to guarantee the service quality of the IPVCcompIeting the forms. To try to bridge some of the
Inforr]ma;_tlon Systems. h q ____difficulties the IPVC developed an information
In; € |gur(|a 7hwe present the D;OCE ure tho Ton_'tolrsystem (called the Virtual Secretariat to support the
and control the components of the technologica QMS) that provides a quick and easy way to access to
infraestructure. The start of this procedure is made by, \he gocumentation, automatic generation of forms,
the ID or by the Organic Unit Administration or by scheduling of requests to be processed and
the schedule of the document “Task Scheduler Pla'}nonitoring the service performance
to monitor and control the technological i, ever, despite the advantages of using this tool
Infrastructure components”. With the request or bythere is many limitations that are not yet
theftschedIL'JIe' the IDdW'” analyze the docum_(ke)lnt of trk‘)eimplemented. The operation of request support to the
S0 Walrled |st|ndg an _comé)one_ﬂts sulscepu he to keID and the automatic generation of the form bases on
controlled and monitored, will analyze the task nag are presented in figure 8. This tool helps in one
scheduler and analyze instructions and procedures tQ_ - to access quickly to the QMS documentation
act (document “Intervention plan in the technological 5y jn other and helps the administration to monitor
|rr1]frastru_|(|:ture comporr:ents )- V(\j/'th th's“ exa_mlnauo(rj] the service performance of the ID quality of services.
they will execute the procedures: "Monitor and Tyq js achieved through the provision of forms in

evaluate the performance and capacity of theyigica| format that allows the automatic generation of
technological infrastructure components” and “Test
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documents (facilitating the completion of forms by Currently the IPVC does not have yet a procedural
users) and other permit the storage of the records in sorkflow system to support the QMS (it is in
database. development). However, it was developed with this
Virtual Secretariat some operations and features that
allows automatic analysis of the indicators defined
for the process of Management Information Systems
(as defined by COBIT).

4.2.2 IT Governance of Information System
Management Process

The COBIT presents a set of indicators that cover all
areas of IT for IT Governance. As is easy to
understand, these indicators can be used in various
types of organizations.

a) Indicators
An organization and specially in the high public
education field and according to the reality on the
context the indicators of COBIT were selected in
S B detail and used a subset. The indicators are: Indicator
TEESw 2o gw 1 - Number of requests for support from its users
T s caused by inadequate training; Indicator 2 - Number
e of annual events by the application of software for
servers that caused losses of operation; Indicator 3 -
Average time (days) in response to the recovery of
the component of the technological infrastructure
Fig. 8 — Web form and based Quality System form without purchasing components; Indicator 4 - Rate of
generated automatically incidents that require support in place (outside the

. - .. Information Technology Services) of the occurrence;
For the analysis of efficiency and control of IT it S dicator 5 - Rate of igr?(/:idents reiolved and finalized
necessary records. The QMS of the scheme prowdeﬁge responsibility of Information Technology

a set of operations (figure 8 and 9) for improving the Services; Indicator 6 - Rate of incidents reopened,

feasibility of trigger procedures. Some examples are,_ . o .
the generation of applications for execution of tasks,mdIcator 7 - Rate of backups of critical data (defined

support requests, and request for installation anagzct:;;all'cé:t];bgfﬁlégs)bgzgumg'%?t%f ;jaFist?‘rg:n
application installation, configuration and P

reconfiguration of software in laboratories or in the Information Sy;tems. The frequency of monitoring
Organic Units of computer services. (or mesaure T|_me) _and the (_ijectlve to be {ich|e\_/ed
for each objectives is shown in table 1. Despite being
s — - a small number of indicators another set of indicators
: - - will be added gradually over time such as: Average
time to configure infrastructure components, # of
infrastructure components that are no longer
supportable, # of hours lost per user per month due to
insufficient capacity planning, % of services meeting
service levels, % of errors found during quality
assurance review of installation and accreditation
functionsand application down time or data fixes
caused by inadequate testing).
: : We also monitored the satisfaction levels and
Fig. 9 — SuppSFt system fo Cecaiv ng an dmprocessingformation associated associated with the _cIi_ents/users
' . . Jof this process (ex: % of users satisfied with
requests from users of the Information Technologies : . . -
field functionality delivered, training days per IT employee
per year related to compliance, % of board members
trained in or having experience with IT governance,

Ocorréncia de Anomalia Informatica

N

s s s o sf:

2
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@
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level of training attendance of users and operators foindicators of about 15% for 2007 (without using
each application, % of stakeholders satisfied withCOBIT) to 2008 (using the COBIT).

data integrity of new systems, etc) but are processec COBIT Indicators for the Process Information Systems Management

and analyzed in the IPVC QMS "observatory"

process. The same treatment is done for the IT
suppliers (ex: % of major suppliers subject to
monitoring, Level of business satisfaction with

effectiveness of communication from the supplier, #
of formal disputes with suppliers, etc).

ences
N ow
58

BX

Number of Ocorrences

H —e— Indicator 1 with COBIT in 2008 —o— Indicator 2 with COBIT in 2008
I?l\(/jllggtgr CaICUIUS FormUIa Goal M'Fliqsgre ---a--- Indicator 1 without COBIT in 2007 ---x--- Indicator 2 without COBIT in 2007 ‘
Number of requests for support fron
! its users caused by inadequate traimng< 100 vear . . . .
Number of occurrences of applicatioh Figure 9 — Comparison of Indicators 1 and 2 in 2008
2 software for sfervers that caused losges< 150 Year and 2007 without using COBIT using COBIT.
of operation
Average between the date of the - For the indicator of the average time (days) in
3 occurrence of fault information and the < util 4 Year Y .
date of resolution of computer incideht 9 response to the recovery _Of the teChnploglcal
4 (Total incidents that require local | _ oo Year infrastructure component without purchasing of
1 * . . . .
support/Total of Incidents)*100 | components in 2007 (with COBIT implementation)
5 (Events resolved and finalized / Totgl > 60% Year . . .
incidents finalized)*100 and 2008 (with COBIT implementation) the values
6 (Total mcilggggng)*ri%%ed [Total of | _ 50y Year are found in Table 2.
(Number of critical data backups /
! Total of critical data)*100 >90% [ Month Year | May| Jun | Jul] Augl Sep Odt Ndv Deec
(Number of tests performed backupg / 2008 | 0,2 0,23 0,21 0,18 1,2 1,3 0,61 0,38
8 Total mfjmberd;)flboa:)ckups >90 % Month 2007 | 2,1 1,9 1,6 1,1 24 2,2 2,6 1,8
performed)*

Avg | 1,15 1,065 099 064 18 175 16 1,09

Table 1 — List of the available indicators in

complicance with COBIT. Table 2 — Comparison (in days) of Indicator 3 in

o . 2008 using COBIT and 2007 without using COBIT.

b) Monitoring Indicators The number of days to reply, 2008 compared to 2007
The Monitoring of indicators was held from May fe|| py about 25%, effectively reducing it by more
2008 till December. The eight months of analysis of ihan 3 day and a half. This was due to the internal
the indicators presented in this study were comparedcture of the several ID services and the strategic
with the same 'perlod recorded in 2007. In 2007 thereguidance and implementation of the processing of
wasn't still no implemented a monitoring system for applications based on the guidelines of COBIT. In
the performance indicators, the values for 2007 wergig re 10 we show the results of indicators 4, 5 and 6.
estimated based on records kept manually andrpe rate of incidents that require support in place
recorded on paper by each Organic Unit ID. To show(qtside of the ID services) of the occurrence

more clearly the results presented in the charts (figurg|ngicator 4) in 2007 compared to 2008 fell by about
9 and 10) we divided the indicators and each one will; 404 The reason for the improvement focuses on

be cpmpared with the same periods of the year 2097-improved efficiency of the installation type,
In Figure 9 we present the results of comparative;gnfiguration and maintenance of the components in
indicators 1 and 2 in 2007 without using the COBIT s first use and regular maintenance.

and in 2008 using the COBIT. How can we check the
number of requests for support from its users causec'

by inadequate training (Indicator 1) and annual
number of occurrences of application software for
servers that caused losses of operation (indicator 2 %
are higher in 2007 than in 2008 . The fact is that with =
the implementation of COBIT guidelines and various ~ { =
strategic mechanisms were made by one side tc ° »
ensure a better level of users training, and define
more efficient control mechanisms to monitor and et i COBITIN 2000 —a— GG SWih COBITn 2000 —a—Indcaor o ih COBIT n 2000
control the components of the technological e o i CORTIN2007 - ndicior S ik COBIT I 2007 - e it COBIT n 201
infrastructure. There is an improvement in these

COBIT Indicators for the Process Information Systems Management

Percentage
8

Figure 10 — Comparison of the indicators 4, 5 and 6.
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covers all activities related to information
The rate of incidents resolved and finalized thetechnologies for the governance of IT. As part of the
responsibility of ID services (indicator 5) improved applicability of the IPVC Quality Management
compared to 2007 by about 70% focusing on 2008 aSystem the implementation of the 1ISO 9001 standard
92%. This was due to the definition of domestic certification, it was implemented the COBIT
priorities and the definition of planning and guidelines first to ensure the certification and next to
maintenance more efficient compared to 2007 Theimplement mechanisms to make the IT Governance
rate of incidents reopened (indicator 6) decreased byspecially to manage and control the IT and IS. With
around 10% from about 10.7% in 2007 and 1.3% inthe implementation of COBIT the institution has
2008. This is justified by increased efficiency of ID improved the quality of care by the administrative
in the processing of requests from users as well aservices, controlled and managed the IS more
equipment maintenance. efficiently, defining processes and indicators to do it,

reduced the tasks execution time, reduced in about

Year| May| Jun| Jul] Aug Sep O¢t Nav eC 90% of the number of failures in communication

D

2007 96| 97 95| 90| 92 95 94 9B - : -
17 608 100 T 100 100 100 100 100 160 100 between services and user, helped to define specially
9

18 [2007] 97 | 96| 95| 90 o1 94 93 , indicators to evaluate the performance of the services
2008 100] 10d 100 100 1do 100 100 oo in IT field, it was able to set policies and plans for

Table 3 — Comparison (in Percentage) of Indicators 7managing the IT, reduced the execution time of tasks
and 8 in 2008 using COBIT and 2007 without using in about 25%, more efficiency in monitoring and
COBIT. control the technological infrastructure components,
reduced about 30% in the number of incidents
With the implementation of COBIT several plans resolved and finalized by the various departments of
were drawn up (security, contingency, escalation,IT and reduced more than 10% the number of
intervention) as well as the policy to make backups.incidents reopened. However some issues must be
With the implementation of the backups, the rate ofguaranteed like: the need for continuous training on
backups of critical data (defined by the policy of the COBIT especially for those collaborators with
backups) - Indicator 7 (the 17 mentioned in the tableless receptive to the change process and the need to
3) and the rate of successful tests of the data from théxist an IS to support the COBIT documentation (and
backups Information Systems - Indicator (I8 thoseother standards ex. ISO 9001), and to allow the
mentioned in the table 3) is 100%. This is due to theautomatic achievement of indicators. In summary we
implementation of robust mechanisms to make theconclude that COBIT is a suitable framework for the
backups as well as the number of backups of variougmplementation of the ISO 9001 certification
generations IPVC IS. In 2007, the mechanisms forstandard and for IT Governance in Public Educational
making backups and were limited compared to 2008Institutions in the IS and IT field.
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