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Abstract

This paper presents the design of a programmable digital integrated circuitry for the use
on a Personal Computer (PC) communication card for the synchronization of a key generator
between two different destinations. The implementation is based on Peripheral Component
Interconnectional (PCI) Architecture.

A Hardware PC cryptography card (which is called LAM) has been designed using a
Field Programmable Gate Array (FPGA) chip in combination with the digital part (physical
layer) of the PCI Bus. LAM card includes a key synchronization system.

The main objective of this paper is to provide the reader with a deep insight of the theory
and design of a digital cryptographic circuitry, which was designed for a FPGA chip with the
use of Very (High-Speed Integrated Circuit) Hardware Description Language (VHDL) for a
PCI card. A demonstration of the LAM synchronization circuitry will be presented.
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In addition, cryptography
nowadays has been chosen for many
digital broadcasting applications and
Recently, the need for a networks. The development of a

1 Introduction

trustworthy computing system with
high requirements which will be at the
same time secure seems to be
necessary. Moreover, the development
speed of the processor possibility
creates the requirement for quick
motherboards and extension cards on
PC. The PCI Bus at the July of 1992
found to be convenient for these
requirements.

synchronization unit between sender
and receiver on a cipher system which
uses symmetric algorithm such as there
is not the need of sending any
information concerning the key could
provide more secure. LAM is aimed to
be a new cryptographic system which
can be used for many different
electronic communication
establishments and commercial



conciliation by using a key
synchronization system.

Moreover, the implementation of
the key synchronization system on
FPGAs offers a great deal of
advantages such as system agility. The
same FPGA chip can be reprogrammed
to achieve scalable security through
different versions of the same key
generator. The switching of wiring
between algorithms on the FPGA chip
can be easily achieved. Also the
features of the FPGA maximize the
opportunity for on-chip parallelism.

In the present work a design of the
PCI based LAM circuitry on a FPGA
chip which uses key synchronization
has been attempted.

The basic idea is shown below
(Fig. 1). PCI/LAM card and the PCI
card are two different cards connected
each other on the same PCI slot. The
application on the PCI card could be a
modem/LAN module.

The main contribution of the
present paper is the description of a
black box crypto-system that is called
LAM, which uses symmetric
cryptography without the need to send
any information about the key from the
sender to the receiver and vice-versa.

As far as we know the present
work is not published or mentioned
officially by anyone else.
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Fig. 1: LAM idea

At the following sections the LAM
synchronization method will be
represented.  Moreover a  short
overview mention of the LAM
architecture will be illustrated.

2 LAM Architecture

The LAM card (see Fig. 1)
comprise a specialty card which from
the one side is connected with the PCI
bus and on the other side is embedded
a PCI slot where any PCI card will be
able to be connected. The idea of the
LAM card is not to affect at all the
operation of the PCI card, just to act as
an observer where the data and the
control signal of PCI will pass from the
one slot to other via the LAM card.
The difference will be on the duration
of the PCI data phase and only when
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the PCI card runs as a master. Then the
LAM card will cipher the data. The
LAM card will be as one “black box”
for the PC software and hardware.

If the PCI Card works as an
Ethernet card the LAM card check
each time the data that come or leave
the PCI bus and finds the headers of a
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TCP/ 1P packet comparing each time
the data with the IP source address, the
IP destination address and the TCP
port (which are known for the LAM).
LAM works on the Internet layer of
TCP/IP standard (see Fig. 2 below). It
is very important LAM does not cipher
the headers of protocols.

Application Layer
e ¢ FTF HTTP.. \ DATA \
| TCPHeader | DATA
Transport Layer
e ¢ TCF UDF
"~ Source Pori Destination Port | Sequence Number |
Internet Layer IP Header | TCP Header DATA
¢ IF ICMF
] Protoco Source Address Destination Address
Network Access Layer
€ g Etherne! Token Ring
FDD ..
\ Ethernet Header IP Header TCP Header DATA CRC

“Preamble | SFD [ MAC Destination Address| MAC Source Address | Type \

Fig. 2: TCP/IP Standard

LAM does not need driver
development or PCI  Controller
implementation.

3 LAM Synchronization
method

LAM uses symmetric
cryptography in real time
communication, so has to run with a
very strict synchronization. Moreover

LAM does not send any information
concerning the key.

For the synchronization LAM
uses a combination of the existing
TCP/IP Headers and an external
counter. Figure 3 illustrates this idea.
The first counter (internal) is included
in TCP/IP Headers which have been
created as well by the TCP/IP protocol
to inform the receiver about the
number of the packet (actually the
number of the bytes that has been
already sent) for the reassembly of the
information). This number is called
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Sequence number and use 16 bit of the
TCP header. The external counter is
created by LAM at every final packet
of the information. TCP/IP protocol
asserts a flag in the header of the final
packet of information to inform
receiver that this packet is the final.
This flag is called F and is 1 bit of the
TCP header.

So LAM increases its counter
every time that “see” the final packet.
The combination of the internal and
external counter creates different
numbers for every TCP/IP packet
which both LAM transmitter and
receiver use for the synchronization of
their components (e.g. key generator).

If a packet requires
retransmission the same header is
needed to be created as before. The
difference maybe is on the start
Sequence number of TCP. Thus, LAM
recognizes the header and acts like
before in order not to change the cipher
data. If the connection between sender
and receiver fall then LAM holds the
value of the external counter at the
same value in order that when will be
reconnected both devices would have
the same counter value. Notice that
LAM creates different counter value
for each byte of a packet that is sent in
order to be on time with the TCP/IP
sequence number.

Figure 4 illustrates the LAM
synchronization unit. Each byte has a
different Look Up Table (LUT)
memory which provides the key. It is
like the cipher book method. There are
about 1460 LUT memories (the
number of payload bytes that are
included in a packet) and each memory
has the size of 8x256 bytes. Every byte
is ciphered by the crypto unit using the
output of the LUT memory for key.
According to the number of internal
and external counter, the configuration
unit creates different address for each
LUT memory such as to create
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different key for each byte of data
respectively.
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Fig. 3: LAM Synchronization
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Fig. 4: LAM Synchronization unit

This method requires
frequently upload of the memories.
The cipher life time of the memories
depends of the use of sending crypto
messages but could be increased by
parallel structure. The same FPGA
chip can be reprogrammed to achieve
scalable security through different
versions of the same LUT key
memories. The crypto-unit could host
every symmetric cryptographic
algorithm.

LAM circuitry includes
external user interface for various uses
like manual synchronization reset
(initialization external counter) and all
the necessary circuits for the FPGA
reprogramming. LAM card includes
the same circuitry two times for more
flexibility.

4 Conclusion

The above work introduces a new
method for the synchronization of two
different destinations which use the
same key generator unit. Also an
overview of hardware cryptography
based on PCI Bus and the noteworthy
points of the digital PCI card and LAM
system design were illustrated.

The design can be used for the

implementation on digital
communication systems such as on a
PCI Ethernet card.

The substitution of the LUT
memories by pseudorandom key
generators for each byte of data
constitutes future work for the authors.
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