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Abstract: We discuss a JPEG2000 packet data based hashing scheme for robust image authentication. Motivated
by attacks against the approach, key-dependency is added by means of employing a randomized wavelet packet
scheme in the wavelet decomposition stage. Attacks can be prevented effectively employing key dependency but
the parameters required for this approach lead to decreased compression robustness which has to be compensated
by an decrease of the hash length (which of course reduces security).
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1 Introduction

The widespread availability of digital image and video
data has opened a wide range of possibilities to manipu-
late these data. in particular, different image processing
and image manipulation tools offer a variety of possi-
bilities to alter image data without leaving traces which
are recognizable by the human visual system.

Classical cryptographic tools to check for data in-
tegrity like the cryptographic hash functions MD-5 or
SHA are designed to be strongly dependent on every
single bit of the input data. While this property is im-
portant for a big class of digital data (for instance com-
pressed text, executables, ...), classical hash functions
cannot provide any form of robustness and are therefore
not suited for typical multimedia data.

In order to ensure the integrity and authenticity
of digital visual data, algorithms have to be designed
which consider the special properties of such data types
and should assess visual appearance or perceptual con-
tent instead of digital representation. On the one hand,
such an algorithm should be robust against compression
and format conversion, since such operations are a very
integral part of handling digital data. On the other hand,
such an algorithm should be able to recognize a large
amount of different intentional manipulations to such
data.

The use of robust hash algorithms for media au-
thentication has been extensively researched in recent
years. A number of different algorithms [1, 4, 6, 9, 11]
has been proposed and discussed in literature.

A robust visual hashing scheme usually relies on a
technique for feature extraction as the initial process-
ing stage, often transformations like DCT or wavelet

transform are used for this purpose. Subsequently, the
features (e.g. a set of carefully selected transform co-
efficients) are further processed to increase robustness
and/or reduce dimensionality (e.g. decoding stages of
error-correcting codes are often used for this purpose).
Note that the visual features selected are usually pub-
licly known and can therefore be modified. This might
threaten security, as the hash value could be adjusted
maliciously to match that of another image.

For this reason, security has always been a ma-
jor design and evaluation criteria [9, 11] for these al-
gorithms. In this work we investigate the security of
a JPEG2000 based robust hashing scheme which has
been proposed in earlier work [5, 6]. We describe a
severe attack against the original scheme and propose
key dependent wavelet packet decomposition structures
in the wavelet transform stage of JPEG2000 encoding
as key-dependency scheme for the JPEG2000 based
robust hashing scheme. After reviewing JPEG2000
basics, Section 2 discusses JPEG2000 based hashing
and presents an attack against this scheme. In Sec-
tion 3 the employed wavelet packet decomposition is
shortly described. Subsequently, we discuss properties
of the key-dependent hashing approach like actual key-
dependency of the hash values, robustness, and sensitiv-
ity against image alterations. Section 4 concludes this
paper.

2 JPEG2000 based (Robust) Hashing
Most robust hashing techniques use a custom and dedi-
cated procedure for hash generation which differs sub-
stantially from one technique to the other. Several tech-
niques have been proposed using the wavelet transform
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as a first stage in feature extraction (e.g. [5, 11]). The
employment of a standardized image coding technique
like JPEG2000 (based on a wavelet transform as well)
for feature extraction offers certain advantages:

• Widespread knowledge on properties of the corre-
sponding bitstream is available.

• A vast hardware (e.g. Analog Devices ADV202
chip) and software (official reference implementa-
tions like JJ2000 or Jasper and additional commer-
cial codecs) repository is available.

• In case visual data is already given in JPEG2000
format, the hash value may be extracted with neg-
ligible effort (parsing the bitstream and extracting
the hash data).

2.1 JPEG2000 Basics
The JPEG2000 [10] image coding standard uses the
wavelet transform as energy compaction method. Af-
ter the transform, the coefficients are quantized and
encoded on a codeblock (i.e. independent, non-
overlapping blocks of transform coefficients) basis us-
ing the EBCOT scheme, which renders distortion scal-
ability possible. Thereby the coefficients are grouped
into codeblocks and these are encoded bitplane by bit-
plane, each with three coding passes (except the first
bitplane). The codeblock size can be chosen arbitrarily
with certain restrictions.

main packet packet ... packet packet
header header data ... header data

Figure 1: JPEG2000 bitstream structure

The final JPEG2000 bitstream (see Fig. 1) is orga-
nized as follows: The main header is followed by pack-
ets of data (packet bodies) each of which is preceded by
a packet header. A packet body contains CCPs (code-
block contribution to packet) of codeblocks that belong
to the same image resolution (wavelet decomposition
level) and layer (which roughly stand for successive
quality levels). Depending on the arrangement of the
packets, different progression orders may be specified
(e.g. resolution and layer progression order).

2.2 JPEG2000 Authentication and Hashing
In previous work [5, 6] we have introduced a robust
hashing scheme which employs parts of the JPEG2000
packet body data as robust hash – we denote this ap-
proach JPEG2000 PBHash (Packet Body Hash). An im-
age given in arbitrary format is converted into raw pixel
data and compressed into JPEG2000 format (or it is
eventually already given in JPEG2000 format). Due to
the embeddedness property of the JPEG2000 bitstream,
the perceptually more relevant bitstream parts are posi-
tioned at the very beginning of the file. Consequently,
the bitstream is scanned from the very beginning to the

end, and the data of each data packet – as they appear
in the bitstream, excluding any header structures – are
collected sequentially and concatenated to be then used
as visual feature values. Note that it is not required to
actually perform the entire JPEG2000 compression pro-
cess – as soon as the amount of data required for hash
generation has been output by the encoder, compression
may be stopped. JPEG2000 PBHash has been demon-
strated to exhibit high robustness against JPEG2000 re-
compression and JPEG compression [5] and provides
satisfying sensitivity with respect to intentional local
image modifications [6].

The visual information contained in the hash string
(i.e. concatenated packet body data) may be visualized
by decoding the corresponding part of the bitstream by
a JPEG2000 decoder (including the header information
for providing the required context information to the de-
coder). Fig. 2 shows the visual information correspond-
ing to a hash length of 50 byte of the images displayed
in Figs. 5 and 6 (in fact, the images shown are severely
compressed JPEG2000 images).

Figure 2: 50-bytes images of the test images Goldhill
and Lena.

Unless noted otherwise, we use JPEG2000 with
layer progression order and output bitrate set to 1.0 bit
per pixel. The length of the hash and the wavelet de-
composition depth employed can be used as parameters
to control the tradeoff between robustness and sensitiv-
ity of the hashing scheme [3] – obviously a shorter hash
leads to increased robustness and decreased sensitivity
(see [5, 6] for detailed results). A certain minimal de-
composition depth (e.g. down to decomposition level
3) is a must and a short hash string requires a higher
decomposition depth for sensible employment of the
JPEG2000 PBHash.

In Table 1 we show normalized byte-differences
among several images with the following parameter set-
tings: hash-length 50 byte with decomposition level 5.
As it is desired, the normalized byte difference attains
its maximum (or values close to its maximum) for inde-
pendent images.

Another important aspect of a hashing scheme is
the utilization of the available hash space. If we con-
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Graves Houses Plane Lena Surfside

Goldhill 1.0 1.0 0.98 0.98 1.0
Graves 0.98 1.0 1.0 1.0
Houses 1.0 1.0 1.0
Plane 1.0 0.98
Lena 1.0

Table 1: Normalized byte-differences between various
images

sider a hash length of32 bytes, we have2256 possible
hash strings. To get an idea, how this huge number of
hash values is used, we conduct another experiment.
We calculate the hash strings for200 natural and arti-
ficial images. Now we look at each of the32 byte posi-
tions and plot a histogram of their actual values attained.
The assumption is, that if we get a nicely distributed his-
togram for all positions, chances are good, that the hash
space is well utilized. Figure 3 shows the histograms
for the first16 bytes at wavelet decomposition level 6.
We notice, that for each byte the possible values from
[-1.7,127] are used nearly equally. The only problem
seams to be the first byte.

Figure 3: Hash space utilization for bytes 1-16 (wlev 6)

Figure 4 shows the histograms for the first byte at
different wavelet decomposition levels. This shows,
that with increasing decomposition level the used val-
ues drastically decrease. While at level 3 the utilization
is quite good, at level 8 only a small amount of possi-
ble values is used. According to these results, we can
say that the hash space utilization seems to be better
at smaller wavelet decomposition levels, although it af-
fects only the first byte of the hash string.

2.3 Attacks against the JPEG2000 PBHash
In order to demonstrate the definite need for key-
dependency in the JPEG2000 PBHash procedure, we
conduct attacks against the approach using the sightly
modified images as displayed in Figs. 5 and 6.

A possible attacker aims at maliciously tampering

Figure 4: Decreasing hash space utilization for the first
byte (wlev 3 – 8)

Figure 5: Test image Goldhill (original and with man
removed).

the modified image in a way that the hash string be-
comes similar or even identical to the hash string of the
original image while preserving the visual content (this
is the attacked image). In this way, the attacked image
would be rated as being authentic by the hashing algo-
rithm.

Figure 6: Test image Lena (original and with a grin).

The attack actually conducted works as follows:
Both, the original and the modified image are consid-
ered in a JPEG2000 representation matching the param-
eters used for the JPEG2000 PBHash (if they do not
match this condition, they are converted to JPEG2000).
Now the first part of the bitstream of the original im-
age (corresponding to the packet body data used for
hashing) is exchanged with the corresponding part of
the bitstream of the modified image resulting in the at-
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tacked image. Obviously, if the attacked image remains
in JPEG2000 format, its hash exactly matches that of
the original. But even if both, the original and the at-
tacked image are converted back to their source format
(e.g. PNG) and the JPEG2000 PBHash is applied sub-
sequently it turns out that the hash strings are still iden-
tical. Fig. 7 shows the corresponding attacked Goldhill
and Lena images. Their hash strings are identical to
those of the respective originals.

Figure 7: Attacked Goldhill and Lena images.

The demonstrated attack shows that the JPEG2000
PBHash is highly insecure in its original form and re-
quires a significant security improvement to be useful
as a reliable authentication hashing scheme.

3 Key-dependent JPEG2000 PBHash

Key-dependency schemes used in the construction of
robust hashes include key-dependent transformations
[1, 2, 4], pseudo-random permutation of the data [7],
randomized statistical features [11, 9], and randomized
quantization/clustering [3].

In recent work [2] we have proposed to use Pol-
lens’ orthogonal filter parameterization as a generic
key-dependency scheme for wavelet-based visual hash
functions. Since this parameterization does not eas-
ily integrate with lifting based biorthogonal JPEG2000
filters we propose to use a different strategy in this
work, compliant to the JPEG2000 Part 2 compression
pipeline. JPEG2000 Part 2 allows to extend JPEG2000
in various ways. One possibility is to employ different
wavelet packet subband structures as the strictly pyra-
midal scheme specified in Part 1 of the standard. This
is discussed to be used as key-dependency scheme in
the following subsection.

Using a key-dependent hashing scheme, the advan-
tage of the JPEG2000 PBHash to generate hash strings
from already JPEG2000 encoded visual data by sim-
ple parsing and concatenation is lost. An image present
as JPEG2000 file needs to be JPEG2000 decoded into
raw pixel data and re-encoded into the key-dependent
JPEG2000 domain (using the key-dependent wavelet

packet decomposition) for generating the correspond-
ing hash string.

3.1 Wavelet Packets
In the classical wavelet transformation only the low-
low-sub-band can be further decomposed, resulting in
the typical pyramidal structure. Wavelet packet decom-
position removes this constraint and allows to further
decompose any sub-band (see Fig. 8 for a comparison).
The decision which sub-bands are decomposed is either
determined by a given structure or based on some mea-
sure of optimality.

Figure 8: Classical wavelet decomposition vs. arbitrary
wavelet packet structure.

By using a pseudo random number generator to de-
cide, if a sub-band should be further decomposed, we
can make the decomposition structure key dependent.
This approach has been shown to be effective in selec-
tive image encryption [8] where also a detailed analysis
of the available key space is given (see also [2]).

In order to confirm the results shown in Table 1 also
for wavelet packets, we choose an arbitrary fixed key
and compute the hash values for 200 independent im-
ages. Fig. 9 displays the histograms of the correspond-
ing normalized byte-differences which exhibit the de-
sired property as well (note that this result is just an
arbitrary choice as it does not depend on the actual key
used).

Figure 9: Normalized byte-differences for 200 images
using the same key, decomposition depths 7 and 8.

Therefore, also wavelet packet based JPEG2000
PBHash can be considered to be distinctive enough to
be used for image authentication purposes.
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3.2 Key Dependency
In the following, we investigate the impact of choosing
different keys on the resulting hash string, i.e. whether
the resulting hash is really sufficiently depending on the
key used during JPEG2000 compression. We take an
image and generate its hash string with specified set-
tings (i.e. fixed number of bytes extracted from the
JPEG2000 bitstream and a certain wavelet decompo-
sition depth) – this procedure is repeated for 100 ran-
domly chosen keys and the normalized byte-difference
among all hash strings is computed. Figs. 10 and 11
show the resulting histograms for the images Lena and
Goldhill, where the hash string is 50 bytes long and de-
composition depths 6, 7, and 8 are compared.

Figure 10: Normalized byte differences for decomposi-
tion depths 6, 7, and 8 (Lena image).

Figure 11: Normalized byte differences for decomposi-
tion depths 6, 7, and 8 (Goldhill image).

Whereas we notice large bars even for the zero-
difference bin (which means that in these cases the 50
bytes of the hash are in fact identical) for decomposi-
tion levels 6 and 7, a much better distribution is found
for decomposition level 8 (i.e. a concentration of most
bars in the large difference region). The reason is that
for lower decomposition depths mostly approximation
subband data is included into the hash (since here this
subband is larger as for deeper decompositions) – and
of course the approximation subband is identical for dif-
ferent wavelet packet subband structures. As a conse-
quence we have to derive that only hashes generated
with a wavelet decomposition depth of 8 exhibit actual
key dependency. Therefore, we restrict our attention to
this settings in the following.

3.3 Properties: Sensitivity and Robustness
While sensitivity against intentional image modifica-
tions and robustness with respect to image compression
has been discussed in detail for the key-independent

JPEG2000 PBHash in previous work [5, 6], the im-
pact of the different filters used in the key-dependency
scheme on these properties of the hashing scheme is not
clear yet. Therefore, we conduct several experiments on
these issues.

The first experiment investigates the sensitivity
against the modifications of the images shown in Fig. 5
and 6. We apply the JPEG2000 PBHash to the orig-
inal and the modified images with the same key and
record the number of bytes required to detect the mod-
ification (i.e. starting from the begin of the two hash
strings, the position / number of the first unequal byte is
recorded). This procedure is repeated for 100 different
random keys and the results for decomposition depth 8
are shown in Fig. 12. The solid line represents the value
obtained with the key-independent JPEG2000 PBHash
while the dots represent 100 key-dependent results.

Figure 12: Number of hash byte required to detect
Lena’s grin and the missing man in Goldhill (hash
strings generated with 100 random keys vs. “standard”
JPEG2000 PBHash, decomposition depth 8).

First, it is obvious that sensitivity is equal to the
key-independent JPEG2000 PBHash for most keys.
Second, there is no clear trend with respect to the sen-
sitivity of the “standard” JPEG2000 filter as compared
to the wavelet packet versions for the remaining keys.
For the Lena image, more keys show decreased sen-
sitivity (more bytes are needed to detect the changes)
whereas for Goldhill, more keys exhibit increased sen-
sitivity. Overall, the influence of varying subband struc-
tures on sensitivity seems to be of minor importance.

The second property investigated in this subsection
is robustness to common image transformations. As a
typical example we select JPEG2000 re-compression.
We apply the JPEG2000 PBHash to the original and
compressed images (bitrate 0.5 bpp) with the same key
and record the number of bytes required to detect the
modification (i.e. starting from the begin of the two
hash strings, the position / number of the first unequal
byte is recorded). This procedure is repeated for 100
different random keys and the results for decomposition
depth 8 are shown in Fig. 13. The solid line represents
the value obtained with the key-independent JPEG2000
PBHash while the dots represent 100 key-dependent re-
sults.
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Figure 13: Number of hash bytes required to detect that
the Lena and Goldhill images got compressed to 0.5 bpp
(hash strings generated with 100 random keys vs. “stan-
dard” JPEG2000 PBHash, decomposition depth 8).

It is clear that compression robustness is signifi-
cantly reduced for most keys considered. A small num-
ber of keys also shows increased robustness. The reason
for this behaviour is that for most wavelet packet sub-
band structures also more high frequency information is
included into the hash string. Since this high frequency
information is especially affected by compression, com-
pression is detected in “low-ranked” bytes of the hash.
A possible solution is to reduce hash length to 10 bytes:
with this settings, most modifications still can be de-
tected (see Fig. 12) and robustness to compression is
maintained to a large extent.

4 Conclusion and Future Work
Key-dependency is added to a JPEG2000 packet data
based hashing scheme by means of employing a wavelet
packet decomposition scheme in the wavelet decom-
position stage. However, this type of key-dependency
comes at a certain cost: due to reduced robustness of
most employed subband structures the hash length has
to be decreased to maintain robustness as compared to
the scheme without key-dependency (to 10 bytes). This
leads to a reduced key-space of course and therefore
lower security.

In future work we will investigate if the at-
tacks demonstrated against the scheme without key-
dependency can be actually prevented effectively using
wavelet-packet based key-dependency.
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