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Abstract: - In this paper, we propose an encryption algorithm to encrypt plaintext to cipher text. We apply the 
basic computing operations, e.g., inserting dummy symbols, rotating, transposition, shifting and complement, in 
the proposed algorithm to encrypt plaintext to cipher text. The cipher text contains the plaintext, relative data and 
tables of encryption and transmits through the network. Since the tables of cipher text are produced randomly, it is 
difficult to do cryptanalysis. 
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1.  Introduction 
In 1949, Shannon [21] discussed the theory of 
security system. In general, the functions of security 
system are security, authenticity, integrity, non-
repudiation, data confidentiality and accessed control 
[1-3, 23-24]. Diffie and Hellman [5] proposed the 
concept of pubic key. Rivest et al. [20] proposed 
public cryptosystem. In 1974, IBM proposed an 
algorithm to review. In 1977, NBS (National Bureau 
of Standards, U.S.A) [15-16] suggested this proposed 
algorithm as data encryption standard (DES). 
McEliece [12] used algebraic coding theory to 
propose public key. Merkle [13] presented “One way 
hash function” and used for digital signature. 1988, 
Miyaguchi [14] developed fast data enciphered 
algorithm (FEAL-8). NIST (National Institute of 
Standards and Technology) [17-18] proposed secure 
hash standard (SHS). Biham and Shamir [1-3] 
proposed differential attack, Matsui [10] proposed 
linear cryptanalysis to attack DES type security 
system. When new encryption is proposed, 
cryptanalysis starts to develop to attack. 

Lee and Lee [9] used the basic operations of 
computer to design encryption and decryption 
algorithm. The proposed algorithms used insertion, 
rotation, transposition, shift, complement and pack of 
computer operation. In [10], Lee and Lee use these 
algorithms to do authentication on grid environment. 

In this study, we pack the final symbol table, 
relative data, relative tables and control byte to 

produce cipher text. In the cipher text, we also have 
the fields of format code to design the different 
combination of tables and data. We should know the 
location of format code and different combination of 
format code to do decryption. These processes are 
more difficult to do cryptanalysis. Also, we 
implement the proposed algorithms with C language 
and get the result of processing time. 
 
2. The Proposed Algorithm Description  
In order to encrypt plaintext to cipher text, we should 
solve the following items in this algorithm: 
(1)Data uncertainty; 
(2)Volume of same data to send; 
(3)Change contents of plaintext; 
(4)Network transmission; 
(5)Position exchange; 
(6)Simple computation; 
(7)Store key in cipher text. 
We explain the solving method of each item as 
follows under the condition that the plaintext is stored 
in Symbol Table (ST).  
(1)Data uncertainty: 
We insert dummy symbols to the trailer of ST to 
produce Symbol Table with Dummy (STWD). 
(2)Volume of the same data to send: 
We need the cipher text to be different, set Rotated 
Byte (RB), rotate the STWD left or right RB times, 
and then insert RB in the trailer of STWD after 
rotation to produce Symbol Table after Rotation 
(STAR). 
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(3)Change contents of plaintext: 
The contents of plaintext will be changed. We set 
Shift Left Table (SLT) and shift left of each byte of 
STAR to produce Symbol Table after Shift (STAS).  
(4)Network transmission: 
When cipher text is transmitted, we should avoid 
network control code. We complement the value of 
control code of STAS and set the relative bit of 
Control Bit Table (CBIT) to 1 else to 0. CBIT may 
contain network control code also and we pack CBIT 
to produce Control Byte Table (CBT). 
(5) Position exchange: 
We set Position Table (PT). From this table (PT), we 
change the location of STAS to produce cipher text.  
(6)Simple computation: 
We use the computer basic operations, e.g., shift, 
complement, insert, pack operations. 
(7)Store key in cipher text: 
We store the pointers of tables and data to cipher text 
to do decryption. 
 
3.  The Processes of Producing Cipher 
Text 
We present the encryption step in 3.1. In 3.2, we list 
the relative tables and data used in encryption steps 
and we pack relative tables, data and final symbol 
table to cipher text to be used in the decryption. In 3.3, 
we explain the fields of cipher text. We list the 
possible combinations of cipher text in 3.4. The 
decryption method is shown in 3.5. The possible 
combinations of cipher text are very large and 
difficult to do decryption as shown in 3.6. 
 
3.1 Encryption Step 
Based on Lee and Lee [9], we propose the new 
encryption algorithm in the following steps. 
Step 1: Set symbol table (ST)  
(1) Let the length of the plaintext be N Characters; 
(2) Store them in the symbol table (ST) as Symbol 
Table (ST): S1S2…SN. 
Step2: Insert dummy symbol table to symbol table 
(ST)  
(1) Get any M dummy characters;  
(2) Append to symbol table (ST) 
(3) Get symbol table with dummy (STWD) as 
S1S2…SND1D2 …DM  
Step 3: Set rotated byte and rotate symbol table with 
dummy (STWD) 
(1) Get any character DD.  
(2) Set rotated byte, RB, as RB = DD mode (N+M). 
(3) If RB is odd then we rotate symbol table with 
dummy (STWD) to left RB times; else if RB is even 
then we rotate symbol table with dummy (STWD) to 
right RB times.  
(4) Insert RB to the trailer of above symbol table after 
rotation.  

(5) Get symbol table after rotation (STAR). 
For example: if RB=4 then we have symbol table 
after rotation (STAR) as DM-3DM-2DM-1DM 
S1S2  …SND1D2…DM-4 RB 
Step 4: Shift the symbol table after rotation (STAR) 
to get symbol table after shift (STAS)  
(1) Set shift left table (SLT) of each byte, the 
contained value of shift left table is below 8. There 
are shown as Shift Left Table: (SLT): F1F2…F N+M+1  
(2) Shift each byte of symbol table after rotation 
(STAR) according to the contained value of shift left 
table (SLT).  
(3) Get symbol table after shift (STAS) as 
SS1SS2 …SS N+M+1     
(4) Add 32 (e.g., 2016) to each byte of shift left table 
(SLT) and keep these values. 
Step 5: Complement the symbol table after rotation 
(STAR) 
(1) Set control bit table (CBIT) to all 0 and the table 
length is L= [(N+M)/8+1].  
(2) If the value of symbol table after rotation (STAR) 
is below the certain value (e.g., 2016), we complement 
the symbol of symbol table after rotation (STAR) to 
get symbol table after complement (STAC) and set 
the relative bit of control bit table (CBIT) to 1.  
(3) The results of these two tables are as follows: 
Control Bit Table (CBIT):  C1C2 …CL 
Symbol Table After Complement (STAC): 
SS1SC2…SC N+M+1 
Step 6: Packed Control Byte Table (CBT). 
(1) We take each 7 bits (as eeeeeee) of control bit 
table (CBIT) from left and set control byte as 
ee1eeeee to form control byte table (CBT), 
(2) The length of control byte table is 
   K = INT ((N+M)/7)+1.  
(3) Get control byte table (CBT) as follows:  
Control Byte Table (CBT):  (C1B1)(C1B2 )...(C1BK) 
Step 7: Combine symbol table after complement 
(STAC) and control byte table (CBT) to symbol table 
after combination (SAC). 
(1) Combine symbol table after complement (STAC) 
and control byte table (CBT). 
(2) Get symbol table after combination (SAC) as 
  SS1SC2…SC N+M+1(C1B1)(C1B2)...(C1BK) 
Step 8: Transpose the symbol table after combination 
(SAC) to get cipher text. 
(1) Set the position table (PT) as P1P2…P N+M+1+K 
(2) Following position table (PT), we change the 
location of the symbol table after combination (SAC) 
to produce final symbol table (FST). 
(3) Final symbol table (FST) is cipher text (CT) as 
SP1SP2…SPN+M+1+K  
(4) Add 32 to each byte of position table (PT) and 
keep these values. 
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3.2 Relative Tables and Data Used in 
Encryption Algorithm 
Following tables are used for encryption algorithm. 
Final Symbol Table (FST)        length N+M+1+K 
Position Table (PT)                   length N+M+1+K 
Shift Left Table (SLT)              length N+M+1 
Data of N,M, K                         length 3 
Total length of above is 3N+3M+2K+6 
 
3.3 Fields of Cipher Text 
The fields in the cipher text are as follows: 
(1) FC: format code in the fixed field. 
The FC is the different combinations of pointer field. 
(2) PFST: pointer of final symbol table (FST) 
(3) PPT: pointer of position table (PT)  
(4) PSLT: pointer of shift left table (SLT)  
(5) PV: pointer of value of N, M, K   
(6) Final symbol table (FST) 
(7) Position table (PT)  
(8) Shift left table (SLT)     
(9) The value of N, M, K 
 
3.4 Cipher Text   
The cipher text is the different format depending on 
format code. The format code is in fixed location of 
cipher text. The field of pointer is before and after the 
location of format code. The length of each table is 
the difference of two pointers. The format code can 
define the different combinations of pointer. One of 
the tables may be separated to before and after the 
format code. Suppose we have three tables (T1, T2, 
T3) to represent FST, PT and SLT and three pointers 
(P1, P2, P3) to represent PFST, PPT and PSLT and 
one pointer (PV) to value (V) (e.g., the value of N, M, 
K). We can define some value of format code and 
cipher text as shown in Table 1. 

 
Table 1.  Cipher Text Content 

Format Code Cipher text Content 
1 T1 P1 FC P2 P3 PV T2 T3 V 
2 T1 P1(1) FC P1(2) P2 P3 PV T1 T2 T3 V
3 T1 T2 P1 P2 FC P3 PV T3 V 
4 T1 T2 P1 P2(1) FC P2(2) P3 PV T2 T3 V

>127 Store in reverse order 
 

T1, T2 , T3 and V may represent different 
combination of FST, PT, SLT and value of N, M, K ; 
the values of pointers may increase by some value to 
avoid the value 1.  
For example: The format code equals to 1. 
Suppose T1=FST, T2=PT, T3=SLT, P1=PFST, 
P2=PPT, and P3=PSLT, then the cipher text is as 
(FST) PFST FC PSLT PPT PV (SLT) (PT) (V). 
 

 
3.5 Decryption Algorithm. 

Decryption algorithm is the reverse of encryption. 
The steps of decryption are as follows: 
(1)First we know the location of the format code; 
(2)When we read the location of format code, we get 
the format of cipher text; 
(3)We get the pointer of FST, PT, SLT and value of 
N, M, K; 
(4)From the pointers, we get the values of FST, PT, 
SLT and value of N, M, K; 
(5)We do decryption from above tables and data. 

 
3.6 Combination Possibility 

Encryption Step  Times of 
Combination 

(1)Insert dummy symbol (STWD 256**M 
(2)Set rotate byte  (STAR) N+M 
(3)Shift the symbol table (STAS) 8**(N+M+1) 
(4)Complement the 

STAR 
(STAC, 
CBIT) 

2**(N+M+1) 

(5)Packed (CBT) 2**7*(INT((N+
M)/7)+1) 

(6)Combine STAC and 
CBT 

(SAC) 1 

(7)Transpose SAC (Cipher 
text ) 

(M+N+1)! 

(8)Format code  3(M+N)+2K+6 
(9)Pointers  4! 
(10)Value  3! 

 
The total possible combinations are  
256**M*(N+M)*8**(N+M+1)*2**(N+M+1)*2**7*
(INT((N+M)/7)+1)*1*(M+N+1)!*(3(M+N)+2K+6)* 
4!*3! 
This number is very large and difficult to get the 
computational formula. 

 
 
4.  Implementation 
In this section, we implement the proposed 
algorithms. The computing environment is shown in 
4.1. The processing time of encryption and decryption 
are shown in 4.2. In 4.3, we present the discussion of 
implementation. 
 
4.1 Computing Environment 
Computer type:     INTEL, Pentium D830 
Memory size:     DDR 512 MB * 2  
Computer Language:   C Language 
 
4.2 Executing Results 
The processing time of the different combinations of 
symbol size and executing times are as follows: Table 
2 is the encryption processing time. We also get the 
decryption processing time in Table 3. 
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4.3 Discussion of Implementation 
(1) As the size of symbol table increases, the 
processing time linearly increases.  
(2) As the number of executing times increases, the 
processing time linearly increases. 
 

Table 2.  Encryption processing time 
Encryption Symbol table size (Bytes) 

Times )1  8 16 24 32 

1M 13.6 )2  16.9 19.9 23.3 
4M 55.0 66.5 80.0 94.5 
8M 108.3 133.8 159.8 189.7 

16M 217.0 267.9 320.4 376.1 

)1 M=1000000 processing times.  
)2 processing time in second 

 
Table 3.  Decryption processing time 

Decryption Symbol table size (Bytes) 
Times )1  8 16 24 32 
1M 7.6 )2  9.5 11.7 13.0 
4M 30.3 37.4 44.5 53.8 
8M 57.4 74.5 89.4 106.5 

16M 115.0 151.3 181.1 215.1 
)1 M=1000000 processing times.  
)2 processing time in second 

 
 

 
5.  Conclusion and Discussion 
In this study, we use the basic computing operations 
to design these encryption algorithms. It doesn’t need 
any special hardware. Finally, we make some 
comments about this study. 
(1) To do the decryption, we must know;  
(a) the location of format code in cipher text; 
(b) the different cipher text content of format code; 
(c) the pointers and values of variation to avoid being 
known. 
(2) Each cipher text may have different length and 
format because it has different format code, the length 
of dummy  
Table 2: Average-users-waiting-time (sec) 
table and field of pointers. The length of cipher text is 
about three times of plaintext, dummy symbols and 
control bytes, plus format code, values and pointers;  
(3) The proposed algorithm in this study is more 
difficult to cryptanalysis, because the following fields 
of each transaction have different value in the cipher 
text; 
(a) format code; 

(b) final symbol table; 
(c) shift left table; 
(d) position table. 
(4) We can set any length of dummy symbol table; 
(5) We can have many pointers for one table; 
(6) By the algorithms described in Section 3, we can 
set up the encryption and decryption mechanism by 
computers as a useful and security procedures. 
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