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Abstract: A person’s identity verification became very important in information society. This article presents some
results of our research of biometric authentication by keystroke dynamics. The comparison of the stochastic approach
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1 Introduction

The term information security is based on the definition
safety information so those confidentiality, integrity and
accessibility are preserved [13]. The term confidentiality
meaning that information are accessible only for those
who are authorised to access, the term integrity meaning
indemnity rightness and absoluteness of information and
methods their processing and finally accessibility of the
information is the same as their usability for authorised
users in the time of needs.

Information security is connected with enterprise
managements at least by two linkages.

The first is marketing connection. As far as the
enterprise increase one’s credibility on the market by
certificate one’s quality system they have to expect
questions on the level of information security form
auditors. The second connection is inseparability of the
information from the management and firm processes. In
that case the information is sourcing likewise money
and/or human. Non-ensure enterprises own sources
threaten of the production, so the customer’s input and
lead to risk increasing for enterprise itself and avalanche-
like wide spreading of the threats into commerce
environment [15].

Information source is operation system, information
system, data warehouse, intranet, different applications,
remote access into this sources etc. The users of this
information sources are both, own employees of
institution, its business partners and/or e-business
customers or suppliers within the just in time systems.
Managing users’ access to the information sources
meaning techniques connecting user register so called
authentication to the information sources with
authorisation mechanism which on the information
sources side verify access user’s certification.

2 Related works

Authentication as a data security measurement is very
important for keeping data as safe as possible in the
framework of information society [2], [10]. The aim of
authentication is to decide whether some subject is really
the claimed one [18]. There are three types of
authentication: authentication by knowledge,
authentication by ownership of something, and
authentication by attribute. Each one has both
advantages and disadvantages. They can be combined to
increase the security of information as well [8].

One possible way how to increase security level of
access to information systems, is a combination of
authentication by knowledge and authentication by
attribute, i.e. parallel usage of passwords and keystroke
dynamics. Everyone has different style of keyboard
typing [11]. It is quite similar to man’s own signature. It
is a reason why this way of biometric authentication was
selected for a research which results are discussed in this
article. But, the principles of keyboard typing
authentication can be used as the other ways of
authentications, e.g. hand geometric [1].

In keystroke dynamics it is possible to recognize
various kinds of identifiably characteristics which are
measurable: duration times (difference between the time
of a key press and the time of the same key release),
latency times (times between key release of the first key
and key press of the next key), key typing speed,
position of the finger on the key, pressure on the key and
so on.

3 Our fuzzy approach

Our idea is seemingly simply — to create a fuzzy
inference system for every template that is saved in a
template database. Because we hope our authentification
system could be used in a real security system this fuzzy
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inference system has to be generated automatically
without any intervention of a staff. We decided to model
this way of authentification with help of Takagi-Sugeno-
Kang fuzzy inference [14]. Although it is very similar to
the most commonly methodology - Mamdani method in
many respects, it offers a lot of advantages, expecially:

e [t is computationally efficient.

e [t works well with optimization and adaptive

analysis.
e [t has guaranteed continuity of the output surface.
e [t is well suited to mathematical analysis.

Because we had only little vision about biometric
data and we wanted to create a reasonably fast security
system the first two advantages was the most important
for us.

We analyzed a fuzzy inference of every template will
have n inputs and only 1 output. The inputs will be
created by n biometric characteristics (both keystroke
durations and keystroke latencies) and output will be
created by a measure of similarity.

The number of biometric characteristics you can
calculate with the help of Eq. (1).

n=2[-1 (1)
n.... Number of biometric characteristics
[ Length of string in characters

Somebody can say at this moment that it is possible
extract some others biometric characteristics from key
typing, for example key press intensity, finger position
and so on. But we used latency and duration times only
because our goal is to suggest authentification systems
that need not special hardware components.

An ideal situation will arise when valid user will
acquire this measure of similarity 1 and an impostor will
acquire 0. Because output level Z (see Eq. X) is a
constant (see Eq. Y) we ca say it is a zero-order Sugeno
model.

z=a-input, +b-input, +...

2)

...t c-input, + const.

a=b=...=c=0 3)

As it is said we had only a little vision about
biometric data from previous researches. Sure we tried to
analyze these data wit help of statistic, especially with
help of exploration analysis and correlation analysis but
we got only overall image about it. But in real world
biometric characteristics of every user can have very
different features, for example correlation between

individual characteristics. It is reason why we hoped that
ability of generalization of fuzzy models could help us.

Questions about amount of fuzzy sets, rules and
shapes of membership function we decided to solve with
help of adaptive techniques especially with help of
subtractive clustering [10] and combination of the least-
squares method and the backpropagation gradient
descent method for training FIS membership function
parameters.

4 Data collecting

Data collecting started two years ago when the special
software was created for these purposes. The three-layer
architecture was used. One part of this software is
represented by a client (programmed in Java
programming language). This client consist of graphical
user interface (GUI) that is used for measuring of
relevant duration and latency times when an user is
typping a desired string (password). When the user
finishes a typing the data are coded and sent to server.
The server part of this software (programmed in PHP
programming language) reads the data that are sent by
client, decode them, check them, re-process them and
saves it into database (MySQL database). So all
information about simulated password typing (for
example duration and latency times, ID of user, sequence
keys that were used, time, ID of computer...) are stored
in database for future treating.

The persons that were participated it this research
were students of our university. It is necessary to note all
participants were volunteers that attended in the
experiment willingly. They were a young people from
nineteen to twenty-for and their expediencies with
computers were different — from slightly practiced to
skilled experts.

In the first test every volunteer simulated template
creating — he typed a required string several times. In
next experiments volunteers simulated authentication
process — they typed the required string only one times.

5 Authentification simulations
In authenification process there are two kinds
of authentificied entities:

e valid users

e impostors

A valid user is authentificated by identity of his own.
An impostor is authentificated by identity of some other
subject.

The situations where a valid wuser and
an impostor is accepted or rejected in
authentification process are expressed in Table 1.
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Table 1: Potential situations of the
authentication decision

Decision

Acceptance | Rejection

. Valid Suitable False
= access situation | rejection
=
= .
= |Impostor False Suitable
access | acceptance | situation

Authentification simulation for us purpose has two
different stages:
(1)Stage: authentification simulation for model
training.
(2)Stage: authentification simulation for model
evaluating.

For purposes of model learning we used only data
that were acquired at the template creation simulating
phase. As it is said, in this phase the participants were
asked to type the desired string a several times (¢ times).
The data from participant’s template were used for valid
access simulation and the data from other participant’s
templates were used for impostor access simulations. It
is necessary to note we did not use all data from the
whole template of others participants but we used only
m first measures because we suppose that using of
whole templates of others participants for impostors
access simulation would break a balance in model
learning process. The overall model consists of models
for every registered user (template). The numbers of
valid users and impostors used for this model you can
calculate on base (4) and (5) respectively.

N =N-t (4)
N = (N> =N)-m (5)
N ....Number of valid user access in model

learning stage
N . Number of templates
| A Number of measures for every template

N ;l) .... Number of impostor access in model training

stage
m.... Number of measures in one template used for
impostor access simulations

When the model of authentification is
sufficiently learned it is necessary to evaluate this model.
Of course, we could not use the same data the model was
learning with the help of and for this reason we had to
use some different data. At this evaluating stage we used
data from authentification simulations. Participant
accesses were tested both against his own partial fuzzy
model and against other participant’s fuzzy model. By
this technique it has been obtained the following

numbers of valid accesses NI(,Z) (6) and impostor

accesses N}Z) (7) that were used for our model

evaluation.
N»=N-N, (6)
N® =(N*=N)-N, %

N ..Number of valid user access in model

evaluating stage
N .. Number of templates

N, ... Number of simulated access by one person

N .. Number
evaluation stage

of impostor access in model

The data of simulated access of valid users and
impostors in second stage we used for evaluating of
learned fuzzy model. As inputs to our partial models we
used this data and we investigated the output data. As a
criterion for comparison of our fuzzy model and
contemporary models we have chosen false acceptance
ratio FAR and false rejection ratio FRR represented with
help of Detection Error Tradeoff [20].

6 Results of experiments
During training stage we used various strategies, we
tried to use a part of learning data as checking data and
when we tried to change m - the number of measures in
one template used for impostor access simulations.
More, we had tried to change initial state of our model
before the machine learning was used for setting of
model parameters.

As we expected, this modifications did not have a big
effect on model quality. The main reasons are two:

Fuzzy model has property to generalize.

The number of measures for template creation
(fifteen) for model training is too small.

Although the second reason is not very propitious for
us, our model dr that was suggested and trained has
better values of criteria characteristics that we choose
then classical models — dg [21] and [2] (see Fig. 1).
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Fig. 1: Comparison of fuzzy and traditional
models

The following figure (see Fig. 2) represents an example
of surface of fuzzy model of the first user. It is possible
to see a dependence of “similarity” on the first two
inputs in this figure.

output

Fig. 2: Example of a part of a fuzzy model

7 Conclusion and future work

It is evident from previous graph (see Chyba!
Nenalezen zdroj odkazi.) that our fuzzy approach of
authentication process modelling gives better results
than conventional algorithms when measure of
dissimilarity are used. DET curve of our model dr lies
below curves dg and dg and therefore the chosen
quantitative characteristics FAR and FRR are smaller in
our model than in other models.

This work proves the fuzzy approach of
authentification modeling works and even reaches better
results than classical models. In future work it is
necessary to continue in this research and try to get
better results with more precise setting of initialize
parameters and with enhancing of the amount of data for
model training stage. We believe that on the end of this
research we will find general relations that could be used

for template creation without any training. Finally the
implementation process will be start soon.
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