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Abstract: Batch verification can improve efficiency when the verifier has to verify a great deal of signatures.
With the rising interests on pairing-based cryptography, many researches on identity-based signatures
have been proposed. Furthermore, some new researches on enhancing performance of verifying identity-
based signatures by a batch verification have also been reported. Another possible weaker but faster
batch checking of signatures, named as the batch screening, has been considered in the literature. This
paper considers the security of recent batch verification schemes, and a new attack on one identity-based
signature scheme with batch screening is proposed. Then, we point out that a previous attack on another
identity-based signature scheme with batch screening is inappropriate due to the misunderstanding of

the difference between batch screening and verification
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1 Introduction

Identity-based (ID-based) cryptography has been
one of the most active fields in cryptology research
since it was proposed by Shamir in 1984 [1] as it
provides a simple and efficient alternative to tra-
ditional certificate-based public-key cryptography
(PKC). In traditional PKC, a user’s public key
should be certified for identity relationship by a
trusted third party before being used correctly.
In contrast, ID-based cryptography aims to sim-
plify or even to ignore the certificate issue and
management problems in public key infrastruc-
ture (PKI) deployment. The main advantage of
ID-based schemes is that no certificate is neces-
sary because a user’s public key can be derived
directly from his identity information. Owing to
the extensive simplification of public key manage-
ment, ID-based schemes have attracted extensive
research interests.

Numerous ID-based cryptographic schemes,
such as ID-based signature (IBS), have been pro-
posed recently due to the advances of pairing-
based cryptography [2]. However, to the best of
our knowledge, the pairing operations used in ID-
based cryptography are still computationally ex-
pensive. In order to improve the performance of

these pairing-based IBS schemes, batch verifica-
tion seems to be an urgent and critical research
topic.

Batch verification of signatures was firstly!
proposed by Yen et al., [4] and Naccache et al.,
[5] independently. Instead of validating each in-
dividual signature separately, batch verification
validates multiple signatures in a batch and thus
improves the computational efficiency of signature
verification substantially. In order to achieve high
security service, given a batch instance consisting
of multiple signatures, a batch verification should
reject it with extremely high probability if there
exists any invalid signature. Some other impor-
tant researches of batch verification for signature
schemes using modular exponentiations have been
proposed in [6, 7].

In the pairing-based signature schemes pro-
posed in [8, 9], batch verification of signatures
from a same singer was considered. The first for-
mal and detailed investigation on batch verifica-
tion for IBS schemes was proposed by Yoon et al.
in 2004 [10] in which batch verifications are classi-

!Batch operation for signatures was firstly considered
by Fiat in [3], but only batch signature generation was
taken into account in his work.



Proceedings of the 11th WSEAS International Conference on COMPUTERS, Agios Nikolaos, Crete Island, Greece, July 26-28, 2007 51

fied into three categories according to the number
of signers and messages included in a batch.

Type 1 Multiple signatures on a single message
generated by multiple signers.

Type 2 Multiple signatures on multiple mes-
sages generated by a single signer.

Type 3 Multiple signatures on multiple mes-
sages generated by multiple signers where
each message is signed by a distinct user.

Furthermore, the authors of [10] defined attack
models of all these three types of batch verifica-
tions for IBS schemes and showed that a previous
IBS scheme proposed by Cha and Cheon [11] is
secure of Type 2, but it is insecure of Type 1 and
Type 3. Subsequently, Yoon et al. proposed a new
IBS scheme which is secure in all batch verifica-
tions? of Types 1, 2, and 3 with security proofs.
Yoon et al.’s scheme is the first IBS scheme being
capable of batch screening (verification) of signa-
tures signed by multiple signers, however the pair-
ing operations increase linearly with the number
of signers and messages.

Motivated by Yoon et al.’s work, in 2006 Cui
et al. proposed an IBS scheme without map-to-
point hash function, and it was claimed to be se-
cure in batch screening (verification) of Types 2
and 3 (and Type 1) [12]. Comparing with Yoon et
al.’s scheme [10], Cui et al.’s scheme is much more
efficient since only constant number of pairing op-
erations are necessary for the batch screening of
Type 3.

In 2006, Cao et al. [13] proposed two attacks
where Attack 1 is against Yoon et al.’s [10] and
Zhang et al’s [8, 9] pairing-based schemes, and
Attack 2 is against Zhang et al.’s schemes [8, 9].
Cao et al. also considered a randomization tech-
nique as a countermeasure against the attacks. In
fact, the idea of the countermeasure is identical to
the well-known small exponent test proposed in
[4, 5, 6, 7] but without emphasizing the effect of
exponents with small bit length since only com-
putationally expensive pairing operation is con-
sidered in efficiency analysis for IBS schemes.

As aforementioned claim, both Yoon et al.’s
and Cui et al.’s schemes were in fact developed
based on the notion of “signature screening” (by
Bellare et al. [6]) instead of exact “batch verifi-
cation”. In signature screening, what the verifier

2In fact, Yoon et al.’s scheme only achieves the weaker
notion of screening to be discussed below. The usage of
terminology batch verification might be a misleading.

cares is whether every message of the input sig-
natures has been authenticated at some point of
time rather than the validity of each individual
message-signature pair. Screening approach pro-
vides a “weak but fast” batch verification of sig-
natures. Actually, in these two schemes [10, 12],
the authors analyzed the security of their schemes
according to “screening” purpose despite the mis-
usage of terminology of batch verification.

The main contribution of this paper is that
Cui et al.’s IBS scheme will be shown to be inse-
cure for batch screening of Type 3. By the way,
we found that the attack proposed by Cao et al.
to Yoon et al.’s IBS scheme with screening is in-
appropriate due to the misunderstanding of the
difference between batch screening and verifica-
tion.

2 Preliminary Background

2.1 Bilinear Maps

Suppose that Gy and Gy are additive and multi-
plicative groups respectively, and both G; and Go
are cyclic groups of the same prime order q. Let
P be an arbitrary generator of G;. Assume that
the discrete logarithm problem is hard in both Gy
and Go. A bilinear map e : G; x G1 — Gy satisfies
the following properties:

1. Bilinear vV X, Y € G and a,b €
Zy,e(aX,bY) = e(X,Y).

2. Non-degenerate d X,Y € Gj such that

e(X,Y) # 1.

3. Efficient There exists an efficient algorithm
to compute e(X,Y) for all X,V € G;.

2.2 ID-based Signature Schemes and
Batch Verification

In general, an ID-based signature scheme includes
four algorithms: Setup, Extract, Sign, and Verify.

Setup A Private Key Generator (PKG) sets
up the system parameters Param and the
system master key K. Then, PKG publishes
Param to the users.

Extract For each identity ID, PKG generates
the private key Djp corresponding to ID us-
ing K; and Param.

Signing A user ID uses Param and Djyp to
produce a message-signature pair (m, o, ID)
on a message m.
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Verify Given a message-signature pair
(m,o,ID), a verifier checks the validity of
this signature using Param and ID (or func-
tion of ID) as the public key of this identity.

In a batch verification process, the Verify al-
gorithm will be replaced by a Batch Verifica-
tion algorithm [10].

Batch Verification Given multiple signatures
01,09, ...,0L ON MeSSages
mi,Ma,...,myg and the corresponding sign-
ers’ identities ID1, IDo, ..., IDj respectively,
a verifier can check the validity of these sig-
natures simultaneously. If m; = mo = =
my, it is called the batch verification of Type
1. On the other hand, if ID; = IDy = ... =
1Dy, it is called the batch verification of Type
2. For the most complex case, in the batch
verification of Type 3, each distinct message
is signed by a distinct signer.

2.3 Attack Model for Batch Verifica-
tion

Yoon et al. in their work formalized the attack

model for ID-based signature schemes with batch

verification [10]. In this model, a forger F is called

a k-batch forger of Type i (i=1,2, or 3) when he

executes the following game.

Setup A k-batch forger F is given the system
parameters Param.

Queries F can access the hash, Extract, and
Signing oracles by his choices. F acquires
the hash value of his queries, the private keys
of his chosen ID’s and the signatures of his
chosen ID’s and messages.

Outputs
messages my, . . .
signatures oy, ...
1,2,3 and n < k.

Finally, F outputs ID1,...,ID, and
,my and the corresponding
,0n of Type ¢, where i =

JF wins if the output batch instance passes the
batch verification process within polynomial time
bound with non-negligible probability and there
exists one index j such that ID; has not been
queried to the Extract oracle and the message
m; has not been queried to the Signing oracle.

The above definition stands for the declara-
tion in [10] that they dealt with “signature screen-
ing” instead of batch verification. There is a
kind of attack in which every message of a valid
batch instance outputted by the adversary has

been queried previously while some correspond-
ing signatures are invalid. This is the only kind
of attack which is considered successful in batch
verification, but it is excluded in batch screening.
Under the above attack model, this kind of at-
tack is regarded as an unsuccessful one since all
of the message has been queried previously, hence
the model apparently dose not capture the defi-
nition of batch verification. On the other hand,
the attack model restricts successful attacks to a
specific situation in which at least one message
has not been queried previously. This restriction
completely rules out the kind of attack discussed
above and thus the attack model corresponds to
batch screening.

3 Security Analysis of Cui et
al.’s IBS Batch Verification
Scheme

A special type of hash function which maps mes-
sage or identity information to a point on el-
liptic curve, named as the map-to-point func-
tion, is widely employed in pairing-based schemes.
Since current constructions of map-to-point func-
tion are probabilistic and computationally expen-
sive, Zhang et al. [14] suggested a more effi-
cient pairing-based IBS scheme without the re-
quirement of any map-to-point function. Moti-
vated by [14], Cui et al. recently proposed a new
IBS scheme without map-to-point function and
base the security of their scheme on a special and
complex assumption named “generalized k-CAA”
[12]. It was claimed that Cui et al.’s IBS scheme is
more efficient than all previous schemes and it is
capable of batch verification of Type 2 and Type
3. Security proof of Type 3 batch verification is
also given to support their claim. In this section,
a practical attack against Cui et al.’s IBS scheme
with Type 3 batch verification is proposed and
the incompleteness of their security proof which
enables the proposed attack is also pointed out.

3.1 Brief Review of Cui et al’s IBS
Scheme

Suppose that the trust authority (TA) chooses an
arbitrary generator P € G; and randomly selects
his master secret x € Zg, then he computes Py =
xP. The system parameters are (P, Py, w, H),
where w = e(P, P) and H : {0,1}* x Gg — Z is
a one-way hash function.

The private key extract procedure of Cui et
al’s IBS scheme follows the idea used in [15].



Proceedings of the 11th WSEAS International Conference on COMPUTERS, Agios Nikolaos, Crete Island, Greece, July 26-28, 2007 53

Given an identity id € Zj, TA computes S;q =
ﬁp as the private key of the identity ¢d. Pro-
cedures of singing, verification, and batch verifi-

cation of Type 3 are described as follows.

Signing To sign a message m € {0,1}*, the
signer with private key S;q randomly selects
s € Zy, and computes

r=w’, u=H(m,r), v=(u+ s)Sq,

where the resulting signature of m is the
pair (r,v,id).

Verification  Given a message m, a signa-
ture (r,v,id) and the system parameters
(P, Pyyp,w, H), the verifier first computes
u = H(m,r) and then accepts (r,v,id) as
a valid signature if

w'r = e(Ppyp + idP, v).

The verifier rejects (r, v, id), otherwise.

Batch Verification of Type 3 Suppose that
there are at most A message-signature pairs
(mla 1,01, idl)? (m27 T2, V2, id2)7 R
(my,7x, vz, idy) where all the messages
mi,mo,...,my are distinct. The verifier
computes u; = H(m;,r;),Vi = 1,..., A, and
accepts all these signatures if the following
equation holds:

A

A A
wz;‘:1 Uj H r; = e(Ppuba Z Ui)e(P, Z Zdzvz)
=1 =1 =1
(1)

3.2 The Proposed Attack against Cui
et al.’s Scheme

Suppose the forger wants to forge two signatures
signed respectively by id; and i¢ds which can pass
the Type 3 batch verification. The forger ran-
domly chooses s1,s2 € Z:‘I and computes r; =
W ry = w% and u; = H(my,r1),ug = H(me,r2)
as usual. Then, the forger computes

_up +u2+ 81+ 82

a = - - v1 = aP, v9 = —aP.
Zd1 — ’Ld2 ’ ’

Finally, the forger outputs a batch instance
consisting of two message-signature pairs
(ml, 1,1, idl), (mg, 9,02, idg), where both id;
and ¢ds have not been queried by the Extract or-
acle, and both mj and ms have not been queried

by the Signing oracle previously. Obviously, the
forged batch instance can pass the Type 3 batch
verification procedure in Eq (1) since

6(Ppub, V1 + UQ)@(P, idiv1 + ’idg’l)g)
= e(P, x(m + Uz) +idyvy + idgvg)
= e(P,z(aP + (—aP)) + (idy — id2)aP)
= e(P,(u1 +uz + s1 + s2)P)

— e(P, P)u1+UQ+S1+82

Wit +ug

riry.

The verifier might detect the proposed attack
since v1 + v9 = O where O stands for the point
at infinity of the curve. However, the forger can
insert some valid message-signature pairs which
he collected (also possibly via Signing queries)
previously. That is, following the attack game
defined in [12], a k-batch forger F could win the
attack game by outputting the following batch
instance:

(ma,71,v1,1d1), (M2, r2, v2,id2), (M3, T3, v3,id3),
R (mkv Tk> Uk, de)

where (mg,rs,vs,ids), ..., (Mg, rg, Vg, idg) are
known wvalid message-signature pairs and
(mq,r1,v1,1dy), (Mg, re, Ve, ids) are forged
as described previously. In this case,
vi + v9 + v + ... + vy = O happens with
extremely small possibility and hence hard for
the verifier to detect the attack.

Recall that the security model used in the se-
curity analysis of Cui et al.’s scheme in [12] cap-
tures merely signature screening which is a secu-
rity notion weaker than batch verification. The
proposed attack shows that Cui et al.’s batch ver-
ification procedure cannot verify batch instances,
and in fact even can not screen batch instances.

3.3 Flaw of the Security Proof of Cui
et al.’s Scheme

A security proof of Cui et al.’s Type 3 batch ver-
ification procedure is presented in [12]. However,
only limited forging case is considered in that
proof. Namely, the authors merely considered the
case where only one forged signature appears in
the batch instance. In fact, the attack we pro-
posed is a possible and practical case, but that
proof does not includ it.

In the Output stage of the proof reduction,
the authors of [12] claimed that:

1. In order to win the attack game, a k-batch
forger F will finally output a valid batch
instance (my,r1,v1,4d1), ..., (Mg, Tk, Vg, idy)
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which can pass the batch verification of Type
3, where idy and mj had not been queried
before.

2. In addition, (mq,ry,v1,1dy),. ..,
(Mmg—1,7Tk—1,Vk—1,idp_1) must pass the batch
verification as well.

From the above two statements, an algo-
rithm that can generate one single valid message-
signature pair (i.e., (mg, rg, vk, idg)) of Cui et al.’s
IBS scheme can be readily constructed, and then
a solution of generalized k-CAA can be outputted
with non-negligible probability.

However, the second statement is
in fact an unreasonable assumption
and there is no reason supporting that
(idl, mi,7T1, ’Ul)7 “euy (idk_l, mep_1,Tk—1, Uk—l)

will satisfy the batch verification equation.
Furthermore, the second statement will limit the
security proof to the specific case where only one
forged signature is included in the whole batch
instance. Apparently, there are many other pos-
sible cases where two or more forged signatures
are included in the batch instance. Our attack is
an example of a valid batch instance with (k—2)
valid message-signature pairs, plus 2 forged ones.
Due to the previous reasons, we conclude that
Cui’s security proof of Type 3 batch verification
is incomplete.

4 Discussion on the Security
Analysis by Cao et al.

In [13], Cao et al. reviewed three pairing-based
batch verification schemes proposed by Yoon et
al. [10] and Zhang et al. [8, 9]. Afterward, the
authors proposed two attacks against those three
batch verification schemes. In their attacks, At-
tack 1 is against those three schemes and Attack
2 is against schemes proposed in [8, 9]. In this
section, we will show that Attack 1 is not a suc-
cessful attack to Yoon et al.’s batch verification
scheme.

In Yoon’s signature scheme, an identity ID;
outputs a signature o; = (V;,U;) on message m;
in Signing stage. To verify k& multiple signatures
of Type 3, the verifier checks whether following
equation holds:

k k

e(P, Z Vl) = H B(Qi, Uz + hiPpub)a (2)

i=1 i=1

where P, is the system parameter, @; is a func-
tion of ID; and h; is a function of m; and U;.

The Attack 1 proposed by Cao et al. is
very simple.  Suppose that (mq,Vy,Us, D),
(mg, VQ, UQ, IDQ), cey (mk, Vk, Uk, IDk) are valid
message-signature pairs. The forger randomly
chooses k — 1 values V{,Vy,...,V/_ | and finally
solves the equation

Vit Vo+. . .+ V  +Vi=Vi+Vat...+Vj

to obtain the value of V//. Then, the forger takes
multiple message-signature pairs

(mb Vlla Ul; IDl)a (m27 V2la U27 IDQ)a cee

(mkv Vk/7 Uk, IDk:)

as the input instance of batch verification.

Obviously, this forged instance can satisfy
Eq (2) while almost every individual signature is
invalid. However, this attack is beyond the scope
of the attack model defined in [10]. In the at-
tack model, a forger is regarded as a winner only
if there exists at least one index 7 such that ID;
and the corresponding message m; have not been
queried before. In the Attack 1, the forger sim-
ply modifies the value of V; while keeping all the
messages as before. Since all the messages have
been queried previously, this attack dose not make
sense under the attack model. This misunder-
standing of attack is due to the reason that in
[10] and [12], the authors misused the terminol-
ogy of batch verification. In [10, 12], according to
their attack model, “signature screening” rather
than “batch verification” is considered.

Regarding Zhang et al.’s schemes [8, 9], the
authors neither defined an attack model for batch
verification nor specified clearly whether their
scheme is designed for the purpose of screening
or batch verification.

Regardless of the misunderstanding makde in
[13], Cao et al. also considered a randomiza-
tion technique as a countermeasure against the
attacks. However, the idea of the countermeasure
is identical to the well-known small exponent test
proposed in the open literature [4, 5, 6, 7]. This
technique can make those schemes be more se-
cure such that batch verification can be achieved.
This generic method might also be applied to re-
pair Cui et al.’s scheme and make it be more se-
cure than screening. More clearly, the batch ver-
ifier uses random factors in the batch verification
process, so that the attacker cannot forge invalid
signatures to pass the checking.

5 Conclusions

Yoon et al.’s IBS scheme with batch verification
can achieve to verify multiple signatures signed by
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multiple signers simultaneously, say to achieve the
Type 3 batch verification. However, their scheme
is inefficient since the verifying cost increases with
the number of signers. In 2006, Cui et al. have
proposed a more efficient IBS scheme with Type
3 batch verification. Unfortunately, this scheme
is insecure with Type 3 batch verification due to
the attack proposed in this paper.

We also point out that the attack proposed
by Cao et al. against Yoon et al.’s scheme dose
not work under the attack model because Yoon et
al. have limited their design signature screening.
However, a well-known randomization technique
can enhance the security of Yoon et al.’s and many
other schemes.
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