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Abstract: -Based on the statistical characters of remote sensing image, this paper proposed firstly partition
remote sensing image into sub-block images of suitable sizes, and then decomposing these sub-block images
with biorthogonal 7/5 wavelet. A novel construction method of wavelet set of coefficients is adopted to embed
binary watermarking image into sub-bands except low frequency sub-bands, and realizing a blind detection
algorithm. The visual model of biorthogonal 9/7 wavelet is extended to construct a visual weighted analysis
method based on the biorthogonal 7/5 wavelet domain quantization noises, thus making the strength of the
embedded watermarking could self-adapt to the sub-blocks of the remote sensing image. Experimental results
show that the proposed algorithm has great imperceptibility and is robust to the image intensity attack such as
geometric transformation, noise adding, filtering, and compression. It performs better than that of the
watermarking algorithm proposed by Ho in the robust, and being a practical blind watermarking algorithm.
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1 Introduction

Remote sensing images contain huge amounts of
information, even confidential information, so these
tremendously precious image data have great
economic and military value. But the research has
just initiated on intellectual property right protection
of remote sensing image, referring to the related
documents [1-5] and so on. Document [1] proposed
embedding pseudo-random  binary  sequence
watermarking into the middle frequency coefficient
of the DFT transformation domain and three high
frequency sub-bands of DWT. Since this embedding
process conforms to the near-lossless constraint
demands, so the robustness of the watermarking is
enhanced. Document [2] proposed a non-sequential
spread spectrum based remote sensing image
watermarking  algorithm, which utilizes the
corresponding  characters of  non-sequential
information to embed and extract watermarking.
Compared with common spread spectrum
watermarking algorithm, the robustness of this
algorithm is sharply enhanced. Based on the
characters of remote sensing image, document [3]
proposed conducting Arnold permutation encryption
and image compression on gray-level watermark
image, and embedding the processed image into the
wavelet transformation domain of remote sensing
images, adopting the neighboring symbol's mean
value method, odd-even adjudging rule method.

Document [4] proposed a novel remote sensing
image watermarking algorithm, which adopts the
character of spatial masking to calculate the
maximum limitation of the change of every DCT
coefficient. Document [5] proposed securely
embedding binary watermarking image into the
high-frequency coefficients of the discrete cosine
transformation domain of the remote sensing image
texture. On the basis of the above-mentioned
researches, this paper proposed a self-adaptive blind
watermarking algorithm on remote sensing image,
adopting the visual weighted analysis method of the
visual system biorthogonal 7/5 wavelet domain
quantization noises.

2 Related theories

2.1 Lifting algorithm of biorthogonal 7/5
wavelet filter

According to the document [6], suppose X; is the

inputting sequence of image data, and then the Lazy

wavelet is defined as:

0 0
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The positive lifting algorithm for 7/5 wavelet is listed
as:
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From the experimental results of document [6],
best performance of image compression could be
achieved when 0=0.05.

2.2 Preprocessing of watermark
The permutation technology of digital watermarking
mainly considers dispersing error distribution as far
as possible, improving the visual effects to enhance
the robustness of digital watermarking. Of current
available permutation methods, Arnold permutation
is simple, easy to implement and with cycles. When
the remote sensing image is modified by user or
under malicious attacks, some parts of the remote
sensing image will be damaged, so will be the
corresponding watermarks. Since Arnold
transformation maximally disperses the damaged bits
into different parts of the watermarks, the effects on
visual system will be reduced and the watermark
robustness is improved.

For 2-D image, Arnold transformation formula is:

o s W

In which, x,ye(0,1,2,---,N —1), representing the
coordinates of a pixel, while N is the image matrix
divisor.

Normally, for different image matrix divisors N,
Arnold  permutation  will  have  different
transformation cycles, but the calculation of image
restoration based on the cycle is quite huge. This
paper proposes adopting equation solving to obtain
Armnold anti-transformation algorithm. The obtained
Arnold anti-transformation formula is [7]:

BREH

3 Principle of watermark embedding

3.1 HVS based remote sensing image
segmentation

Watermark embedding process could be regarded as

superposing a weak signal to a strong background,

thus HVS could not detect the existence of a signal if

it is below the HVS contrast sensitivity threshold.

“4)
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Based on HVS and the statistic characters of remote
sensing image, remote sensing image is segmented to
many sub-blocks of same size. Different amplitude
quantization could be performed on the basis of
different regional characters of sub-blocks. The
detailed method is described as follows:

Suppose the remote sensing image is I, in
accordance with the size of I, the image will be
self-adaptively partitioned into sub-blocks with the
size of 512x512 bits, denoted as I, = f (X,y) ,
k=0,1,---,k =1 . Entropy value and variance are
calculated for every sub-block, in which the image
block with a small entropy value relates to smooth
areas, while the sub-block with a large entropy value
relates to textures or edges. Furthermore, the variance
for textures is small, and the variance for edges is
large. So all the image blocks could be categorized
into four types, and an amplitude quantization will be
assigned to each type.

For type 1, with low illumination and simple
texture, HVS is quite sensitive to the change of the
pixel, so the smallest amplitude quantization should
be assigned. For type 2, with relatively high
illumination, complex textures being edges, the
amplitude quantization should be relatively small.
For type 4, with high illumination, complex textures
but not being edges, HVS is least sensitive to the
change of the pixel, so the largest amplitude
quantization should be assigned. The remaining
sub-blocks could be partitioned into type 3. Specific
amplitude quantization could be obtained through
experiment. Based on the documents [1, 9] and
experimental analysis, this paper considers following
amplitude quantization as reasonable values: 8 is
assigned for type 1, 10 is assigned for type 2, 16 is
assigned for type 3 and 32 is assigned for type 4.

3.2 Wavelet domain quantization noises
based visual weighted analysis

For 512x512 bits sub-blocks, by means of
multi-resolution wavelet decomposition, the image
could be decomposed into sub-band LL and detailed
sub-bands LHi, HLi,HHi (i=1,2,---,k) corresponding
to the horizontal, vertical and diagonal directions, in
which k is the decomposition layer.

The decomposition process of multi-resolution
wavelet transformation has fairly excellent spatial
direction, which coincides with human visual
characters, so Just Noticeable Distortion (JND)
tolerance based on human visual characteristics could
be precisely established. With JND tolerance,
watermark embedding position and strength will be
controlled to ensure the visual imperceptibility of the
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watermark. Documents [10-12] have set up different
models for wavelet domain JND tolerance.

Document [11] studied the quantization noises in
image compression adopted biorthogonal 9/7
wavelets, and provided visual models for different
sub-bands, targeting at the images with gray-level
values between 0 and 255.

2'f.g ?
2 '[l"gff}
Qi =7 —al0

I,
According to the Watson visual model, 1
represents the multi-resolution decomposition layer,
with possible values of 1, 2, 3 or 4. In the model, f
represents the frequency direction, with values 1, 2,
and 3 denoting the detailed sub-bands of horizontal,
vertical and diagonal directions respectively, Ay is
the basis functions of sub-bands, r represents the
visual resolution, o is the minimum value of the

domain. The function with 0=0.495 is defined as:

1, f=1
gf= 1, f=2
0.534, f=3

Thus, the quantization factors for wavelet
coefficients of different layers without causing image
distortion are listed in Tablel.

Table 1 The quantization factors of biorthogonal 9/7
wavelet 3-layer transformation

1 =1 =2 =3

1 23.03 23.03 58.76
2 14.68 14.69 28.41
3 12.71 12.71 19.54

Since the image quantization matrix is put
forward on the basis of HVS, the matrix has provided
the maximum noise-tolerant capability for different
decomposition  scales.  Biorthogonal wavelet
transformation is adopted to realize digital
watermarking algorithm for remote sensing image.
Complying with the prerequisite of watermark
imperceptibility, the watermark is linked to the
embedding strength to obtain JND with value
T.=[PQ.¢#2], where [ - ] represents rounding-off and
B is the scale factor.

For biorthogonal 9/7 wavelet filters {h,g,ﬁ, ﬁ},
when the coefficients take values ash; =0, t=1, the
biorthogonal 9/7 wavelet filter is actually a
biorthogonal 7/5 wavelet filter. So, this paper roughly
regards that for biorthogonal 7/5 wavelet filter, the
quantization factors of various layers of wavelet
coefficients could also take the values of Table 1.
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3.3 Watermark embedding algorithm

For remote sensing image, it should be segmented
into 512x512 sub-blocks first and then categorized
into different types. According to these sub-blocks of
different types, the quantization factors of 3-layer
transformation will be adjusted. As this paper simply
takes the processes linearly, the remote sensing
images of type 3 are considered as base points and the
quantization difference of different types will be
superposed to obtain quantization factors shown
Table 2.

Table 2 The quantization factors of biorthogonal 7/5
wavelet 3-layer transformation for different types of
image

Image types 1 =1 =2 =3
1 15.03 15.03 | 50.76
Type 1 2 6.68 6.68 20.41
3 4.71 4.71 11.54
1 17.03 17.03 | 52.76
Type 2 2 8.68 8.68 22.41
3 6.71 6.71 13.54
1 23.03 | 23.03 | 58.76
Type 3 2 14.68 | 14.68 | 28.41
3 12.71 12.71 19.54
1 39.03 | 39.03 | 74.76
Type 4 2 30.68 | 30.68 | 44.41
3 28.71 | 28.71 | 35.54

For remote sensing image with the size of
512x512 bits, the detailed embedded procedures are
described as below.

Biorthogonal 7/5 wavelet 3-layer decomposition
is conducted on the remote sensing image with the
size of 512x512 bits. All the coefficients after
decomposition are selected to make up the coefficient
sequence except LL3 coefficients. The following
procedures are taken to generate the set of
coefficients {M,} for watermark embedding. ©

represents the number of times of watermark
embedding, with possible values as 0=2,3,4,5,--- for
different circumstances.

(1) Searching for the maximum absolute value of
wavelet coefficientW,

(2) Calculating T, T= 2llogs W]
T <Wigy <2T;

(3) Given a threshold G, calculating the
maximum possible embedding times S, where

‘T/ZS >G;

max *

then
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(4) According to the watermark image with size |
(for example, the watermark embedding image is
64%x64, then [=64%x64=4096), a set of coefficients
for embedding is generated:

a) M 0= {Wlf (Ia jao)a W|f (Ia jal)a'”aW|f (I’ j’ rO)} s
. .. T
satisfying: ‘Wlf (I,j,k)‘e[ Om , 2T), rg=1-1
where n, =1,2,---,2% .
) M, = 0w G w6

satisfying: ‘wlf (i,j,k)‘e[z_é.T, _g.T), n>1-1,

where n, =1,2,---,25.

C) M max — {Wlf (I’ j’O)’ W|f (I’ j:l)a"'aw|f (I’ j:v rmzx)} s
satisfying:
. n
W|f(|, K el Nz T, LT, g 2 1 -1
25 25
where n_ =12,---,25.

Where 1 and f have the same meanings as
described in the above section, representing the
wavelet decomposition layer and sub-band directions
respectively, i and j individually represent the
horizontal and vertical coordinates of the wavelet
coefficient matrix, and r, represents a value within a
certain domain which is larger than the watermark
image size [.

From the process of coefficient set generating,
under the circumstances that the remote sensing
image is of 512x512 bits and the binary embedding
image is of 64x64bits, at least one coefficient set for
embedding could be obtained. Generally, through
adjusting the threshold G, the number of the set of
coefficients for embedding is greater than three.

(5) All sets of coefficients for embedding M; are

modified, and watermarks are embedded repetitively:

a) When the value of watermark signal equals one,
~f . - L foo . J Tl,f
Wy, k) =w (1, LK) /Ty ¢ xTy ¢ +ax 5

b) When the value of watermark signal equals
Tie

Z€ro, \Tvlf @, j,k)= Lwl (, k) /Ty, fJxT,f —ax
Where T, ; is the amplitude modification for

JND, « is the scale factor with a (0, 1), and |e |
represents the integer floor function.

3.4 Watermark extracting algorithm
Watermark extracting procedure is just the inverse of
embedding one, and details are described as below:
(1) Biorthogonal 7/5 wavelet 3-layer
decomposition is conducted on the remote sensing
image with the size of 512x512 bits. All the
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coefficients after decomposition are selected to make
up the coefficient sequence except LL3 coefficients.
The following procedures are taken to generate the

set of coefficients {M,} ;
(2) Searching for the maximum absolute value of
wavelet coefficient W

(3) Calculating
T <vaax <2T ;
(4) With the embedded value S, the set of

coefficients for embedding could be obtained:

'F,f -2 [logz Wmax] then

a‘) MO ={Wlf (injao)aw|f (injnl)a"'aw|f (IajaFO)} s
satisfying: ‘W, @, J, k)‘ € [%, 2T).
2
b) '\7[1 :{\Tvlf (isjao)’w|f (iajsl)y"'aw|f (Iaja?i)} s

satisfying: ‘W,f @, j, k)‘ € [n_;.f, g_g.f) ]

C) I\7|’max = {Wlf (I J O) V~V|f (Is jal),"'sW|f (Ia jaFmZX)} s

' (o< [ T, 5

mzx T

Zmzx-1
S .
Where the values of n; and S is identical to

satisfying:

those of the embedding procedure.
(5) With of W,"G,j.k) ,

corresponding embedding watermark signal 1, will

the wvalue the

be obtained, either one or zero;
(6) Various sets of coefficients are integrated to

obtain I, and the watermark sequence 1, ;
(7) Sorting I, to get the watermark sequence I',

and T/2 times of Arnold permutations are conducted
on |' to obtain the watermark sequence Q'.

* Note: The extracting procedure of step 5 is
explained as below:

Formula \_Wlf @, J,k) /Ty ¢ J><T,’f is actually an
N xT, ¢ (where,N =0,1,2---) integer round function.

Namely, if w'(,j,k)e[0,T,;) , then

\_Wlf (l, j’k)/TIaf JXTl,f =0 5 al’ld lf WIf (l, J,k)
E[Tl,f ,2T|’f ) 5 then \_Wlf (l, j’k)/Tl,f JXTl,f :T|’f 5 al’ld

so on. When 0<a <1, with the range of lelf @, j,k),

the value of watermark signal could be determined,
either one or zero:

AN jk)e[N~T|f,2N+1

“Tie)

b

0 WI ('Jk)e[ Tlva Ti¢)

where,N =0,1,2---
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4 Experimental results and discussion
The watermark used in the experiment is a 64x64
binary image (a) as shown in Figure 1. With Arnold
permutation, images (b) and (c¢) in Figure 1 could be
obtained, in which, image (b) is the watermark image
after one permutation, while image (c) is the
watermark after eight permutations and is actually
embedded in the experiment.

s v
2 e 5
i 31 A S
o i 3 jﬁf@f% e P
7 g&p : s
A i?ﬁ} Lk

(a) Original image  (b) One permutation (c) Eight permutations

Fig.1 Watermark image

The experimental 512x512 remote sensing
images are panchromatic images shown in Figure 2,
in which image (a) is navigation image and image (b)
is satellite one. The scale factors are set as

@ (®)

(@) (®)

Fig.3 Images after watermark embedding

Figure 3 is obtained after embedding watermark
of figure 1 into the remote sensing images. The
PSNR of the remote sensing images of embedded
watermarking is calculated respectively, which is
greater than 45db. From the visual perception, there
is hardly any noticeable change, indicating the
excellent imperceptibility of the algorithm.
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Watermark extracted is shown in Figure 4, as the
images are almost identical to the original ones, with
fine visual perception.

K R

(2) (b)

Fig.4 Watermark extracted from Figure 3

To verify the effectiveness of the algorithm, a
series of attacks was conducted on these remote
sensing images after watermark embedded. JPEG
compression with a quality factor of 60%, addition of
zero mean Gaussian noises, two-times enlargement,
and median filter are conducted respectively on these
two remote sensing images of Figure 3. The results of
watermark extracting are shown in Figures 5-8.

(© (b)

© (b)

Fig.6 Addition of zero mean Gaussian noises

(2 (b)

Fig.7 Two-times enlargement

@ (b)

Fig.8 Median filter (window size of 3x3)

It could be visually perceived that with two-times
enlargement processing; there is no great influence
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on the quality of the extracted watermark, namely
excellent robustness. JPEG compression with a
quality factor of 60%, addition of zero mean
Gaussian noises, and median filter influenced the
watermark images, but the watermark resolution is
not affected and the quality of watermark is within
the range of visual tolerance. For these four
processing, addition of zero mean Gaussian noises
had the greatest influence on watermark quality, but
these two original images had no distinct influence
on the quality of watermark extracted.

Furthermore, the algorithm proposed in this paper
has been tested against various attacks, and was
compared with Ho’s algorithm [5]. Watermark
images are extracted, and the accuracy rate is

calculated with the following formula:
_ total pixels—erroneous  pixels

accuracy _rate(P) = -
total _ pixels

According to algorithm proposed in this paper
and document [4] respectively, the experimental
results of figure 1 are shown in table 3. For attacking
tests, the experimental results with the algorithm
proposed is much better than that of Ho’s algorithm,
and the accuracy rates for watermark extracted from
these two images exceeded 80%. The proposed
wavelet domain based blind watermarking algorithm
on remote sensing image is much robust against
various geometric transformation, filtering and

x100%

compression.
Table 3 Experimental results of watermark attacks
Attacks Accuracy rate (P) %
Fig 1 (a) Fig 1 (b)
Our Ho’s Our Ho’s
Algorithms|Algorithms|Algorithms|Algorithms|
Two-times 97.84 84.64 97.06 82.83
enlargement
Two-times 85.32 80.36 84.13 78.54
contraction
JPEG compress-
ion (factors 60%) 94.38 74.49 93.75 69.26
JPEG compress-
ion (factors 40%) 84.89 67.85 84.43 63.86
Rotation (30) 89.97 81.72 90.42 81.46
Rotation (50) 81.67 76.41 81.18 70.42
Addition of zero
mean Gaussian 9291 75.82 91.45 80.12
noises
Median filter |4 1, 89.23 89.81 88.53
(3x3)
Median filter | ¢5 19 83.78 83.93 82.14
(5%5)
Addition of salt
and-pepper | 86.13 84.64 84.31 81.68
noise
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5 Conclusion

This paper proposed a self-adaptive blind
watermarking algorithm based on the textures of
remote sensing images and the statistical characters
of the frequency after wavelet decomposition. This
algorithm utilizes equation-solving method to realize
Arnold permutation, so as to avoid the huge
calculation costs in multiple permutations and
anti-permutations.  Biorthogonal 7/5  wavelet
transformation with lifting parameter a=0.05 is
adopted to extend the visual weighted analysis
method based on the visual system (HVS)
biorthogonal 7/5 wavelet domain quantization noises,
so that the embedding strength could be self-adaptive
to the sub-blocks of remote sensing images. A certain
policy is adopted to embed binary watermark image
into the sub-bands except low frequency sub-bands,
and the extraction process is independent from the
original image. Experimental results show that the
proposed blind watermarking algorithm is robust and
imperceptible, with the feature of high accuracy rate
for watermark extracting. This algorithm is robust
against geometric transformation, filtering and
compression. It performs better than that of the
watermarking algorithm proposed by Ho in the
robust, and being a practical blind watermarking
algorithm.
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