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Abstract: To assure the privacy of RFID Tags, symmetric challenge-response identification protocols have been
considered. Due to the low cost requirements for tags, it has been assumed that the tampering of RFID tags
is possible. In this paper, we estimate the privacy leakage of challenge-response RFID authentication protocols
based on symmetric key using discrete probability under the assumption that tampering the RFID tags are possible.
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1 Introduction
Many identification protocols based on symmetric
challenge-response have been proposed to assure pri-
vacy of RFID tag bearers [6, 3, 4]. Especially in [4],
Molnar and Wagner defined a scheme to be ‘private’
if no adversary is able to distinguish two different tags
with different secret keys. We use the term ‘private’
as Molnar et al. defined.

In general, RFID tags are not assumed to be tam-
per resistant. Avoine, Dysli, and Oechslin proposed
a privacy weakening attack on the private authentica-
tion protocol of Molnar et al. by using tampered tags
[1]. In this paper, In this paper, we estimate the pri-
vacy leakage of challenge-response RFID authentica-
tion protocols based on symmetric key using discrete
probability under the assumption that tampering the
RFID tags are possible. We use only discrete prob-
ability and a number of transcripts of executed pro-
tocol. Thus our result does not depend on a particular
key structure as in Avoine et al.’s attack, or not even on
the size of security parameter. In Avoine et al.’s attack,
the authors analyze the success probability to identify
the target tag using tampered tag and the structure of
shared key. In our case, we analyze the success prob-
ability of random guess of identifying the target tag
using tampered tag.

Suppose that an attacker wants to identify his tar-
get tag from a set ofn tags given to him. If he can only
make random guesses, the success probability would
be1/n. One may naively think that the success prob-
ability of the attacker is still the same for the same
quest even if he has tampered tag(s) at hand. We show
that this is not so if the attacker’s goal is to identify

the target tag’s transcript from a set ofn ‘randomly
looking’ transcripts.

Consider an attackerA(n, t) who can tamper up
to t tags and has a list ofn tags including his tar-
get tag. The attacker obtainsn communication tran-
scripts, one for each tag in his list. The objective is
to identify the transcript of the target tag. We exam-
ine the success probability rigorously, and conclude
that the success probability of the correct guess in-
creases by(t/[(n − 1)(n + t)2]) from the given tran-
scripts ofn tags when the attacker hast tampered
tags. This improvement of success probability is pos-
sible since all the secrets of the tags, including that
of tampered tags are chosen according to a uniform
distribution. In RFID system, all the secrets were set
when the system established and the attacker cannot
determine the secret key of the tampered tags before
the attacker tampers a tag. The attacker increment the
list of transcripts by addingt transcripts by letting the
tampered tags execute protocols with a reader. He can
later identify the transcripts belonging to the tampered
tags using the secret obtained from tampering. By us-
ing this fact, we can set a problem, that is very similar
to Monty Hall Problem in discrete mathematics.

Note that Avoine et al. considered the casen = 2
andt = 1, and the success probability of the attacker
is 1/2 + 1/9 without any knowledge on the structure
of the secret key. Without tampered tags, the success
probability of the attacker is1/2.

We shall consider the attackerA(n, t) who hast
tampered tags and show that the success probability
of A(n, t) increases to(1/n) + (t/[(n− 1)(n + t)2]).
We note that the success probability is independent
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of the security parameter of the underlying challenge-
response protocol, it depends only on the number of
transcripts and the number of tampered tags given to
the attacker.

For a fixedn, the success probability attains its
maximum att = n. And smallern gives higher
success probability. Since this success probability is
independent of the security parameter of the under-
lying challenge-response protocol, we conclude that
no symmetric challenge-response authentication pro-
tocol is private against the attackerA(n, t) if the tags
can be tampered and(t/[(n−1)(n+t)2]) is larger than
the security margin with respect to random guessing
attack of authentication protocol.

2 Probabilistic privacy leakage of
challenge-response RFID authenti-
cation protocol

Now we consider an attack that is similar to Avoine
et al.’s privacy weakening attack on the challenge-
response authentication protocol based on symmetric
key:

• The attacker has tamperedt tags T̃i, i =
1, 2, . . . , t and has every secret information of
each tampered tags.

• The attacker then choose a target tagT , which is
not in the list of the tampered tags.

• The attacker receives a list ofn tagsTe1 , ..., Ten ,
among which T is included. He also re-
ceives communication transcriptstre1 , ..., tren

from valid authentication protocols, one for each
of the tags in the list.

• The attacker’s goal is to identify the target tag
T ’s transcript from the communication tran-
scripts. The attacker can use the tampered tags
for this purpose.

Note that the attacker’s success probability is at
least1/n. Hence the advantage of the attackerA is

AdvA(k) = | the success probability of the attack−1/n|,
where k is security parameter of the challenge-
response authentication protocol. In order for an au-
thentication scheme to be private in the sense of Mol-
nar et al., the advantageAdvA(k) must be negligible
in k. If the advantageAdvA(k) is independent ofk
and not smaller than2−10, the upper bound of success
probability of on-line guessing attack for authentica-
tion protocol [2], then one can say that the authentica-
tion protocol is not private, i.e., it has privacy loss.

We assume much weaker power to the attacker
than Avoine et al. did. More precisely, our use of the
tampered tags are limited to obtain valid transcripts
while Avoine et al launches a man-in-the-middle at-
tack to extract information about the hierarchical key
structure. In fact, the adversarial action we consider
can be applied to any challenge response RFID au-
thentication protocol when tampering tag is allowed.

Let us denote above described attacker asA(n, t)
and we index the tampered tags asT−1, T−2, ..., T−t

and describe the adversarial action as the following.

Phase 1.Let each tampered tag execute the authenti-
cation protocol with a reader to obtain commu-
nication transcripts. Together with thosen com-
munication transcripts already given, the attacker
has n + t ‘random’ transcriptstre1 , ..., tren+t

of n + t tags with{e1, ..., en+t} = {−t,−t +
1, ...,−1, 1, 2, ..., n}.

Phase 2 (First guess stage). Choose a transcript at
random from the list ofn + t transcripts.

Phase 3 (Final selection Stage). Identify those tran-
scripts oft tampered tags using the secrets and
ID’s of the tampered tags and then discard them.

Case 1: If the transcript chosen in Phase 2 is
among the discarded of the tampered tags,
then choose a transcript at random from the
remainingn transcripts and claim it to be
the transcript of the target tag.

Case 2: If the transcript chosen in Phase 2 is not
among the discarded of the tampered tags,
then discard it also and choose a transcript
from the remainingn − 1 transcripts and
claim it to be the transcript of the target tag.

The success or fail of the attack is determined in
Phase 3. The probability of the choice made in Phase
2 falling into Case 1 ist/(n + t) and that of falling
into Case 2 is1− t/(n + t) = n/(n + t). In Case 1,
the success probability is1/n. The success probabil-
ity in Case 2 is similar to the Monty Hall problem in
the discrete mathematics. The probability for the first
choice made in Phase 2 to be the transcript of the tar-
get tag is1/(n + t). Thus, in Case 2, the probability
for the transcript of the target tag to belong to the re-
maining list ofn−1 transcripts is still1−1/(n+t) =
(n+ t−1)/(n+ t). Therefore the success probability
in Case 2 is(n + t − 1)/(n + t) × 1/(n − 1). Thus
the overall success probabilityP (n, t) of the attacker
A(n, t) is

P (n, t) =
t

n + t
· 1
n

+
n

n + t
· n + t− 1

n + t
· 1
n− 1
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=
1

n + t

(
t

n
+ 1 +

t

(n− 1)(n + t)

)

=
1

n + t

(
n + t

n
+

t

(n− 1)(n + t)

)

=
1
n

+
t

(n− 1)(n + t)2
.

Then the advantageAdvA(n,t) of the attackerA(n, t)
is

AdvA(n,t) = P (n, t)− 1
n

=
t

(n− 1)(n + t)2
.

3 Conclusion
In challenge-response protocol, communication tran-
scripts of valid protocols can be regarded as randomly
chosen items. Without any aid, the probability of an
attacker guessing the correct transcript out ofn is1/n.
By introducing the transcripts oft tampered tags the
attacker has advantage in guessing the correct one as
much ast/[(n − 1)(n + t)2]. Moreover, this advan-
tage is independent of the specific challenge-response
protocol or the security parameter.

For fixedn, the advantageAdvA(n,t) = t/[(n −
1)(n + t)2] attains its maximum value 1

4(n−1)n when
the attacker takesn = t. In other words, if an attacker
is to identify his target tag among a set ofn tags, then
he would tamper extran tags in order to get the best
guessing advantage.

For example, in the Library RFID system, it is
commonly assumed that the number of tags are220.
For example, if we haven = 25, t = 25, then the
advantage of the attackerA(25, 25) is

AdvA(25,25) = 1/(217 − 212) > 2−17.

If the security margin with respect to the random
guessing attack of the authentication protocol is re-
quired to be smaller than2−12 in the Library RFID au-
thentication protocol, no challenge-response authenti-
cation protocol is private againstA(n, 1).

Another extreme example is the casen = 2 as the
definition of private scheme of Molnar et al. The at-
tackersA(2, 1) andA(2, 2) have guessing advantages
as much as1/9 and 1/8, respectively. These value
1/9, 1/8 are much larger than the currently recom-
mended security margin with respect to the guessing
probability of authentication protocols. Thus we con-
clude that no RFID authentication system based on
symmetric challenge-response protocol can be private
unless tamper resistance is provided if the attacker can
setn = 2.

Note that the advantage ofA(n, t) becomes
smaller asn gets larger and it attains is maximum
value whent = n for a fixedn. Practically,n may be
fairly large whilet cannot be assumed to be as large.
Once a specific RFID system is given, it may be pos-
sible to confine the target tag among a relatively small
numbern of candidate tags and privacy will emerge
as a real issue in such a case. Thus we can conclude
that we need to have a tamper resistant RFID tags or
need to maken, the size of the transcript sets of dis-
tinct tags that the attacker can obtain, as large as the
maximal guess advantage 1

4(n−1)n be smaller then the
security margin of the underlying challenge response
protocol.
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