
Hierarchical Identity based Group Signature with enhanced
privacy of the signers

Kitae Kim, Seongan Lim, Ikkwon Yie
Inha University

Department of Mathematics
Incheon City

Korea
seongannym,ktkim,ikyie@inha.ac.kr

Haeryong Park
Korea Information Security Agnecy

Cryptographic technology team
Seoul
Korea

hrpark@kisa.or.kr

Abstract: Supporting the privacy of the signer with controlled anonymity is an important feature of group signa-
tures. However, since the group manager controls the anonymity of signer, the group manager can be a threat to the
privacy of honest signers. Recently, OneCard service is popular in many ID card systems. In order to protect the
singer’s privacy against third party one can use group signature to verify that the user is a valid user for a specific
service. If One Card service includes different levels of traceability requirements, then it must contain different
sets of group signatures in order to preserve the privacy of the signer against the group manager. In this paper
we propose a hierarchical identity based group signature scheme and introduce a way to provide enhanced privacy
protection for signers against the group manager efficiently in the services with different levels of traceability re-
quirements.
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1 Introduction

Currently, OneCard system has been adopted in many
ID Card system. In particular, many College ID card
provides students, faculty and staff with a wide variety
of services. For students planning to reside on cam-
pus, the card provides access to the residence halls.
Resident students swipe their card in the dining hall
to use their meal plan. The ID card also allows stu-
dents to use Campus Library, and gain entrance to cer-
tain College sponsored events. ID cardholder privacy
must be protected, including the cardholder’s data and
card system activity. A group signature can be a use-
ful cryptographic technique to protect the cardholder’s
privacy since a group signature scheme can be used
to verify that the card holder is a valid user of each
service anonymously. Since one can use various ser-
vices using his/her ID card, one card must support ser-
vices with different levels traceability requirements. If
the same group signature scheme is used for services
with different traceability requirements, then the trac-
ing ability of group manager could threaten the pri-
vacy of signers. Since the tracing can be done without
any permission of the signer and no notices from the
group manager can be sent to the traced signer, it vi-
olates the privacy rule. If different group signatures
are used for each service then the card must support
the implementation of several sets of group signature
schemes, and this degrades the efficiency of the card.

In this paper, we shall introduce two-level identity
based group signature and propose a method to imple-
ment group signatures with selective traceability with
a few more parameters. Hence our scheme supports
selective level of traceability in a efficient manner. In
our system, it allows the signer to select the appropri-
ate level of traceability in the service. The complex-
ity of our scheme is almost as the same as a regular
group signature but supports two different levels of
traceability. And thus it enhances the privacy protec-
tion level of users when the user uses One card service
with different levels of traceability requirements.

2 Preliminaries

2.1 Bilinear Pairings and the underlying
complexity assumptions

The definition of bilinear group of composite order is
given below.

1. G, GT are multiplicative cyclic groups whose
operations are efficiently computable. We as-
sume thatg is a generator ofG. Both groups
have the same composite ordern = pq, where
the factorization ofn is hard.

2. The mape : G × G → GT has the following
properties:
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• Bilinearity : for all A,B ∈ G anda, b ∈ Z,
we havee(Aa, Bb) = e(A,B)ab.

• Non-degeneracy :e(g, g) 6= 1.

If such a mape : G × G → GT can be computed
efficiently, it is called a Bilinear Mapping or Pairing
and the groupG is called a Bilinear group.

The two-level ID-based group signature scheme
is defined over bilinear groupG of ordern and its sub-
groupGp, Gq of orderp, q, respectively. The security
of the two-level ID-based group signature scheme rely
on the following computationally hard problems.

• Computational Diffie-Hellman Assumption
on Gp: There is no probabilistic polyno-
mial time(PPT) adversary that, given a triple
(g, ga, gb) ∈ G3

p for random exponents
a, b ∈ Zp, computesgab ∈ Gp with non-
negligible probability.

• Subgroup Decision Assumption onG: For a bi-
linear groupG of composite ordern = pq, the
uniform distribution onG is computationally in-
distinguishable from the uniform distribution on
a subgroup ofG.

And the security of group signature with selective
traceability rely on the security of two-level ID based
group signature scheme.

2.2 ID based signature schemes
In ID based signature scheme, Public Key Genera-
tor(PKG) sets up the system parameter and generate
signing keyKID for each user with identityID in the
system and givesKID to the user withID in a secure
manner. The user with the identityID can sign on a
message using his signing keyKID and anyone can
verify the signature using theID of the signer.

One way to obtain ID based signature is using ID
based encryption. Suppose there is a ID based en-
cryption(IBE) and a method to generate each user’s
decryption key is specified. Using the IBE, an user
with ID can sign on messageM with the signature
computed as the decryption keyKID,M that corre-
sponds to(ID, M) from the underlying IBE. The
signer sends(ID, M, KID,M ) to the verifier, and the
verifier checks the validity ofKID,M as the correct-
ness of the decryption key. In fact, the correctness
of the decryption keyKID,M can be checked easily
by checking ifDecKID,M

(EncID,M (M ′)) = M ′ for
randomly chosen messageM ′ by the verifier. In this
method, an attacker can obtain a decryption key of
an user for the underlying IBE from a signing oracle.
Hence one has to distinguish signing and decryption
key extraction by using some expedient. This method

can be extended to the case when users have identities
of hierarchical structure.

3 Two level ID based Group signa-
ture schemes

Two level ID-based group signature is a group signa-
ture on the group of users with identity in two level
hierarchies. It is based on two-level ID based signa-
ture scheme in [8]. If the identity has two independent
components, then one can split the management pol-
icy for the identity system with each component. We
consider one interesting feature of two-level ID based
signature as selective traceability level of group sig-
natures. We now propose a two level ID based group
signature. It is very similar to the compact group sig-
nature of [5].

3.1 A two-level ID based group signature
scheme

Suppose that the signer has ID-tuple

(ID1||ID2) = (d1,1, . . . , d1,λ||d2,1, . . . , d2,k)

Setup(1`): Let k̃ = λ + k. Suppose we wish to
support up to2k̃ signers in the group, and sign
messages in{0, 1}m.

• System parameter : The input is a security
parameter̀ . Assume that the number of
signers is at most2k̃ in the group and that
the messages to be signed are in{0, 1}m,
where k̃ and m are polynomially related
functions of`. GM choosesn = pq where
p andq are random primes and the integer
factorization ofn is hard. LetG be a bi-
linear group of ordern and denoteGp and
Gq its subgroups of respective orderp and
q. GM chooses a generatorg of G, a gener-
atorh of Gq. Next, GM chooses a random
exponentα ∈ Zn.

• GM chooses following generators ofG;

u′1, u1,1, . . . , u1,λ,

u′2, u2,1, . . . , u1,k,

v′, v1, . . . , vm

• Public Information :PP with the bilinear
group(n,G, GT , e)

PP = (u′1, u1,1, . . . , u1,λ; u′2, u2,1, . . . , u2,k;
g, h, v′, v1, . . . , vm; A = e(g, g)α)
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• Secret Information :

– The master key for user Enroll, MK=
gα ∈ G,

– The group manager’s tracing key, TK=
q ∈ Z.

Enroll(PP,MK,ID) : In this step, GM generates the
private keyKID = (K1, K2, K3,K4,K5) for
the identityID = (ID1||ID2) and the mem-
berID checks the validity ofKID. ThenID is
given the private keyKID to generate signatures.
For simplicity, let us define,

U1 = u′1
λ∏

j=1

u
d1,j

1,j andU2 = u′2
k∏

j=1

u
d2,j

2,j

• GM Chooses random numbersr1, r2 ∈ Zn

and creates a private keyKID for the group
memberID as,

KID = (K1,K2,K3,K4,K5)
= (gαU1

r1U2
r2 , g−r1 , g−r2 , hr1 , hr2).

Group memberID verifies the validity of
KID as follows.

e(K1, g)e(K2, U1)e(K3, U2) = A.

Sign(PP,ID,KID, M): Suppose that a group member
ID = (ID1||ID2) wishes to generate a signa-
tureσ on the messageM . Note that the message
M can be of any sizes. Letk1 = λ, k2 = k.

The signer ID first chooses random exponents
t1,1, . . . , t1,λ; t2,1, . . . , t2,k ∈ Zn and sets for
eachi = 1, 2; j = 1, . . . , ki,

ci,j = u
di,j

i,j hti,j

πi,j =
(
u

2di,j−1
i,j hti,j

)ti,j

To sign a messageM = (µ1, . . . , µm), the signer
sets

ti :=
ki∑

j=1

ti,j , ci := Uih
ti , V := v′

m∏

i=1

vµi
i .

Then, the signer choosess1, s2, s ∈ Zn and com-
putes

σ1 = K1 ·Kt1
4 ·Kt2

5 · cs1
1 · cs2

2 · V s

= gαU r1
1 U r2

2 (hr1)t1(hr2)t2cs1
1 cs2

2 V s

= gα(U1h
t1)r1+s1(U2h

t2)r2+s2V s

σ2 = K2g
−s1 = g−(r1+s1)

σ3 = K3g
−s2 = g−(r2+s2)

σ4 = g−s.

The final signatureσ on the messageM is given
as

σ = (σ1, σ2, σ3, σ4, {ci,j}, {πi,j}).

Verify(PP,M,σ): Given a signatureσ on a message
M , the verification proceeds in two phases.

• Phase 1 : Check ifci,j = u
di,j

i,j hti,j for each
i = 1, 2 andj = 1, . . . , ki.

– For eachi = 1, 2, j = 1, . . . , ki, check
if e(ci,j , u

−1
i,j ci,j) = e(h, πi,j).

• Phase 2 : Check if the signatureσ for M is
valid.

– Computeci = u′i
∏ki

j=1 ci,j for i =
1, 2.

– ComputeV = v′
∏m

j=1 v
µj

j from the
messageM = (µ1, . . . , µm).

– Check ife(σ1, g) ·e(σ2, c1) ·e(σ3, c2) ·
e(σ4, V ) = A holds.

If all tests are successful, the verifier outputs
valid ; otherwise, it outputsinvalid .

Trace(PP, TK, σ): Assumed to pass the verification
test for signatureσ on some messageM that is
not needed here.

Let ID = (d1,1, . . . , d1,λ||d2,1, . . . , d2,k) denote
the bits of the signer’s identity that is to be de-
termined. To recover the bits of ID, for eachi =
1, 2, j = 1, . . . , ki, the tracer sets, if(ci,j)q = 1,
thendi,j = 0; otherwise,di,j = 1.

3.2 Security of two-level ID based group sig-
nature scheme

The security requirements of group signature schemes
are characterized as “Full Anonymity” and “Full
Traceability” from Bellare et. al. The requirement
“Full Anonymity” ensures the group signatures do
not reveal their signer’s identity. The requirement
“Full Traceability” ensures that all signatures trace
to a member of the signer and it includes the signa-
tures those created by the collusion of multiple users
and the group manger trace to a member of the forg-
ing coalition. The compact group signature scheme
by Boyen and Waters is based on two-level Identity
based signature scheme and they have shown that the
security proof of the compact group signature reduces
to the security of the underlying signature scheme.
We introduced a group signature scheme based on the
three-level identity based signature and the security of
our group signature reduces to the security of the un-
derlying signature scheme. We omit the security proof
due to the length constraint.
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Theorem 1 If there exists a(t, ε) adversary for the
full tracing game for two-level ID based group signa-
ture then there exists a(t̃, ε) forgery with chosen mes-
sage attack (UF-CMA) against the underlying two-
level ID based signature scheme, wheret ≈ t̃.

Theorem 2 The Two-level ID based Group Signa-
ture scheme has Full Anonymity if Subgroup Decision
Problem is hard inG.

4 Selective traceability using two-
level ID based group signatures

Now we describe our proposed how to support a se-
lective traceability using 2-level ID based group sig-
natures. Suppose users in a group have hierarchical
identitiesID = id1||id2|| · · · ||idl. We also assume
that the componentidi never be zero bit strings for
anyi = 1, 2, . . . , l.

We say that a group signature for a group of users
with hierarchical identities has traceability oft level if

• any user with the identity of the formID =
id1||id2|| · · · ||idl can sign on a message on the
behalf of the group anonymously

• In the case of disputes, the group manager can
trace back toid1|| · · · ||idt but no information on
the remaining partidt+1|| · · · ||idl.

In some cases such as One Card service, it is de-
sirable to support the traceability level selectively. A
simple solution for services with two different level
of traceability is to use two group signatures indepen-
dently. Two different set of system parameters must
be integrated in the Card, it degrades the efficiency of
the system. Now we introduce how to set up a group
signature that supports the selective level of traceabil-
ity requirement efficiently using a two-level ID based
group signature.

4.1 A group signature scheme with selective
traceability

Suppose that the user in our system has hierar-
chical identity system with depthl. We split
ID = id1id2 · · · idl = (ID1||ID2) with ID1 =
id1|| · · · ||idt and ID2 = idt+1|| · · · ||idl. Suppose
that we have

(ID1||ID2) = (d1,1, . . . , d1,λ||d2,1, . . . , d2,k) .

We also assume that none ofidi’s are zero bit strings.
Our scheme is how to give a signing keyKID to

the user with identityID so that the user can select

the traceability level depends on the service he uses.
We use two-level ID based group signature scheme
in the previous section. The difference occurs in the
Enroll phase. In theEnroll phase, the group manager
generates the private keyKID so that the user with the
ID can compute the corresponding signing key with
the selected traceability. We only describe theEnroll
phase. Other phases are exactly the same as two-level
ID based group signature.

Enroll(PP,MK,ID) : In this step, GM generates the
private keyKID = (K1,K2,K3,K4, K5,K6)
for the identityID = (ID1||ID2) whereID1 =
d1,1, . . . , d1,λ andID2 = d2,1, . . . , d2,k.

Let us denoteUi by

U1 = u′1
λ∏

j=1

u
d1,j

1,j , U2 = u′2
k∏

j=1

u
d2,j

2,j

• GM choosesr1, r2, r3 ∈ Zn at random and
creates a private keyKID for the group
memberID = (ID1||ID2) as,

KID = (K0,K1,K2,K3,K4,K5,K6,K7)

where

K0 = U−r2
2 (u′2)

r3 , gα · U1
r1 · U2

r2),

(K1,K2,K3) = g−r1 , g−r2 , g−r3),

(K5,K6,K7) = (hr1 , hr2 , hr3).

• Group memberID verifies the validity of
KID as follows.

e(K1, g) · e(K2, U1) · e(K3, U2) = A

e(K0K1, g) · e(K2, U1) · e(K4, u
′
2) = A

• Group memberID computes two signing
keysK l

ID,Kt
ID from the givenKID as fol-

lows.

K l
ID

= (K1, K2,K3,K5,K6)
= (gα · U1

r1 · U2
r2 , g−r1 , g−r2 , hr1 , hr2)

Kt
ID

= (K0K1, K2,K4,K5,K7)
= (gα · U1

r1 · U ′
2
r3 , g−r1 , g−r3 , hr1 , hr3) .

Here, one sees that

U1
r1 · U ′

2
r2 = u′1




λ∏

j=1

u
d1,j

1,j


 u′2




k∏

j=1

u0
2,j


 ,
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and henceKt
ID is the signing key for the user with

the identity (ID1, ID′
2) for ID′

2 = (00 · · · 00) ∈
{0, 1}k of two-level ID based group signature from
the previous section. If the user signs using the sign-
ing key Kt

ID, then the signature will be traced only
down toID1. The user withID uses the keyK l

ID

in the two-level ID based group signature to generate
regular group signature, and the keyKt

ID in the two-
level ID based group signature to generate a group sig-
nature with traceability levelt. For a given signature

σ = (σ1, σ2, σ3, σ4, {ci,j}, {πi,j}),
the verifier determine the traceability level of the sig-
nature from the length of the signature and verify the
signature appropriately.

4.2 Security Analysis of group signature
with selective traceability

Our scheme is how to make two signing keys with dif-
ferent traceability level in a memory efficient way. We
use the same set of public parameters for two group
signatures.

PP = (u′1, u1,1, . . . , u1,λ; u′2, u2,1, . . . , u2,k;
g, h, v′, v1, . . . , vm;A = e(g, g)α)

The signature of theID = ID1||ID2 on the
messageM computed in l-level-Sign(PP,ID,KID,
M) is a two-level hierarchical signature on the mes-
sageM with the identity ID = ID1||ID2 using
signing keyK l

ID = (K1,K2,K3, K5, K6). And
the signature ofID = ID1||ID2 on the message
M computed int-level-Sign(PP,ID,KID, M) is a
two-level group signature on the messageM with
the identity ID′ = ID1||0 · · · 0 using signing key
Kt

ID = (K0K1,K2,K4,K5,K7). Moreover, the
signing keysK l

ID,Kt
ID are signing keys generated by

the group manager using two independent nonce sets
(r1, r2) and(r1, r3), respectively. Hence the security
of our scheme rely the security of the two-level hier-
archical group signature scheme.

5 Conclusion
In this paper, we proposed a two-level ID based group
signature and its use as group signature with selected
level of traceability. In terms of traceability, the iden-
tity of a user has only two parts, one is the part to
be traced and the other is the part should kept anony-
mous. And we used two level ID-based group sig-
nature in order to control the traceability level of the
group manager. Our scheme is an extension of com-
pact group signature but allows to select the trace-
ability level. Our scheme supports One card service

that has two different traceability requirements, and
the users can select the traceability level that is ap-
propriate to the service. Hence our scheme can be a
tool for privacy enhancing mechanism in services that
deal with different traceability levels such as in the
One Card service.
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