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Abstract: This paper presents a copyright protection scheme based on discrete cosine transform (DCT) and secret
sharing techniques. The proposed scheme first utilizes the features of a host image, obtained by performing the
DCT on the host image, to generate amaster share. Then, the master shareis used together with abinary watermark
to create an ownership share by employing the secret sharing technique. To verify the rightful ownership of
the host image, the hidden watermark can be revealed by using the master and ownership shares. Experimental
results demonstrate that the proposed scheme accomplishes satisfactory robustness against several common image

processing attacks.
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1 Introduction

In the past years, digital watermarking has received
significant attention as a potentia technique for pro-
tecting the copyright of digital data. The basic con-
cept of digital watermarking is to hide a known mes-
sage (watermark) into digital data, where the hidden
message can be detected or extracted later to make as-
sertion of the copyright of the protected data.

Depending on the work domain in which the wa-
termark isinserted, digital watermarking schemes can
be divided into two categories, spatial domain and
transform domain watermarking schemes. In a spatia
domain watermarking scheme, the watermark is in-
serted into the host image by modifying its pixel val-
ues [1, 2]. In contrast, a frequency domain scheme
first transforms an image into a specific frequency
domain, such as discrete fourier transform (DFT),
discrete cosine transform (DCT) or discrete wavelet
transform (DWT). The watermark is then inserted by
modifying the frequency coefficients [3, 4, 5, 6].

The embedding process of most conventional
schemes inevitably introduces some permanent distor-
tion. However, there are some applications, such as
medical and military images, for which any distortion
introduced to the images is not acceptable. This high-
lights the need to develop the lossless watermarking
schemes, in which a watermark is embedded and ex-
tracted without any loss of information[7, 8]. In 1995,
Naor and Shamir proposed a secret sharing technique
for the protection of secret messages [9]. Due to its

perfect security, this technique has been applied to
copyright protection in recent years[10, 11].

In 2004, Hsieh and Huang proposed a copyright
protection scheme based on DWT and secret sharing
technigues that can resist common image processing
attacks [10]. In 2005, another copyright protection
scheme based on DWT and secret sharing techniques
was developed by Lou et a. [11]. However, the size
of the watermark to be hidden is restricted by the size
of the host image in Hsieh and Huang's and Lou et
al.’s schemes.

In this paper, we propose a robust copyright pro-
tection scheme based on DCT and secret sharing tech-
niques, in which a binary image of any size can be
used as the watermark regardless of the size of the
host image. The proposed scheme first utilizes DCT
technigue to obtain the features of the host image,
which are used to generate a master share. The master
share is then used together with a watermark to cre-
ate an ownership share according to the secret shar-
ing technique. When the rightful ownership of the
host image is needed to be verified, the master and
ownership shares are used to reveal the hidden water-
mark. Experimental results demonstrate that the pro-
posed scheme achieves strong robustness against sev-
eral common image processing operations.

The remainder of this paper is organized as fol-
lows. Section 2 introduces the proposed copyright
protection scheme. Section 3 shows the experimental
results of the proposed scheme. Finally, conclusions
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aredrawn in Section 4.

2 Proposed Scheme

The proposed copyright protection scheme consists of
two procedures. the ownership share generation pro-
cedure and the ownership verification procedure. The
details of the proposed scheme are described as fol-
lows.

2.1 Ownership Share Generation

Assume that a copyright owner wants to embed a bi-
nary watermark W of sizem x n pixelsinto a gray-
scale host image H of size M x N pixels for pro-
tecting his or her copyright. The ownership share is
generated by performing the following steps:

1. Divide the host image H into non-overlapping

16 x 16 blocks by (1 < ¢ < 4 x f0).

2. Performthe DCT on al the blocks of H to obtain

the coefficient sets ¢, (1 < ¢ < 3 x 4L,

3. Extract the DC coefficient from each coefficient
set to form a DC map of size M /16 x N/16.

4. Generate a feature matrix X consists of 2m x
2n feature values selected from the DC map by
using a pseudorandom number generator seeded
with asecret key K.

5. Divide X into non-overlapping 2 x 2 blocks z,
(1 < ¢ < 'm x n) and caculate the threshold Ty
for each block x, by

1 4
T, = ZZ i, D
=1

where zy;, 1 <1 < 4, isthe element of z,.

6. Create amaster share M consists of 2 x 2 blocks
my (1 <€ <mxmn)by

1, if wy > 1T,
My = . ()
0, if xy; < Ty.

where 1 denotes a white pixel and O denotes a
black pixel.

7. Construct an ownership share O = {0, | 1 <
¢ < mxmn}, according to the master share M and
the binary watermark W, by using the following
rule:

if wy,=0 then oy =my
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where wy (1 < ¢ < m x n) denotes a pixel of
the binary watermark W.

8. Register the constructed ownership share O to
the certified authority (CA) for further authenti-
cation.

2.2 Ownership Verification

When a dispute over the copyright of the host image
arises, the ownership verification procedure must be
performed to reveal the hidden watermark. Therefore,
the rightful ownership of the suspected image can be
verified. The ownership verification procedure can be
describes by the following steps:

1. Divide the host image H' into non-overlapping
16 x 16 blocks b), (1 < ¢ < 4 x ).

2. Perform the DCT on al the blocks of H’ to ob-
tain the coefficient sets ¢ (1 < ¢ < %4 x &),

3. Extract the DC coefficient from each coefficient
set to form a DC map of size M /16 x N/16.

4. Generate a feature matrix X’ consists of 2m x
2n feature values selected from the DC map by
using the PRNG seeded with the secret key K.

5. Divide X’ into non-overlapping 2 x 2 blocks z,
(1 < ¢ < m x n) and caculate the threshold T}
for each block z, by using (1).

6. Create amaster share M’ consists of 2 x 2 blocks
my (1 < ¢ <m x n) by using (2).

7. Retrieve the hidden watermark W’ with a size
of 2m x 2n pixels, according to the generated
master share M’ and the ownership share O kept
by the CA, by the following operation

W =M & O, (3)

where the symbol @ represents the exclusive-or
(XOR) operation.

8. Divide the watermark W' into non-overlapping
2 x 2 blockswy (1 < ¢ < m x n) and obtain the
reduced watermark W” of sizem x n by

Wy = (4)
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Fig. 1. The host image and the binary watermark.
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Fig. 2. Sample results of the proposed scheme. (@)
Master share, (b) ownership share, (c) revealed water-
mark.

3 Experimental Results

In this section, the effectiveness of the proposed copy-
right protection scheme was demonstrated. A gray-
scaleimage“Lena’ of size512 x 512 pixels, asshown
in Fig. 1(a), is used as the test image and a visualy
meaningful binary image with a size of 64 x 64 pix-
és, asshowninFig. 1(b), is adopted as the watermark
in the experiments. Fig. 2 illustrates sample results of
the proposed scheme. Figs. 2(a) and 2(b) are the mas-
ter and ownership shares generated by the proposed
scheme. Fig. 2(c) shows the revealed watermark ob-
tained by Figs. 2(a) and 2(b).

To quantitatively evaluate the performance of the
proposed copyright protection scheme, two similarity
measurements, the peak signal-to-noise ratio (PSNR)
and the normalized correlation (NC), were employed
in this study. The PSNR is used to measure the image
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Fig. 3. Experimenta results under sharpening. (a)
Sharpened image, (b) revealed watermark.

quality and is defined as

2552
PSNR = 10 x loglo ﬁ (dB), (5)

1] M N )
J— P — , .

MSE = —— Ng; |Hi; —H'5;]|°,  (6)
where H; ; representsapixel color of the original host
image, H'; ; represents a pixel color of the attacked
image, and M x N istheimage size. The NC, used
to measure the similarity between the original binary
watermark and the revealed watermark, is defined as

> X Wi & Wi
NC = == : 7

mXn

where W ; denotes a pixel color of the original wa-
termark, W”; ; denotes a pixel color of the revealed
watermark, @ represents the XOR operation, and
m X n isthe watermark size.

The attacks, used to evaluate the performance of
the proposed scheme, are sharpening, Gaussian blur-
ring (with aradius of 7 pixels), median filtering (with
a width of 11 pixels), color quantization (reduction
from 256 colors to 16 colors), noise addition (Gaus-
sian noise with a variance of 60), JPEG lossy com-
pression (with aquality factor of 20), histogram equal-
ization and cropping. Figs. 3-10 demonstrate the re-
vealed watermarks under diverse attacks. In addition,
the evaluation results are summarized in Table 1.

Figs. 3-10 show that all the revealed watermarks
can be clearly and easily identified by human eyes,
even if the test image has undergone severe attacks.
Furthermore, the NC values listed in Table 1 are all
greater than 0.9. This indicates that the proposed
scheme achieved satisfactory resistance to common
image processing attacks.
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@ (b) (b)
Fig. 4. Experimental results under Gaussian blurring. Fig. 7. Experimental results under Gaussian noise ad-
(a) Blurred image, (b) revealed watermark. dition. (a) Noisy image, (b) revealed watermark.

@ (b) (b)
Fig. 5. Experimenta results under median filtering. Fig. 8. Experimental results under JPEG compression.
(a) Filtered image, (b) revealed watermark. (a) Compressed image, (b) revealed watermark.
(b) (b)
Fig. 6. Experimental results under color quantization. Fig. 9. Experimenta results under histogram equal-

(a) Image with 16 colors, (b) revealed watermark. ization. (@) Equalized image, (b) revealed watermark.
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Fig. 10. Experimenta results under cropping. (a)
Cropped image, (b) revealed watermark.

Table 1. Evauation results of the proposed scheme
under diverse attacks

Lena

Attack PSNR NC

Sharpening 30.15 0.999
Blurring 22.46 0.994
Median filtering 26.88 0.998
Color quantization 15.82 1.000
Noise addition 13.39 0.998
JPEG 32.99 0.999
Histogram equalization 19.47 0.998
Cropping 17.09 0.937

4 Conclusion

In this paper, a robust copyright protection scheme
based on DCT and secret sharing techniques was pro-
posed. Experimental results show that the hidden wa
termarks can be effectively extracted under diverse at-
tacks. And all the extracted watermarks can be clearly
and easily identified by human eyes. In summary, the
proposed scheme has the following four advantages.
First, abinary image of any size can be used asthewa-
termark regardless of the size of the host image. Sec-
ond, the protection of rightful ownership of digital im-
ages is accomplished without modifying origina im-
ages, which is helpful for some applications in which
any modifications of images is unacceptable. Third,
the hidden watermark can be revealed without resort-
ing to original images. Fourth, the proposed scheme
can effectively resist common image processing oper-
ations.
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