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Abstract: This paper presents a Web-based system that automates some processes to connect machines to a net-
work, create accounts, mount remote home directories, set mailing lists, and so on by cooperating with multiple
servers, and describes its implementation. By introducing this novel system, alot of task has been reduced com-
pared with the conventional administrative tasks, and it has become easier for users to create and change their own
accounts and connect their machines to the network without login.
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1 Introduction

There are some tools that help system administra-
tors administer machines and networks using graph-
ical user interface and Web interface, such as Web-
min, Nagios, iDNS-MS, DNS Ontology, Friendly-
RoboCopy, and Digital Evidence Bag. Webmin [1]
isaWeb-based interface for system administration for
Unix. Using a Web browser, we can setup user ac-
counts, Apache, DNS, file sharing and so on. Itisa
convenient tool that can be used to make a variety of
settings after an operating system and several servers
are installed on a machine. A Webmin server runs
with the privilege of the system administrator (root),
and directly updates system files. User accounts are
created by the system administrator (or a Webmin
user). As aresult, when the system administrator cre-
ates a new account for a user, he needs to set atempo-
rary password for that new account, and then he needs
to inform the user of the temporary password in some
way. After that, the user also needsto change the tem-
porary password to set his own password. In Web-
min, all accounts included in “/etc/password” file are
administered, and therefore it cannot classify user ac-
counts according to the groups of alaboratory. While
NisWeb system this paper presents is user-oriented,
Webmin is administrator-oriented, and does not have

the concept that each user can administer his or her
own account. Nagios [2] is a monitoring tool for ma-
chines, services and networks. We can examine the
status of networks, resources of machines, and per-
formance of services using a Web browser. iDNS-
MS[3] is aunifying environment for providing plau-
sible answers to help solve the complex DNS man-
agement problems or alleviate these DNS administra-
tion loadings. It is developed by using web interface
and expert system technology. DNS Ontology [4] is
a unifying framework for supporting intelligent DNS
management using web interface and expert system
technology to help inexperienced administratorsinin-
suring the smooth operation of their DNS systems.
RoboCopy [5] is atool for the extraction and foren-
sic preservation of a subset of data on target com-
puter systems. FriendlyRoboCopy provides an effec-
tive, user-friendly interface to RoboCopy. Digital Ev-
idence Bag [6] is a universal container for digital ev-
idence from any source, and used to diagnose system
behaviors. It allowsthe provenance to be recorded and
continuity to be maintained throughout the life of the
investigation.

This paper presents a Web-based system that au-
tomates some processes to connect machines to a net-
work, create accounts, mount remote home directo-
ries, set mailing lists, and so on by cooperating with
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multiple servers, and describes its implementation.
By introducing this novel system, alot of tasks have
been reduced compared with the conventional admin-
istration, and it has become easier for users to create
their own accounts and connect their machines to the
network.

2 Requirements

Inlaboratories at university, the machines students can
use are arranged in student rooms, computer rooms,
and laboratory rooms, and those machines are con-
nected with each other through a network. Students
use their machines in student rooms to develop soft-
ware. They use machines in computer rooms to
demonstrate software to other students and visitors,
and use machines in laboratory rooms to use them in
specific environments. It would be better for students
to log in any machine in the same way. That is, a
student should log in any machine with the same ac-
count and password, and use the same home direc-
tory athough this home directory might exist on an-
other machine (Requirement 1). The file system that
is used as a home directory may exist on either a stu-
dent’s machine or a shared machine. In our depart-
ment, account names are also used as the user names
of mail addresses that have the common domain name
of the department (is.tokushima-u.ac.jp). That is, the
mail address of a student who has account “venus” be-
comes “venus@is.tokushima-u.ac.jp”. Therefore, ac-
count names should be unique among not only a lab-
oratory but also the department (Requirement 2). Pre-
viously, the system administrator created accounts for
new students by using administrative commands. To
reduce the loads of the system administrator, a new
student should create his or her own account and set
their passwords (Requirement 3). To fulfill these re-
quirements, we have developed a Web-based labora-
tory management system “NisWeb”. The NisWeb sys-
tem cooperateswith DHCP, DNS, NIS, NFS, AutoFS,
Web, DB and Mail servers to automate the processes
that create accounts, set mailing lists, connect ma-
chines to the laboratory network, and mount remote
home directories.

On sysM machine in the computer room, DHCP,
DNS, NIS, NFS servers and the NisWeb system that
contains Web server, DB server and a system daemon
are running. On sysS machine in the computer room,
the dlave servers of DHCP, DNS, and NIS, and mail
servers such as STMP, POP are running.

3 Implementation
3.1 Flexible homedirectory mount

We would like to enable a student to log in any
machine with the same account and password, and
to use the same home directory even if this home
directory exists on another machine. For exam-
ple, suppose that student stdX wants to mount as
his home directory the default home directory “/ex-
portb2lab/local/stdX” that sysM machine provides
even if helogsin any machine. Student stdY wants to
mount the home directory “/home/stdY” of her own
machine stdY as her home directory even if she logs
in any machine. As shown in Fig. 1, when student
stdX logs in a machine, his home directory will be
“/b2lab/local/stdX”, and the default home directory
“/exportb2lab/local/stdX” that sysM machine pro-
vides will be mounted at “/b2lab/local/stdX”. When
student stdY logs in a machine, her home direc-
tory will be “/b2labremote/stdY”, and the home di-
rectory “/home/stdY” of her own machine stdY will
be mounted at “/b2labremote/stdY”. To redlize these
functions, the NisWeb system makes use of NIS and
AUtOFS servers and automates these settings (Re-
quirement 1).

The NisWeb system creates NIS maps for the
NIS master server on sysM machine as shown in
Fig. 1. It specifies mount points “/b2lab” and
“/b2labremote” in “/etc/auto.master” file. It defines
“/etc/auto.home” file so that the default home direc-
tory “/exportb2lab/local” that sysM machine provides
will be automatically mounted at “/b2lab/local”. It
defines “/etc/auto.remote” file so that the home di-
rectory “/home/stdY” of machine stdY will be auto-
matically mounted at “/b2labremote/stdY”. This line
of “stdY -rw stdY:/home/stdY” will be dynamically
added to “/etc/auto.remote”’ file when student stdY
creates her own account. In this situation, we can-
not use “/home/stdY”, which is commonly used as a
mount point, instead of “/b2labremote/stdY”. Therea
son is because the file system will be recursively re-
ferred toif stdY machinejoinsinthe NIS serviceasa
NIS client.

3.2 NisWeb system configuration

Figure 2 shows the NisWeb system configuration.
NisWeb server is running on sysM machine. Be-
cause NisWeb server is a Web server, it is running
with the privilege of an ordinary user. It cannot
deal with such processes as creating accounts that re-
quire the privilege of the system administrator (root).
To execute such processes, we have determined to
run a Nisweb daemon. The NiswWeb daemon is ar-
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any (login: stdX) sysM

b21ab flocal/stdX < —hf’{n—c——»——@/—:i{ P(fn—ﬂ—)%lat:c/l;zcay
ab /local/st ount S

(a) Default home directory
any (login: stdY) stdY

remote home
/b2labremote/stdY <---2-- - -

(b) Remote home directory

~

hiome/stdY

sysM

/etc/auto.master
/b2lab yp:auto.home
/b2labremote yp:auto.remote

/etc/auto.home
local -rw sysM:/exportb2lab/local

/etc/auto.remote (Dynamically changed)
stdY -rw stdY:/home/stdY

(c) Nis server settings

Figure 1. Flexible home directory mount

ranged in “/etc/rc.dfinit.d” directory, and is automati-
cally started at the system boot time. NisWeb server
asks NisWeb daemon to perform some processes that
require the privilege of the system administrator such
as creating and deleting accounts.

Students can log in any machine, and access
Nisweb server on sysM machine by using Web
browsers. When a Web browser sends NisWeb server
arequest for creating an account, NisWeb server will
ask NisWeb daemon to create the account through the
socket communication. By executing various kinds of
scripts, Nisweb daemon will perform such processes
as creating accounts, mounting remote home directo-
ries, and setting mailing lists.

The following procedure shows how to create an
account for a user.

(1) Obtain an encrypted password from an entered
plain password by using MD5 algorithm.

(2) By executing “/usr/shin/useradd” command, add
an account name, the encrypted password, and ahome
directory name to the “/etc/passwd” file (See Fig. 3
(©))

(3) By executing addMount script to mount a remote
home directory, add a mount point and a remote file
system to the “/etc/auto.remote” file.

(4) By executing makeNis script, update the Nis maps
and reload the AutoFS server.

(5) By executing addLabML script, add the account
name to “/etc/postfix/labML” mailing list on sysM
machine.

(6) Add the account to account DB table (See Sec.
3.4).

any (login: stdX)

access
sysM /

NisWeb server (adm)

Web browser

NisWeb daemon (root)

request
- \ - execute
Qratories ount DB
Script files
update addMount
/etc/auto.remote <
removeMount
execute -
fffffffffffffffffff mmmmemme= makeNis
rcd (Var/ypf /usr/b;n/mafe | ~ddLabML
+ /sbin/service autofs reload; removeLabML

8 etc/postfix/labML

Figure 2: NisWeb system configuration

A mail server Postfix is running on sysS machine.
The mailing list of our laboratory is administered at
“/etc/postfix/labML” file on sysS machine. When the
account of anew student stdX is created, the account
name stdX will be added to the “/etc/postfix/labML”
file so that amail that is sent to labM L @is.tokushima:
u.ac.jp can reach the student stdX.

3.3 Introduction of account administrative
type

A laboratory has multiple professors, and each of
them instructs multiple students in their research. To
easily see which student is studying under which pro-
fessor, we have determined to show alist of students
accounts so that they will be classified according to
their professors. To do this, we have prepared “lab-
oratories’” configuration file as shown in Fig. 3 (a),
which defines professors names (name) and the titles
of the professors' laboratories (title). The list of stu-
dents accounts will be shown according to the defini-
tion of this “laboratories’ configuration file. In addi-
tion, we have defined the following account adminis-
trative types of professors so that professors can cor-
rect students erroneous accounts and remove the ac-
counts of the students who have graduated or finished
their courses.

(1) “lab” type

Professors can freely change and remove the accounts
of the students they instruct.

(2) “adm” type
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name type title

simomura adm THMHEE (Shimomura Lab.)
ikeda lab  HEABIRE (Tkeda Lab.)
guest guest 7R bk (Guests)

(a) laboratories configuration file

name account host home

simomura simomura simoln /home/simomura
simomura azusa sysM /b2lab/local/azusa
simomura quan sysM /b2lab/local/quan
ikeda ikeda sysM /b2lab/local/ikeda

(b) account DB table

simomura:X:6111:6100:Takao Shimomura:
/b2labremote/simomura:/bin/bash

azusa:x:7033:6500:Azusa Imai:
/b2lab/local/azusa:/bin/csh

quan:x:6943:6500:Quan Liang Chen:
/b2lab/local/quan:/bin/csh

(c) /etc/passwd file

Figure 3: Configuration files and a database table

Professors can freely change and remove the accounts
of al students.

(3) “guest” type

Any professor can change and remove the accounts of
the students who study under the professor whose ad-
ministrative typeis“guest”.

The privilege of “adm” administrative type is
given to the NisWeb system administrator. When any-
one temporarily needs accounts for demonstrations,
exhibitions, and experiments, they can make the ac-
counts under the privilege of “guest” administrative

type.

3.4 Databasetable configuration

The “/etc/passwd” system file contains a lot of ac-
counts other than students’ accounts. We would like
to show only the accounts of professors and students
among them. In addition, the students accounts
should be classified according to the professors un-
der whom they study. To do this, the information that
indicates which student’s account belongs to which
professor needs to be recorded. Moreover, the infor-
mation that indicates whether a student uses either the
default home directory that sysM machine provides or
the home directory of the machine the student owns as
his or her home directory also needs to be recorded.
For these reasons, we have created an account DB
table that is shown in Fig. 3 (b) to record these pieces
of information permanently. The name field of the ta-
ble indicates the account names of professors; the ac-
count field indicates the account names of the students
who belong to the corresponding professors; and the
host field indicates the machines on which their home

directories exist. When a student uses the default
home directory that sysM machine provides, the home
field will record “/b2lab/local/accountName”; and
when a student usesthe home directory of the machine
the student owns, this field will record the student’s
home directory on the machine. The NisWeb home
page will show only the accounts that are recorded in
this account DB table as a list of accounts. In this
way, the other accounts included in the “/etc/passwd’
system file can be excluded.

4 NisWeb system
4.1 NisWeb home page

Figure 4 (b) shows an example of the NisWeb home
page. Its left frame contains some links to a help
page and severa professors laboratories, and below
them, alist of registered accounts, alist of registered
user IDs, how to connect machines to the network,
and a list of host names. Its right frame shows a
list of students’ accounts that are classified according
to the professors under whom students study. When
new students come to the laboratory of this research
group, they can create their accounts by clicking on
the “Create New Account” button on the right of the
corresponding professors’ laboratory titles (Require-
ment 3). When they want to change or delete their ac-
counts, they have only to click on the " Change” button
on the right of their account names. When professors
want to change or delete their students’ accounts by
the privilege of “lab” administrative type, they have
only to click on the “Manager Login” button on the
right of their laboratory titles.

4.2 Creating, changing, and deleting ac-
counts

When a new student comes to the laboratory and
clicks on the “Create New Account” button on the
right of his professor’s laboratory title, a pop-up win-
dow will appear as shown in Fig. 5. Only by entering
an account name (venus), password (*****), and the
student’s name (Venus de Milo), a new account can
be created. The other options will be automatically
set by default (See Fig. 5 (b) and (c)). A group ID
will be automatically set, which is b2staff (6100) for
aprofessor, and student (6500) for a student.

When student stdY wants to use the home di-
rectory “/home/stdY” of her own machine stdY as
her home directory even if she logs in any machine,
she will check the “Remote mount” radio button,
and specify “stdY” for the “Machine name” field,
and “/home/stdY” for the “Directory” field. In this
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(a) Japanese NisWeb home page

TAME REE FTW BRCANE Y-MD AN
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© BAE O English | [5 5
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ab.)
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B ormons | KB ¥ = T desFaomy vo
L7 PRy
TS (Shimomur | 1 [chinen amichinen (7016 6500 |sys05a Poinfesh.
ﬁ?ijﬁ;;* edalab| g [F%] Reni IKEDA 6120 5100 [sys05a foinfesh
=
i
O B#E © English h
sh
Login: --- None -
sh
Heb Laboratories List 5
THIHIRE (Shimomure
MEBHFREE ([eeda Lab sh
ZAU AR Kumega
2k (Guests) b
h
S .
Registered Accouni ‘Tnm’“]%b.’ [ Create New Account | [ Manager login &
Registered User ID Li
No|  Accomnt nami Nam Uﬁ;’" (’E)‘ Shell | f]
chine
1 lamsa [ Change |famwsaimai (70336500 s binfesh
B2 Public
2 |b2web Wemeager 70016500 |sys05a fbinfosh
3 fkawa [ Change ] fukawa shinya [7029 6500 fsys05a foinlesh
4 honda h oHonda (70026500  sys05a binfesh
ki
5 hawakami [Change J U205, (703216500 [sys05a Joinfesh
6 luan [ Change ] quan 6943 6500 |sys05a. Moinesh
< 3¢ >

(b) English NisWeb home page

Figure 4. Examples (English and Japanese) of
NiswWeb home page

case, she will need to add the following line to the
“/etc/exports’ file on her stdY machine to make her
home directory “/home/stdY” public to the laboratory
network.

/home/stdY 192.168.0.0/24(rw)

For example, suppose that student stdX wants to
mount as his home directory the default home di-
rectory “/exportb2lab/local/stdX” that sysM machine
provides even if he logs in any machine, and that
student stdY wants to mount the home directory
“/home/stdY” of her own machine stdY as her home
directory even if shelogsin any machine. Inthis case,
their accounts will be shown in the NiswWeb home page
asillustrated in Table 1 (See aso Fig. 5 (d)).

When students click on the “Change”’ button on
the right of their account names, and then enter their
account names and passwords to log in the system,
they can change or delete their accounts. The user
authentication is performed by encrypting an entered
password with the MD5 agorithm, and comparing
the encrypted password with that of the “/etc/passwd’
file.

4.3 Unique account nameinput method

In our department, account names are also used as
the user names of mail addresses that have the com-
mon domain name of the department (is.tokushima
u.ac.jp). That is, the mail address of a student who

A NisWeb — Microsoft Internet Explorer

Create New Account

Laboratory name | T 41537 (Shimomura Lab.)
No Ttem Value
1 Accoutname [venus

Password ~ |seses

2
Confirm password |seses

w

Name (Alphabet) [Venus de Milo
@® New user
O Specify a user ID

® Defailt
Machine sys05a  Directory Account name

ES

User ID

O

Home directory | O Remote mouat
Machine name b2.s.tokushima-v.ac.jp
Directory
® Minfesh
6 Shel O foinbash
O Speciy the shell

[ Clear fields | [__Create anewaccount |

The following account has been created.

No Ttem Value
(a) Create new account 0 [Laboratory name | FHIBFFRE (Shimomura Lab.)
1 Accountname  venus
2 Password R
3 Name (Alphabet) [Venus de Milo
4 User ID 7034
5

Group ID 6500
Jo2labllocalfvenus
& R R i | | 6 Home ditestory Mackine sy:05a
{7} shell: /bin/osh Mount directory /b2lab/localvenus
GET] P

(b) Confirmation dialog (¢) Account created

A NisWeb - Microsoft Internet Explorer

JND WEQ FRW ARADE V-AD ANIE a*
A1 13 [soklang || Change | Nhor Soklang [6945 6500 |sys05a Tojesh | A
= !
O BHE @ Bnahi || (14 rems Wenus de Milo (7034 6500 |sys05a infesh
3 Fos= (I
mmm{“? (eeda ™ rte New Account__ | Manager login
TLogin  --- None --- £.3)
User Group |
Hel No|  Account name Name m.-nl:_my Home directory | Shell
TitH7EaE (Shimon BT
BT Meda1 | 1 chinen amichinen 7016 6500 |sy505a foinfesh
SN BAFEE (Fuer | | 2 ikeda Renji IREDA 6120 6100 |sys05a foinlesh |
gimmE | @ |e >

(d) New account "venus"

Figure 5: Account creation page

has account “venus’ becomes “venus@is.tokushima-
u.acjp”. Therefore, account names should be unique
among not only a laboratory but also the department.
All mail addresses of the department are managed in
the “aliases’ file on IS machine of the department. To
facilitate entering a unique account name, we have de-
termined to show alist of account names that already
exist in the department by using the AJAX mechanism
each time a new account name is being entered (Re-
quirement 2). While anew account name is being en-
tered, the Web browser keeps sending the prefix of the
account that has been entered so far to the NisWeb
server. Then, the NisWeb server receives adl |atest ac-
count names of the department from 1S machine, and
returns only the account names that start with the pre-
fix to the Web browser.

Let's try to enter an account name “ikeda” in the
account creation page in Fig. 5. Figure 6 (a) shows an
example of the account creation page when “i” isfirst
entered. Figure 6 (b) shows an example of the account
creation page when “ik” has been entered.
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Table 1: A part of account list

Account name Name User ID | Group ID | Homedirectory machine | Home directory Shell
stdX | “Change’ | Student X | 7001 6500 sysM /b2lab/local/stdX | /bin/bash
stdY | “Change”’ | StudentY | 7002 6500 stdY /b2labremote/stdY | /bin/csh
(/home/stdY)
No Ttem Value

1 |Account natne i

Password [Existing account names
-tasaya
2 |Confirm 9l
password _nakata
3 [Mame (Alphabet) [-Solition
_solution-ait
cchosat
4 |User ID cepold
chikawa
chitniya Account name
de
5 |Home directorv dei

(a) "i" is entered

No Item Value

1 |Account name i

[Existing acceount names
Password ting
ikeda

2 |Confirm tcefiagi
password tlak
3 |[Name (Alphabet)

(b) "ik" is entered

Figure 6: Examples of facilitating entering a unique
account name

5 Evaluation

It has been easi er to administer the accountsin the lab-
oratory because we can easily see who are studying
in the laboratory and which student account belongs
to which professor. Professors can easily remove the
accounts of the students who have left their laborato-
ries. There will be no garbage left in the laboratory
network because not only their accounts but a so their
home directories, their mailing-list entries, and their
mail spoolswill be automatically deleted. Every year,
several foreign students come to the laboratory, and
they also use this system without circumstance.

6 Conclusion

We have devel oped a Web-based NisWeb system that
cooperates with several serversto facilitate installing
and connecting machines, and automate creating stu-
dents' accounts. This paper has presented an adminis-
trative method that makes a Web-based NisWeb server
communicate a system daemon. Because the NisWeb

server is running with the privilege of an ordinary
user, it asks a NisWeb daemon to perform the pro-
cesses that require the privilege of the system admin-
istrator (root). Java serialization mechanismisusedin
this communication. If its port number and the con-
tents of the serialized objects are revealed, illegal ac-
cesses could be possible. Especially, if the NisWeb
server and the NiswWeb daemon are running on differ-
ent machines, it might cause a serious problem for se-
curity. This problem should be solved by encrypted
secure communication.
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