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Abstract: In this paper we present two methods to construct iteratively bent functionsto? variables from
bent functions of: variables. Our methods use bent functions expressed as sum of minterms.
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1 Introduction function if it takes the form

Boolean functions are used for a wide variety of ap- n
plications in engineering and computer science. They flzr, 20, .. 2n) = EB a;x; Db,
have been the subject of cryptography [4, 5, 11], i=1

coding theory [3, 7, 9], and digital communications \yhereq; b € B fori = 1,2,....n and® is the bi-
[6, 8, 13], among others. The most important Boolean nary addition. In additionf is called alinear func-
functions are bent functions since they are a very im- o if 4 — 0.

portant tool in different kinds of cryptographic appli- TheHamming weight of a (0, 1)-sequencex, de-
cations, like stream ciphers and block ciphers. Thatgieq byw (), is the number ots ine. A (0,1)-
is why we need to find Boolean functions with a va- seqence ibalancedif it contains an equal number of
riety of criteria that reduce the effectiveness of ad- 5 andis: a Boolean functiorf is balancedif its truth
vanced cryptanalytic attack, such as linear [10] andape is balanced. Thelamming distance between
differential [2, 12]. Bent functions are the Boolean g (0, 1)-sequencea andg3, denoted byl («, 3), is
functions achieving the upper bound on nonlinearity, the number of positions where the two sequences dif-
so that they offer the maximum possible resistance (Ofer, that isq (o, 3) = w (e @ 3). For two Boolean
these attacks [15]. Bent functions withvariables  fnctions f andg we have thatv (f) = w (¢5) and
have been very studied, and therefore we know thed (f,9) = d (&5, &)
number of bent functions that there are. However & Thenonlinearity N of a Boolean functiory is
general method to generate all the bent functions ingjyen py
n variables is unknown fon > 6 (see for example
[1, 14, 16, 17]). So that, we want to contribute to the NL (f) = min{d (f, ) | ¥ € An}
knowledge of that functions with the introduction of where 4. is the set of all affine functions: it is well
two methods to construct bent functions for any value Kknown (gee [18]) that ’
of n. These methods are based on minterms.

NL(f) <2n ' —2271,

2 Preliminaries The Boolean functions that attains the maximum non-
Let n be a positive integer anB = {0,1}. A func- linearity are calledbent functions (see [18]), in this
tion f : B® — B is called aBoolean function of case,n must be even. It follows then thdt(x) is a
n variables. For = 0,1,...,2" — 1, let 3, be the  bent function if and onlyl & f(x) is a bent function.
vector in B™ whose integer representation:isFor a A minterm on n variableszy,zs,...,z, is a
Boolean functionf, the (0, 1)-sequence Boolean function
_ -€1,.62 €n
&= (F(Bo), F(BY), .. . f(Ban1)) Mereyren(T1: 2,0 Tn) = 270 2
where
is called thetruth table of f. e ), ife=1,
We say that a Boolean functiofi is an affine )iz, ife=o0.
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We write m;(x) instead ofmg (x), and therefore
m;(x) = 1ifonly if = B,. So, the truth table
of m;(x) has al in theith position and) elsewhere.
Consequently,

(1)

It is well known that any Boolean functiofi can
be expressed as

f(@) = EPmiz)

icl

for a subsef of {1,2,...,n}.

According with the above commentg,is a bent
function if and only if f (x) © f(a @ ) is a balanced
function [18]; in additiong,(z) = f(z @ «) is also a
bent function. In addition iff is a bent function, then
it has exactly2”~! + 22 ~! minterms; so thaf is not
balanced.

3 Main results
We consider thate = (z1,22,...,2,) andy
(y1,92), also(io, i1, 12, i3) and(jo, j1, j2, j3) Will be
permutations of0, 1, 2, 3).

The two following two lemmas, whose proofs can
be obtained directly from the definition of minterm,
are the key of our main results.

Lemma 1. For each minterm im variables, itis pos-
sible to constructt different minterms im 4+ 2 vari-
ables.

Minterms have the following property that make
them operative from the algebraic point of view.

Lemma 2: mq (B ® x) = magg(x) for o, 3 € B™.
In the following two theorems, that are the main

results of this paper, we introduce two methods to con-
struct bent functions.

Theorem 1: If f(x) is a bent function with vari-
ables, then

2
Nu@=(€%m@0f@mmuwﬂ@ﬂ@)
t=0

is a bent function witm + 2 variables.
PrROOF. We need to prove that

Fpa(y,z) = Fly,z) ® F((8,a) ® (y,))

16

is balanced for all nonzer@, «) € B% x B"

Now, by Lemma 2, by expression (1), and after
some tedious algebraic manipulations, it follows then
that

Fgo(y,z) = f(z)© flz 0 a)

® miy(y) @ miges(y).  (2)

So, if 0 and1 are the2™ x 1 arrays with all en-
tries equal ta) and 1 respectively,r is the2™ x n
array whoseith row is 3;, and§, is the truth table
of f(x) ® f(a @ x), then, according with expression
(2), Table 1 show the truth table @f 3 ) (y, z) for
i3 =3 andg = 2.

To obtain the last column of the truth table for the
different values of3 andg3 is not difficult.

We consider the following cases:

e 3 # 05 anda # 0,,. Inthis case, the truth table
of Fig«)(y, ) has, according with the above
comments, four blocs

€a €a

not necessarily in that order. The exact position
of each bloc depends on the valuesigfand

3. Now, taking into account that the number of
1s (and also the number 68) in &, is 2" 1,

we can ensure that the numberigfin the truth
table of Fig o) (y,x) is4 - 2"~1 = 2"*! and,
consequentlyfg o) (y, z) is balanced.

§a®1 £,01

B = 0, anda # 0,. In this case, the truth
table of F{3 o) (y, z) has, four blocs

€a Sa Ca Sa
which correspond to a balanced sequence.

e 3 # 0y anda = 0,,. In this casef,, = &, =

0, and the truth table of| 3 . (y, ) has four
(B,e)

blocs

0 011

not necessarily in that order. So, it is balanced.

Consequently, iz o)(y,x) is balanced and,
therefore F'(y, x) is a bent function. [

For a given bent functiorf(x) in n variables, we
can construct, according with Theorem41/3! = 4
different bent functions im + 2 variables.

Now, in a similar way as in the previous theorem,
we have the following result.
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flz)® fladz) | Fpa(y,T)
o a
a £a®1
o a
o £a®1

Table 1: Truth table ofg o) (y, =)

Theorem 2: If f(x) is a bent function wittn vari-
ables, and we consider a nonzexoc B™, then

Gy, z) = (miy(y) & mi, (y)) f(z)
@ miy (y) f(A © )
@ mis(y) (1@ f(A© )

is a bent function wit 4 2 variables.

PROOE As in Theorem 1, considerer a nonzero
(B,a) € B% x B" and let

Gy, ) =Gy, z) & G((B, ) & (y,))
= (mio (y) ®m;, (y)) f(w)
@ (mi, (Y) ® mig(y)) f(A © )
@ (Migep(y) ® miyep(y)) fla @ x)
& (mi2EB,3(y) @ mi3@ﬁ(y)) flaexox)
® My (y) © mis@ﬁ(y)

e Assume thatx = 0,, and3 # 0,. Then,

1
- (@ m, (y) ® mz’@ﬁ(?!)) f(x)

3
@ (@ mi, (y) © mit@ﬁ(w) faox)

D miy (Y) © Mizap(y)
and taking into account that
(io @ Byir & B, iz @ B,i3 ® B)
(i1,90,13,92) if B=1

= < (i2,13,00,%1) If B =2
(ig,iQ,il,io) if 3=3

we can consider the following cases:

— If 3 =1, then

G(B,0) (Y, T) = mis(y) © myy (y)

which is balanced, because its truth table
has four blocs

0 0 1 1

not necessarily in that order, each one of
length2™,
— If 3 =2, in a similar way we have that

Gow(yz)=flx)® fAs )
D mi, (y) © miy (y)
whose truth table has four blocs

Ex & 6001 g o1

This truth table is balanced becausg,
the truth table off () ® f(A® x), is bal-
anced.

— The case3 = 3 is analogous to the case
B=2.
e Assume thatx # 0,, and3 = 0. Then,

G oy, 2)
= (mio(y) ®mi, (y)) (f(z) & f(A D x))
@ (mi2 (y) @ mi, (y)) (f()‘ @ x)
dfladrdx)).
So, the truth table of this function has four blocs

& & & &

where¢; andg§, are the truth tables of () &
fAoz)andfAdx)® fla A D x) re-
spectively. Now, sinc€, and¢, are balanced,
because (x) and f(\ @ x) are bent functions,
we can ensure that the above truth table is also
balanced.

e Assume thatx £ 0,, and3 # 0. By proceed-
ing as in the first part, we obtain that the truth
table ofG; o) (y, x) has four blocs

& & L1 01

not necessarily in that order; so, itis a balanced
sequence.

Similarly for G o) (y, ) andG (3 ) (y, ).
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con

ables, we can construct, according with Theorem 2,

So, the functionG(ﬁ,a)(y,:c) is balanced and,
sequently7(y, x) is a bent function. [

For a given bent functionf(x) in n vari-

(4121 (2" —1) = 12(2™ — 1) different bent functions
in n + 2 variables.

4

We have presented two methods to obtain iteratively

Conclusion

new bent functions of. + 2 variables from bent func-
tions ofn variables. These methods are based in the[10]

expression of Boolean functions as sum of minterms.
With these methods we can construct, starting with

a bent function ofr variables,4 + 12(2" — 1) bent
functions. So, taking into account that#f is a bent
function, thenF" & 1 is also a bent functions, really

we

of this paper are valuable in both theory and practical

have8 + 24(2" — 1) bent functions. The results

applications.
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