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Abstract: - In this paper, we propose a device to track the location of illegal reproduction and monitor illegal
reproduction by testing with digital watermark, in order to protect copyright of digital contents and prevent

massive distribution through illegal reproduction.
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1 Introduction
The digital watermarking technique was proposed for
the copyright protection of multimedia data. Here, the
watermark must be inserted in voice or video signal.
And, it must be by the uncopyrighter is not recognized.
Also, it must be detected by only the copyrighter. The
watermark is mark not visible with the technique in
objective for a copyright protection in image or voice
data. Namely, it talks a code or the pattern which is
special is inserted in image or speech signal [1],[2].
But, it has many problems with only the fact that it
inserts a water mark from digital data. Consequently,
we propose the method for quickly prevent illegal
reproduction with insertion of watermarking when
detecting a watermark. And, we simulated proposed
method using the DS-CDMA/BPSK system
considered AWGN and impulsive noise in Power Line
Communication (PLC) environment.

2 Watermarking detection and
tracking system

2.1 Scenario
This study is to suggest a device to track the location
of illegal reproduction and monitor illegal
reproduction by testing with digital watermark, in
order to protect copyright of digital contents and
prevent massive distribution through illegal
reproduction.
Figure 1 shows a scenario of watermark test and
detection suggested by this paper, while figure 2

representing flow chart of the scenario. The device
suggested is fitted to input and output equipments
such as duplicator, scanner, and printer. Functions
of the device are as in the following ;

(1) When illegal reproduction of the contents
produced by a person or public agencies is
being attempted via input and output
equipment, it is possible to analyze the
information of the contents put into the device
suggested and detect watermark.

(2) If any correlation beyond a certain level is
detected after comparing the detected
watermark with the information of watermark
stored in the device in question, it recognizes it
as illegal reproduction and stop the operation
of the input and output equipment.

(3) This device adds information on location to
watermark data and transfer them to public
agencies  (investigation or  monitoring
agencies) through power line.

(4) The watermark data transferred serves to
provide information the check and track the
location of the sender for the public agency.
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Fig. 2 Flowchart of proposed systems.
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detecting watermark image based on the Key value.
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frequency area, which is hard to be recognized by
men [3].

Fig. 4 System simulation model.

3 System simulation and review
Although judgment of quality of decoding image
should be made by human beings, it is based on
correlation of the original and detected image.
Equation 1 is a correlation coefficient equation, which
compares and processes correlation coefficient
between the two images in the matrix (or vector)
where A and B are identical [3].
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Where, A=original image,
B=decoding image,
A = the mean of the element of a matrix (A)
B = the mean of the element of a matrix (B)

Table 1 indicates correlation between the original
watermark and the resulting watermark detected by

inserting watermark according to key value. Image inserted watermark Extracted
watermark image
_ ) _ (512x512) 64x64
Table 1. Correlation level according to variable : (64x64)

threshold value.

Threshold | Correlation || Threshold | Correlation
0.1 0.6240 0.6 0.7386
0.2 0.7019 0.7 0.6863
0.3 0.7736 0.8 0.6085 Table 3. Comparison of watermark images according
04 0.7924 0.9 0.4659 to the application of convolution encoding.
05 0.7770 Before applying convolution After applying convolution
SNR Image |comelation SNR Image |comelation
According to table 1, correlation is the highest 2 0.3094 7 05941

when the threshold value is 0.4. Therefore, in this
paper, simulation of watermark detection judgment
was based of the threshold value 0.4. 4

Table 2 shows watermark images detected at a
threshold value 0.4. If correlation level between

0.3990 4 0.8617

detected watermark and the original match each other B 0.44983 B 0.9439
to a certain degree, the system suggested in this study
transfers the watermark images and address through
power line, after modulating them using DS-CDMA/ 8 0.4796 8 0.9740
BPSK system. Table 3 shows comparison of
capability of watermark images according to the
application of convolution encoding technique after 10 0.5071 10 0.9814
transferring via power line.

12 0.5292 12 0.9833

It indicates that when convolution is not applied,
the capability is low down to the correlation level of
0.3990 at SNR=4dB, making the images damaged
hard to recognize by the impulse intervention after
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being transferred through power line. On the other
hand, when convolution is applied, the capability is
enhanced 2 times higher than before the application of
convolution, showing correlation level 10.867 at
SNR=4dB.

4 Conclusion

In this paper, we proposed ways to prevent illegal
reproduction through quickly taking countermeasures
at the time of detecting watermark as well as simply
inserting watermark and conducted a simulation of
system proposed by DS-CDMA/BPSK system in the
PLC environment based on the consideration of
AWGN and impulsive noise. Watermark detection
and tracking device proposed in this study is
considered suitable for illegal reproduction prevention
system of image contents designed for special
purposes.
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